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EXECUTIVE SUMMARY

This working document presents a structured doctrinal framework for the Information
Environment Assessment (IEA), specifying the constituent analytical tasks, the principal
products, and the specialist functions required to deliver a comprehensive understanding of the
information environment in support of operational planning. The framework is constructed
around an IEA Matrix that organises the assessment process across foundational baseline
analysis, human-factor analysis, communications analysis, audience and behaviour analysis,
behaviour analysis, and cognitive assessment.

The framework is doctrinally grounded in NATO operations planning practice and integrates
the IEA with the Joint Intelligence Preparation of the Operational Environment (JIPOE) to
produce a Comprehensive Understanding of the Operational Environment (CUOE). The IEA is
positioned as a continuous analytical process rather than a one-off planning input, with explicit
integration points across the Operations Planning Process (OPP). This integration ensures that
the information environment is treated as an operational dimension with its own evidence base,
analytical methods, and decision support outputs, rather than as a residual category appended
to physical-domain analysis.

The substantive contribution of the document is the IEA Matrix itself: a structured
decomposition of the IEA into specific analytical tasks, each with defined inputs, outputs, and
specialist function ownership. Baseline analysis covers country briefs, framework briefs,
historical analysis, cultural and social baselines, and behaviour baselines. Human-factor
analysis addresses cultural and social, institutional, gender, information systems, and physical
terrain dimensions. Communications analysis treats narrative, hostile communications, own
communications, and earned communications. Audience and behaviour analysis covers
orientation and link analysis, audience segmentation, cognitive effect determination, and the
identification of potential target audiences. Behaviour analysis develops the cognitive effect
dimension, applies a Capacity-Opportunity-Motivation-Behaviour (COM-B) lens, and
establishes monitors and warnings. Cognitive assessment closes the loop with behaviour driver
assessment and evaluation criteria.

The framework is intended to be doctrinally compatible with NATO AJP-5 and AJP-2, with
national-level planning processes, and with the HIPSTER methodology developed by L3CE
and MRU. It connects to Hipster 07 (MDMP Specialist Functions) by specifying the analytical
products that specialist functions deliver, to Hipster 08 (Unified Layered Methodology) by
populating the cross-layer indicator base, and to Hipster 09 (Risk Indicators) by providing the
operational substrate for indicator instantiation.
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INTRODUCTION

The character of modern conflict and competition is fundamentally shaped
by the pervasive and potent flow of information. This flow is now as integral
to the operational environment as physical terrain or weather.! Within
what NATO doctrine defines as the "continuum of competition"—a
spectrum of international relations spanning cooperation, rivalry,
confrontation, and armed conflict—military forces operate in a state of
permanent strategic competition. In this environment, success is
frequently determined not by the destruction of enemy materiel, but by the
ability to influence the perceptions, attitudes, and behaviors of key
audiences.’

To meet this challenge, NATO has adopted a behaviour-centric
approach as a primary doctrinal tenet. This approach focuses all planning
and execution of military activities on appropriately informing and
influencing audiences to achieve the desired end state.' It acknowledges
that every action, image, and word has a communicative effect and that
these effects must be understood, planned, and orchestrated to achieve
strategic objectives. The central mechanism for achieving this requisite
level of understanding is the Information Environment Assessment (IEA).

This report provides a comprehensive, doctrinally-grounded matrix and
explanatory guide for military staff tasked with conducting the IEA. It
serves as a practical reference for operational-level planners by detailing
the specific tasks, the products generated, and the specialist staff
responsible for each phase of the IEA framework. By clarifying roles and
processes, this document aims to de-conflict staff effort and enhance the
integration of all capabilities contributing to a commander's understanding
of the complex modern operational environment.
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The Information Environment Assessment is not a standalone activity but
is a critical component of a broader effort to achieve holistic
understanding, which directly informs the commander's decision-making
cycle. Its relationship with traditional intelligence processes and its
integration into formal planning are fundamental to its utility.

1.1 THE FUSION OF UNDERSTANDING (IEA + JIPOE = CUOE)

Modern operations demand a holistic, human-centric view of the
operational environment, which represents a significant evolution from a
purely threat-centric perspective. This is doctrinally achieved through the
fusion of two distinct but complementary analytical processes: the
Information Environment Assessment (IEA) and the Joint Intelligence
Preparation of the Operating Environment (JIPOE)."

- JIPOE's Role: The JIPOE is the traditional intelligence process
focused on analyzing the adversary and the physical dimensions of
the operational environment. Its primary outputs detail adversary
capabilities, doctrine, and potential courses of action, as well as the
effects of terrain and weather on military operations.' It answers the
question, "What can the enemy physically do?"

- IEA's Role: The IEA is the process focused on the human and
informational dimensions. It analyzes audiences, their perceptions,
cultural norms, social structures, narratives, and behaviors to
understand the cognitive landscape.’ It answers the questions, "Why
do people behave the way they do?" and "How will our actions change
that behavior?"

The synthesis of these two processes creates the Comprehensive
Understanding of the Operating Environment (CUOE). The CUOE
provides the commander with a single, fused picture that integrates
understanding of the adversary's physical capabilities with a deep
appreciation for the human domain in which those capabilities are
employed.' This doctrinal mandate elevates the importance of specialists
such as cultural advisors, Psychological Operations (PSYOPS) analysts, and
Civil-Military Cooperation (CIMIC) staff, making them core contributors to
the commander's situational understanding. A J2 (Intelligence) staff can no
longer produce a complete intelligence picture without continuous, deep
collaboration with the J10-Strategic Communications (StratCom)
directorate, J9 (CIMIC), and other human-domain specialists.

Dissemination level: PUBLIC 5



Information Environment Assessment Matrix

1.2 INTEGRATION WITH THE OPERATIONS PLANNING PROCESS (OPP)

The IEA is inextricably linked to the NATO Operations Planning Process
(OPP), providing critical inputs at every stage.’

e Initiation and Mission Analysis: The initial outputs of the IEA,
particularly the Baseline Analysis, are fundamental to framing the
problem correctly. This foundational understanding of the human
and information environment directly informs the commander's
initial planning guidance and prevents the development of plans
based on flawed assumptions.

e Course of Action (COA) Development and Analysis: As friendly
COAs are developed, the IEA's detailed audience and behavior
analysis allows planners to predict the likely cognitive impact of each
proposed action. This is a critical input for wargaming, enabling the
staff to test not just the physical outcomes of a COA, but its
psychological and social consequences as well.

e Plan Development and Assessment: A mature IEA provides the
foundational analysis for developing key components of the
Operation Plan (OPLAN), particularly Annex SS (Strategic
Communications). Furthermore, the baseline understanding
established at the start of the IEA process provides the benchmark
against which the cognitive effects and overall effectiveness of the
operation are measured during the assessment phase.’
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The following matrix provides a consolidated, top-level overview of the IEA
framework. It is designed to serve as a quick-reference tool for operational
planners, clarifying the tasks, primary products, and responsible staff
specialists for each phase of the assessment. The subsequent sections of
this report are dedicated to elaborating on each component of this matrix

in detail.

Framework Phase &
Task

INFORMATION
ENVIRONMENT
ANALYSIS

1. Baseline Analysis

- Country Briefs
- Framework Briefs
- Historical Analysis

- Cultural, Social + Gender
Baseline Analysis

- Behavior Baseline
Analysis

2. Human Factor
Analysis

- Cultural and Social
Analysis

- Institution Analysis
- Gender Analysis

- Information Systems
Analysis

- Physical Terrain Analysis

3. Communications
Analysis

- Narrative Analysis

- Hostile Communications
Analysis

- Own Communications
Analysis

- Earned Communication
Analysis

4. Audience Analysis

- Orientation and Link
Analysis

- Audience Segmentation

Primary Product(s)

Country Study / Area Study Briefing Deck

StratCom Framework Summary / Legal &
Policy Review

Historical Context Report / Lessons Learned
Summary

Initial Cultural Estimate / Social
Demographics Report / Gender Baseline
Study

Initial Behavior & Attitude Report / Public
Opinion Baseline

Detailed Cultural & Social Dynamics Report

Institutional Network Map / Civil
Governance Assessment

Comprehensive Gender Analysis Report

Media Landscape Map / Comms
Infrastructure Assessment

Human Terrain Analysis Overlay / MCOO
(Effects on Populace)

Actor Narrative Analysis Report

Hostile Information Activities Report /
Disinformation Tracker

Own Comms Effectiveness Report / Media
Monitoring Dashboard

Earned Media Analysis Report / Key
Influencer Analysis

PMESII/ASCOPE Matrix / Audience
Network Diagram

Audience Segmentation Matrix / Shade Shift
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Responsible Specialists (Lead / Support)

J2 Intelligence Analyst / Info Ops IEA
Analyst

J10-StratCom Planner / LEGAD, POLAD

J2 Intelligence Analyst / Command
Historian, Info Ops IEA Analyst

PSYOPS Analyst, CIMIC Analyst /
GENAD, J2 Intelligence Analyst

PSYOPS Analyst / Info Ops IEA Analyst

PSYOPS Analyst / J9 CIMIC Staff,
Cultural Advisor

J9 CIMIC Staff / J2 Intelligence Analyst,
POLAD

GENAD /J9 CIMIC Staff, PSYOPS
Analyst

Info Ops IEA Analyst / J6 CIS Staff, Mil
PA Analyst

J2 Intelligence Analyst / J9 CIMIC Staff,
MILENG Staff

Info Ops IEA Analyst / PSYOPS Analyst,
Mil PA Analyst

Info Ops IEA Analyst / J2 Counter-
Intelligence, PSYOPS Analyst

Mil PA Analyst / Info Ops IEA Analyst

Mil PA Analyst / Info Ops IEA Analyst

Info Ops IEA Analyst / J2 Intelligence
Analyst, J9 CIMIC Staff

Info Ops IEA Analyst / PSYOPS Analyst
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- Cognitive Effect
Determination

- Potential Target
Audiences

5. Behavior Analysis

- Cognitive Effect
Analysis

- Capacity, Opportunity,
Motivation and Behavior
Analysis

- Monitors and Warnings

ASSESSMENT
Cognitive Assessment

- Monitors and Warnings

- Behavior Driver
Assessment

- Assessment and
Evaluation Criteria

Diagram

Matrix of Potential Cognitive Effects

Potential Target Audience List (PTAL)/
Target Audience Nomination

Supporting Cognitive Effects (SCE) List /
CARVER Analysis Matrix

COM-B Model Analysis Report / Behavior
Driver Assessment

Information Decision Support Matrix (Draft)
/ Indicator List

Information Decision Support Matrix
(Live) / Indicator & Warning Log

Post-Activity Behavior Analysis Report

Measures of Effectiveness (MOE) &
Measures of Performance (MOP) Report

PSYOPS Analyst / Info Ops Planner

PSYOPS TAA Specialist / Info Ops
Planner, J3/J5 Targeting Staff

PSYOPS TAA Specialist / Info Ops
Planner

PSYOPS TAA Specialist (Behavioral
Scientist) / Info Ops Analyst

Info Ops Assessment Analyst / J2
Intelligence Analyst, PSYOPS Analyst

Info Ops Assessment Analyst / J2
Intelligence Analyst

PSYOPS TAA Specialist (Behavioral
Scientist) / Info Ops Assessment Analyst

Info Ops Assessment Analyst / J5
Plans/Assessment Staff

The Baseline Analysis phase is the foundational layer of the IEA. It is
fundamentally a risk-reduction activity; by investing heavily in this initial
understanding before the development of COAs, a command mitigates the
significant risk of creating plans based on flawed assumptions. This
proactive analysis prevents the creation of COAs that might be doctrinally
sound but culturally and socially disastrous, thereby avoiding wasted
resources, mission failure, or catastrophic second- and third-order effects.!

1.3 COUNTRY BRIEFS

The country brief provides the essential, fact-based geographic and
demographic context for the operational environment.

2 Task and Product: The J2 Intelligence Analyst takes the lead in
producing the initial Country Study or Area Study Briefing Deck.
This product leverages established intelligence databases and collection
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3.1

assets to provide an "encyclopedic" overview of the area, covering
geography, demographics, government structure, military forces,
economy, and key infrastructure.* The
Info Ops IEA Analyst supports this effort by framing the data through
an information environment lens, helping to identify key communication
hubs, influential social structures, or media centers from the very
beginning of the planning process.*

Responsible Specialists: Lead: J2 Intelligence Analyst. Support: Info
Ops IEA Analyst.

FRAMEWORK BRIEFS

This task establishes the strategic, political, and legal "rules of the game"
that will govern the operation.

3.2

e Task and Product: The J10-StratCom Planner is responsible for
analyzing higher-level strategic communications frameworks from
NATO HQ or SHAPE to produce a StratCom Framework
Summary. This product ensures that all subsequent planning is
nested within the overarching narrative, objectives, and themes
mandated by higher command.’ Concurrently, the
Legal Advisor (LEGAD) and Political Advisor (POLAD) deliver a
Legal & Policy Review, briefing the command on the legal
framework (e.g., Law of Armed Conflict, Rules of Engagement) and
political constraints (e.g., mandate limitations, host-nation
agreements, diplomatic sensitivities) that define the force's freedom
of action and limitations.’

e Responsible Specialists: Lead: J10-StratCom Planner. Support:
LEGAD, POLAD.

HISTORICAL ANALYSIS

Understanding the historical context is crucial for comprehending the
"why" behind current grievances, allegiances, and societal fractures.

- Task and Product: The J2 Intelligence Analyst, often supported
by a dedicated Command Historian, leads the production of a
Historical Context Report. This analysis goes beyond a simple
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3.3

timeline to examine key historical events, conflicts, and grievances
that shape contemporary perceptions and attitudes.! A critical

component of this product is a
Lessons Learned Summary, which reviews previous similar
operations to avoid repeating past  mistakes.' The

Info Ops IEA Analyst assists by interpreting this history to identify
enduring narratives and potential societal friction points that could
be exploited by adversaries or inadvertently triggered by friendly
forces.*

Responsible Specialists: Lead: J2 Intelligence Analyst. Support:
Command Historian, Info Ops IEA Analyst.

CULTURAL, SOCIAL + GENDER BASELINE ANALYSIS

This represents the initial, high-level assessment of the human terrain,
establishing a foundational understanding of the society in which the force
will operate.

3.4

1. Task and Product: This is a deeply collaborative effort. The

PSYOPS Analyst provides an Initial Cultural Estimate, focusing
on core values, beliefs, and social norms that influence behavior.' The
CIMIC Analyst from the ]9 staff delivers the Social Demographics
Report, which details the structure of society, identifies key non-
military actors, and assesses the state of civil infrastructure.' The
Gender Advisor (GENAD) provides the indispensable Gender
Baseline Study, ensuring that the distinct roles, perspectives, and
vulnerabilities of all genders are understood from the outset. This
prevents the development of a skewed or incomplete picture of the
society and is a requirement of NATO policy.!

. Responsible Specialists: Lead (shared): PSYOPS Analyst, CIMIC

Analyst. Support: GENAD, J2 Intelligence Analyst.

BEHAVIOR BASELINE ANALYSIS

This task establishes the crucial starting point against which all future
changes in audience behavior will be measured.
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1. Task and Product: The PSYOPS Analyst, leveraging their
expertise in Target Audience Analysis (TAA), leads the creation of the
Initial Behavior & Attitude Report. This product establishes the
baseline of current behaviors and attitudes among key population
segments as they relate to the mission's objectives. It seeks to answer
the question, "What do key groups of people currently think and do?"
This may involve analyzing existing public opinion polling, academic
studies, or initial intelligence reporting to create a benchmark for
future assessment.’

2. Responsible Specialists: Lead: PSYOPS Analyst. Support: Info Ops
IEA Analyst.

Human Factor Analysis (HFA) is a systematic method for dissecting a
society to identify its critical vulnerabilities and centers of gravity. It is not
merely a descriptive exercise; each element of analytical frameworks like
PMESII (Political, Military, Economic, Social, Infrastructure, Information)
represents a potential lever for influence or a source of friction.! While a
traditional Center of Gravity (CoG) might be a military formation, in
influence operations it is more often an intangible, such as the credibility
of a leader or the cohesion of a community. HFA is the process that makes
these intangible CoGs identifiable and, therefore, targetable.

3.5 CULTURAL AND SOCIAL ANALYSIS

This task moves beyond the baseline to conduct a deep-dive analysis of the
sociocultural dynamics that drive group behavior.

1. Task and Product: The PSYOPS Analyst, often working with a
dedicated Cultural Advisor, leads this effort. The product is a
Detailed Cultural & Social Dynamics Report, which examines the
ideologies, psychology, social networks, and belief systems of key
audiences. It identifies key influencers, social pressures, cultural
taboos, and the core narratives that give a society its identity."
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2. Responsible Specialists: Lead: PSYOPS Analyst. Support: ]9

3.6

CIMIC Staff, Cultural Advisor.

INSTITUTION ANALYSIS

This analysis maps the flow of power and influence within the civil domain,
looking beyond formal government structures.

3.7

Task and Product: As the doctrinal experts on the civil
environment, the J9 CIMIC Staff leads this analysis. They produce
an Institutional Network Map and a Civil Governance
Assessment. These products identify how power and influence are
wielded through formal and informal institutions—including political,
legal, religious, tribal, and economic bodies—and identify the key
non-military actors who lead them.'

Responsible Specialists: Lead: ]J9 CIMIC Staff. Support: ]2
Intelligence Analyst, POLAD.

GENDER ANALYSIS

A comprehensive gender analysis is a cross-cutting requirement essential
for mission effectiveness, force protection, and compliance with NATO
policy and international law.

3.8

Task and Product: The GENAD leads the production of the
Comprehensive Gender Analysis Report. This analysis examines
the different roles, responsibilities, needs, and vulnerabilities of men,
women, boys, and girls, and assesses how military actions will affect
them differently. It provides critical insights into areas such as local
economies, security concerns, and information networks that might
otherwise be overlooked.'

Responsible Specialists: Lead: GENAD. Support: J9 CIMIC Staff,
PSYOPS Analyst.

INFORMATION SYSTEMS ANALYSIS
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This task involves mapping the anatomy of the information environment to
understand how audiences receive, process, and share information.

e Task and Product: The Info Ops IEA Analyst leads the
development of a Media Landscape Map and a Communications
Infrastructure Assessment. These products detail the primary
means of communication, including key media outlets (TV, radio,
print), internet and mobile phone penetration, dominant social media
platforms, and critical physical infrastructure like cell towers and
broadcast stations.’ The
J6 (CIS) staff provides technical expertise on network capabilities,
while Mil PA Analysts offer insights into journalistic practices and
media influence.’

e Responsible Specialists: Lead: Info Ops IEA Analyst. Support: J6
CIS Staff, Mil PA Analyst.

3.9 PHYSICAL TERRAIN ANALYSIS

This analysis integrates the human dimension with the physical landscape
to understand how geography shapes human interaction.

1. Task and Product: The J2 Intelligence Analyst leads this effort,
enhancing traditional terrain analysis to create a Human Terrain
Analysis Overlay. This product analyzes how physical terrain (urban
centers, mountains, rivers) and infrastructure (roads, markets, wells)
affect how populations interact, communicate, and behave. It
identifies key meeting places, lines of communication, and areas of
congregation.’ The
J9 CIMIC staff provides vital input on how the civilian population
utilizes this terrain in daily life.’

2. Responsible Specialists: Lead: J2 Intelligence Analyst. Support: J9
CIMIC Staff, MILENG Staff.
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This phase analyzes the "content" flowing through the information
environment. The doctrinal separation of responsibilities within this phase
is deliberate and critical. It functions as a firewall to protect the credibility
of NATO's public-facing communications (Military Public Affairs) by
functionally separating it from influence-oriented activities (Info Ops and
PSYOPS). If the same office were responsible for both public press
briefings and analyzing hostile propaganda, its objectivity and credibility
would be compromised, neutralizing its effectiveness.’

3.10 NARRATIVE ANALYSIS

This task provides the strategic context for all other communications
analysis by identifying the core stories that actors use to make sense of the
world.

1. Task and Product: The Info Ops IEA Analyst, supported by
PSYOPS Analysts, leads the analysis of the overarching narratives
of all key actors. The resulting Actor Narrative Analysis Report
deconstructs each narrative, identifying its historical roots, core
themes, intended audience, and desired outcome. This allows
planners to understand the fundamental ideological landscape of the
conflict.'

2. Responsible Specialists: Lead: Info Ops IEA Analyst. Support:
PSYOPS Analyst, Mil PA Analyst.

3.11 HOSTILE COMMUNICATIONS ANALYSIS

This is the direct analysis of adversary propaganda and disinformation
efforts.

e Task and Product: This is a primary responsibility of the Info Ops
IEA Analyst, working in close coordination with J2 Counter-
Intelligence and PSYOPS Analysts. The task is to identify, track,
and analyze adversary propaganda and disinformation campaigns.
The Hostile Information Activities Report details adversary
themes, messages, tactics, techniques, and procedures (TTPs), and
identifies the audiences they are targeting.’

¢ Responsible Specialists: Lead: Info Ops IEA Analyst. Support: J2
Counter-Intelligence, PSYOPS Analyst.
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3.12 OWN COMMUNICATIONS ANALYSIS

This task involves the critical self-assessment of the effectiveness of
NATO's own communication efforts.

3. Task and Product: The Mil PA Analyst leads this assessment.
Utilizing media monitoring tools and other metrics, they produce an
Own Comms Effectiveness Report. This product assesses the
reach, resonance, and sentiment of NATO's messages, themes, and
campaigns, providing feedback on what is working and what is not.!

4. Responsible Specialists: Lead: Mil PA Analyst. Support: Info Ops
IEA Analyst.

3.13 EARNED COMMUNICATION ANALYSIS

This task analyzes what influential third parties are saying about the
mission, providing an external perspective on the information
environment.

e Task and Product: The Mil PA Analyst also leads the analysis of
"earned media"—coverage by international media, local journalists,
academics, and key online influencers. The Earned Media Analysis
Report identifies key trends, sentiment (positive, negative, neutral),
and influential voices that are shaping the narrative outside of the
direct control of either NATO or its adversaries.'

e Responsible Specialists: Lead: Mil PA Analyst. Support: Info Ops
IEA Analyst.

This phase of the IEA refines the broad understanding of the human domain
into specific, targetable insights that directly inform the planning of
military activities, both lethal and non-lethal.

3.14 ORIENTATION AND LINK ANALYSIS
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This is the initial step of mapping the human network.

e Task and Product: The Info Ops IEA Analyst leads this task. Using
analytical frameworks like the PMESII/ASCOPE Matrix, they
perform an initial orientation to categorize broad audience
groupings. They then conduct link analysis to produce Audience
Network Diagrams, which visually map the relationships,
hierarchies, and influence pathways between different groups and
individuals.'

e Responsible Specialists: Lead: Info Ops IEA Analyst. Support: ]2
Intelligence Analyst, J9 CIMIC Staff.

3.15 AUDIENCE SEGMENTATION

This task refines broad audience groups into more detailed and actionable
segments for prioritization.

1 Task and Product: The Info Ops IEA Analyst, with key support from
the PSYOPS Analyst, develops an Audience Segmentation Matrix.
The most common product is the Shade Shift Diagram, which plots
audience segments on axes such as "Support for Mission" vs. "Ability to
Influence Outcome." This visual tool is invaluable for helping
commanders and staff prioritize which audiences require the most
attention. The diagram serves as a conceptual bridge between the
commander's objectives and the specific information activities needed
to achieve them; the "shift" of a group from one quadrant to another
becomes a tangible operational goal.'

21 Responsible Specialists: Lead: Info Ops IEA Analyst. Support:
PSYOPS Analyst.

3.16 COGNITIVE EFFECT DETERMINATION

This task translates operational objectives into the psychological outcomes
required to achieve them.

e Task and Product: This is a core PSYOPS function. Based on the
audience segmentation, analysts determine the desired cognitive
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effects needed to produce a "shade shift" (e.g., to move an audience
from "Neutral” to "Supportive"). The primary product is a Matrix of
Potential Cognitive Effects, which articulates psychological
objectives such as "Increase trust in local security forces" or
"Decrease the perceived legitimacy of insurgent leaders".!

e Responsible Specialists: Lead: PSYOPS Analyst. Support: Info Ops
Planner.

3.17 POTENTIAL TARGET AUDIENCES

This is the critical step that formally links the IEA process to the Joint
Targeting Cycle.
1. Task and Product: Building on the determined cognitive effects, the
PSYOPS TAA Specialist develops the Potential Target Audience
List (PTAL). This is a formal product that nominates specific,
defined audiences for influence activities. It is the first step in

converting understanding into a targetable entity that can be
resourced and actioned within the formal military planning process.’

2. Responsible Specialists: Lead: PSYOPS TAA Specialist. Support:
Info Ops Planner, J3/]5 Targeting Staff.

This sub-section of the IEA delves deeper into the psychological and social
drivers of behavior to design more effective influence activities.

3.18 COGNITIVE EFFECT ANALYSIS

This process breaks down broad cognitive effects into specific, targetable
components.

e Task and Product: The PSYOPS TAA Specialist translates an
approved cognitive effect into a list of Supporting Cognitive
Effects (SCEs). These SCEs are then analyzed and prioritized using
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a tailored CARVER (Criticality, Accessibility, Recoverability,
Vulnerability, Effect, Recognisability) Analysis Matrix. This
structured process helps identify the most promising avenues for
influence and assesses the risks associated with each.’

e Responsible Specialists: Lead: PSYOPS TAA Specialist. Support:
Info Ops Planner.

3.19 CAPACITY, OPPORTUNITY, MOTIVATION AND BEHAVIOR ANALYSIS

This task uses established behavioral science models to understand the
underlying drivers of a target audience's actions.

e Task and Product: The PSYOPS TAA Specialist, often a trained
behavioral scientist, applies frameworks like the COM-B
(Capability, Opportunity, Motivation, and Behaviour) model.
The resulting COM-B Model Analysis Report or Behavior Driver
Assessment identifies whether a target audience's behavior is
driven by a lack of capability (e.g., they don't know how), opportunity
(e.g., they are prevented from acting), or motivation (e.g., they don't
want to). This analysis is critical for designing interventions that
address the correct behavioral driver.'

¢ Responsible Specialists: Lead: PSYOPS TAA Specialist (Behavioral
Scientist). Support: Info Ops Analyst.

3.20 MONITORS AND WARNINGS

This task begins the process of planning for assessment by identifying the
key indicators that will signal a change in audience behavior.

e Task and Product: The Info Ops Assessment Analyst leads the
creation of a Draft Information Decision Support Matrix. This
product lists observable indicators and warnings that correspond to
potential shifts in audience attitude or behavior. It forms the basis of
the intelligence collection plan for assessment and helps define
decision points for the commander.!

e Responsible Specialists: Lead: Info Ops Assessment Analyst.
Support: J2 Intelligence Analyst, PSYOPS Analyst.
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The assessment phase is arguably the most intellectually demanding and
critical part of the entire IEA cycle. While a Measure of Performance (MOP)
can confirm an action was taken (e.g., "100,000 leaflets were dropped"), a
Measure of Effectiveness (MOE) must determine if that action had the
intended impact on behavior. Proving this causality in the complex
information environment is exceptionally difficult and requires a
sophisticated, multi-source approach that fuses qualitative and
quantitative data to build a compelling, evidence-based argument for the
commander.’

3.21 MONITORS AND WARNINGS

This is the execution of the monitoring plan developed during the behavior
analysis phase.

e Task and Product: The Info Ops Assessment Analyst is
responsible for managing the Live Information Decision Support
Matrix. They work with the J2 Intelligence Analyst to task
collection assets to monitor the identified indicators. The product is
a continuously updated Indicator & Warning Log that provides
real-time situational awareness of the cognitive dimension and alerts
the command to significant changes.!

e Responsible Specialists: Lead: Info Ops Assessment Analyst.
Support: J2 Intelligence Analyst.

3.22 BEHAVIOR DRIVER ASSESSMENT

This task seeks to understand the "why" behind observed behavioral
changes, providing crucial feedback to refine ongoing and future
operations.

e Task and Product: Following a significant activity or observed
change, the PSYOPS TAA Specialist (Behavioral Scientist)
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conducts a focused analysis. The Post-Activity Behavior Analysis
Report uses all available data—from patrol debriefs to social media
analysis—to assess why a behavior changed. This analysis of the
underlying drivers is essential for learning and adapting the
campaign.’

Responsible Specialists: Lead: PSYOPS TAA Specialist (Behavioral
Scientist). Support: Info Ops Assessment Analyst.

3.23 ASSESSMENT AND EVALUATION CRITERIA

This is the formal process of measuring progress against objectives.

Task and Product: The Info Ops Assessment Analyst, working in
close coordination with the J5 Plans/Assessment Staff, leads the
development and reporting of formal assessment criteria. The
primary product is the Measures of Effectiveness (MOE) &
Measures of Performance (MOP) Report. This report formally
documents task completion (MOPs) and, more importantly, provides
an evidence-based assessment of the degree to which desired
cognitive effects and operational objectives are being achieved
(MOEs).*

Responsible Specialists: Lead: Info Ops Assessment Analyst.
Support: J5 Plans/Assessment Staff.
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CONCLUSIONS AND NEXT STEPS

The Information Environment Assessment is not a linear sequence of tasks
performed in isolation. It is a continuous, cyclical, and deeply collaborative
staff process that functions as the analytical engine of NATO's behaviour-
centric approach to operations. Its successful execution depends on the
seamless integration of a wide range of specialist skills, from intelligence
analysts and cultural advisors to media experts and behavioral scientists.

The wultimate responsibility for orchestrating this complex, multi-
disciplinary effort rests with the Director of Strategic Communications
(DirCom) or Chief J10. This individual's primary function is to integrate the
diverse inputs from across the staff and synthesize them into a coherent,
shared understanding—the CUOE. By providing the commander with a
holistic view of the operational environment that gives equal weight to the
human and physical dimensions, the IEA process delivers a decisive
advantage in the complex conflicts and competitions of the 21st century.’
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