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EXECUTIVE SUMMARY

This working document presents a structured catalogue of analytical personas relevant to the 
analysis of hybrid, information, psychological, and societal threats. The catalogue defines 25 
personas drawn from public security, law enforcement, intelligence, strategic communication, 
journalism,  civic  monitoring,  academic  research,  regulatory,  and  platform-trust-and-safety 
contexts. Each persona is specified through a consistent profile that includes role definition, 
background, skills, goals, constraints, working context, typical OSINT and SOCMINT tasks, 
and the analytical modules and indicators that the persona requires from a HIPSTER-aligned 
system.

The catalogue serves two complementary purposes. First, it provides the role-level granularity 
needed to translate  the  HIPSTER methodology into  operational  user  needs:  each persona 
represents  a  concrete  analytical  workflow  that  the  methodology  must  support,  and  each 
persona's  information  needs,  output  formats,  and  decision  contexts  inform  the  design  of 
analytical products and system interactions. Second, the catalogue underpins the personas × 
functionalities matrix that is used in the HIPSTER Features Analysis (Hipster 06) to identify 
which  functional  capabilities  are  required  by  which  user  groups,  enabling  capability 
prioritisation that is grounded in concrete operational demand rather than abstract feature lists.

The persona definitions are deliberately positioned at an institutional level rather than at the 
level  of  individual  job  descriptions.  This  approach  reflects  the  HIPSTER  methodology's 
emphasis on interoperability and portability: the same persona can be instantiated in different 
national  contexts,  in  different  agencies,  and  in  different  mandates,  while  preserving  the 
underlying analytical role structure. Where regulatory or governance constraints affect a given 
persona, these are noted explicitly so that the design of analytical workflows can incorporate 
the relevant compliance, ethics, and legal review requirements.

The catalogue connects forward to several other HIPSTER working documents. The Features 
Analysis  in  Hipster  06  uses  the  personas  to  scope  the  functionality  matrix.  The  Future 
Architecture in Hipster 10 uses the personas to define user-facing functional capabilities. The 
MDMP Specialist  Function model  in  Hipster  07 maps personas  to  specialist  functions  in 
operational planning. The Experimental Use Case in Hipster 11 assumes specific personas as 
the analyst-level interlocutors of the ontology-driven reasoning workflow.
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INTRODUCTION

Analytical  personas  are  a  methodological  device  for  representing  the  operational  roles, 
information needs, decision contexts, and constraints of the users of a methodology or a system. 
In the design of analytical methodologies for hybrid, information, psychological, and societal 
threats, personas serve as a bridge between the abstract analytical framework — indicators, 
layers,  models,  and ontologies — and the concrete operational practice of public security 
agencies, intelligence services, strategic communication units, regulatory bodies, journalistic 
and academic researchers, and platform trust-and-safety teams.

The HIPSTER methodology is intended to be operationalised across a heterogeneous landscape 
of users. Different users approach hybrid-threat analysis with different mandates, different 
evidence bases, different time horizons, and different output requirements. A law-enforcement 
analyst monitoring the open internet for criminal indicators operates under different constraints 
than  an  intelligence  officer  producing  strategic  warning,  who  operates  under  different 
constraints than a strategic communication specialist  preparing institutional response,  who 
operates under different constraints than a journalistic investigator producing public-interest 
reporting. These differences are not incidental — they shape the analytical products that the 
methodology must deliver, the evidence standards that the analytical workflow must meet, and 
the compliance and ethical considerations that the methodology must respect.

This  document  presents  a  catalogue  of  analytical  personas  relevant  to  the  HIPSTER 
methodology. Each persona is specified through a consistent profile structure that includes: a 
role definition; a background sketch; the principal skills and competencies; the primary and 
secondary goals; the constraints (legal, operational, ethical) that shape the persona's work; the 
working  context;  the  typical  OSINT  and  SOCMINT  tasks;  and  the  analytical  modules, 
indicators, and outputs that the persona requires from a HIPSTER-aligned system. Each profile 
is positioned at an institutional level so that the persona is portable across national contexts, 
agencies, and specific mandates.

The remainder of the document presents the persona catalogue. Personas are organised in a 
consistent format and each persona is fully self-contained. The catalogue is intended to be used 
in conjunction with the HIPSTER Features Analysis (Hipster 06), which uses the personas to 
construct the personas × functionalities matrix, and with the Future Architecture document 
(Hipster 10), which uses the personas to scope the user-facing functional capabilities of a 
HIPSTER-aligned system. The catalogue should be read as  a  living artefact  that  may be 
extended or refined as additional operational contexts are documented.
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PERSONA CATALOGUE

1.1 PERSONA 1 - INTERNET POLICE PATROL ANALYST

1.1.1 ROLE DEFINITION

A front-line law enforcement Analysttasked with continuous monitoring of the open internet, 
social media platforms, and publicly accessible communication channels to detect, document, 
and escalate indicators of criminal, extremist, harmful or unlawful activities, hate speach, use 
of forbidden symbols in cyberspace.

1.1.2 PERSONA PROFILE

Name (Archetype): AnalystLina Petraitė

Background: 5 years in police service. Experienced in online monitoring work, social media 
monitoring, and evidence collection.

Skills:  Social  media  OSINT,  basic  image/video  forensics,  pattern  recognition  in  online 
conversations, report drafting for investigators.

1.1.3 GOALS:

Primary: Detect and escalate harmful online activities before they translate into real-world 
harm.

Secondary: Gather structured data to support criminal investigations and prosecution.

Constraints: Must operate strictly within legal frameworks for surveillance, cannot engage in 
undercover interactions without special authorization, and must ensure chain of custody for 
collected evidence.

1.1.4 WORKING CONTEXT

Operates from a centralized cybercrime monitoring centre under the specialized police division. 
Works shifts to ensure 24/7 coverage. Uses government-approved OSINT tools connected to a 
secure police network.

1.1.5 TYPICAL OSINT TASKS

Continuous scanning of high-risk keywords, hashtags, and group activity.

Identification of posts/users matching pre-defined threat profiles.

Geolocation and metadata extraction from public posts.

Documentation and tagging of suspicious content for escalation to investigators.

1.1.6 RELEVANT INDICATORS / MODULES

Indicators:  Misinformation,  extremist  symbolism,  targeted  harassment  patterns,  illegal 
goods/services  promotion,  tone  and  intent  analysis,  call-to-action  detection,  extremist 
terminology.

1.1.7 EXAMPLE USE CASES

1.1.8 PRIMARY USE CASE - EARLY THREAT DETECTION
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AnalystLina monitors a Telegram channel associated with extremist groups. The system flags 
a post containing coded language identified in the “Indicators” dataset. She verifies the match, 
extracts metadata, and escalates it to the criminal intelligence unit for deeper investigation.

1.1.9 SECONDARY USE CASE - HARMFUL CONTENT MAPPING

During routine patrol, the system detects multiple social media accounts spreading a radical 
narrative about a public health crisis. AnalystLina clusters the accounts, identifies the narrative 
origin using the “Radicalization” indicators.

1.2 PERSONA 2 - CRIMINAL POLICE INVESTIGATOR

1.2.1 ROLE DEFINITION

A specialised investigator responsible for building criminal cases, gathering digital evidence, 
and linking online activities to physical-world crimes.

1.2.2 PERSONA PROFILE

Name (Archetype): Inspector Jonas Kairys

Background: 12 years in criminal  investigations,  5 in cybercrime-related cases.  Skilled in 
evidence correlation between OSINT and closed police databases.

Skills:  Digital  evidence preservation,  network analysis,  cross-platform identity correlation, 
advanced OSINT search techniques.

1.2.3 GOALS:

Primary:  Transform unstructured online intelligence into admissible  evidence for  criminal 
cases.

Secondary: Identify linkages between different crimes and perpetrators across jurisdictions.

Constraints: Must follow strict evidence-handling protocols; operates within legal surveillance 
boundaries; often requires judicial approval for deeper data access.

1.2.4 WORKING CONTEXT

Operates from a central police investigative department, working closely with internet police 
patrols, cyber forensic labs, and prosecutors.

1.2.5 TYPICAL OSINT TASKS

Deep profile analysis of identified suspects.

Cross-referencing OSINT findings with closed law enforcement databases.

Mapping networks of accomplices using open data.

Building timelines of criminal activity from online traces.

1.2.6 RELEVANT INDICATORS / MODULES

Indicators: Criminal service ads, illicit goods sales patterns, fraud schemes, correlation between 
online  event  promotion  and  physical  crimes,  full  metadata  extraction,  identity  patterns, 
indicators of collaboration with hostile entities.
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1.2.7 EXAMPLE USE CASES

1.2.8 PRIMARY USE CASE - LINKING OSINT TO PHYSICAL CRIME

Inspector Kairys receives flagged content from internet patrols about illicit arms sales on social 
media. He uses the indicators to confirm known sales patterns, correlates usernames to known 
criminal groups, and prepares an evidence package for prosecution.

1.2.9 SECONDARY USE CASE - CROSS-CRIME NETWORK ANALYSIS

A fraud suspect’s profile also shows indicators of extremist group connections. The dataset 
helps map relationships, revealing criminal motivations.

1.3 PERSONA 3 - CRIMINAL INTELLIGENCE ANALYST

1.3.1 ROLE DEFINITION

An analyst who focuses on the collection, evaluation, and interpretation of criminal-related 
OSINT to support operational and strategic decisions.

1.3.2 PERSONA PROFILE

Name (Archetype): Analyst Darius Petrauskas

Background: 7 years in police intelligence, with strong analytical training and data visualisation 
expertise.

Skills: Link analysis, crime trend forecasting, integration of OSINT with HUMINT/SIGINT.

1.3.3 GOALS:

Primary: Identify emerging criminal trends and priority targets.

Secondary: Provide actionable intelligence to investigative teams.

Constraints:  Limited  authority  to  act  operationally;  provides  intelligence,  not  direct 
enforcement.

1.3.4 WORKING CONTEXT

Based in a criminal intelligence division, working on both short-term tactical reports and long-
term strategic assessments.

1.3.5 TYPICAL OSINT TASKS

Thematic monitoring of crime categories.

Network mapping of organised crime groups.

Trend analysis for fraud, drug trafficking, cyber scams.

1.3.6 RELEVANT INDICATORS / MODULES

Indicators: Criminal ecosystem mapping, smuggling patterns, digital fraud markers.

Radicalization (Topic): Criminal narrative spread in online communities.

Conspiracies: Criminal exploitation of conspiracy networks.

5th Column: Criminal cooperation with politically motivated actors.
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1.3.7 EXAMPLE USE CASES

1.3.8 PRIMARY USE CASE - EMERGING CRIME DETECTION

Analyst Petrauskas identifies a surge in cryptocurrency scam ads across multiple platforms 
using the “Indicators” and “Topic” modules.

1.3.9 SECONDARY USE CASE - ORGANISED CRIME-POLITICAL NEXUS

Through cross-analysis of “5th Column” and “Criminal Ecosystem” indicators, detects overlaps 
between a smuggling network and extremist propaganda channels.

1.4 PERSONA 4 - POLICE IMMUNITY SERVICE ANALYST

1.4.1 ROLE DEFINITION

Responsible for identifying corruption, misconduct, and internal threats within the police force. 
Second role is police staff protection and threats analysis in perspective of external threats 
online

1.4.2 PERSONA PROFILE

Name (Archetype): Analyst Rūta Valinskaitė

Background: 10 years in law enforcement,  4 in internal  affairs.  Skilled in discreet  digital 
investigations into police personnel behaviour.

Skills: Covert OSINT searches, behavioural pattern analysis, forensic audits of social media 
activity.

1.4.3 GOALS:

Primary: Detect internal security breaches, corruption, or unethical behaviour among officers.

Secondary: Prevent insider threats before they cause operational harm.

Constraints:  Operates  under  high  confidentiality;  investigations  must  not  compromise 
ongoing operations.

1.4.4 WORKING CONTEX

Part of the internal affairs division, reporting to the police commissioner and oversight bodies.

1.4.5 TYPICAL OSINT TASKS

Monitoring public online activity of officers.

Identifying unauthorised information leaks.

Investigating potential collusion with criminal groups.

1.4.6 RELEVANT INDICATORS / MODULES

Indicators: Insider threat patterns, unauthorised data exposure.

Radicalization (Person/User): Signs of extremist sympathies or radicalisation among staff.

5th Column: Potential collaboration with hostile foreign actors.
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1.4.7 EXAMPLE USE CASES

1.4.8 PRIMARY USE CASE - INSIDER THREAT DETECTION

Analyst Valinskaitė uses the “Indicators” module to find a police analyst posting sensitive 
operational details in a closed Facebook group.

1.4.9 SECONDARY USE CASE - IDEOLOGICAL COMPROMISE

Cross-check of officer’s public interactions with “5th Column” indicators reveals repeated 
engagement with hostile propaganda sources.

1.5 PERSONA 5 - POLICE STRATEGIC COMMUNICATIONS (STRATCOM) ANALYST

1.5.1 ROLE DEFINITION

Manages public messaging, counters harmful narratives, and protects the police’s reputation in 
the information space.

1.5.2 PERSONA PROFILE

Name (Archetype): Communication Analyst Tomas Šimkus

Background: 6 years in public relations, 3 in law enforcement StratCom. Skilled in crisis 
communication, social media campaigns, and narrative analysis.

Skills: Narrative deconstruction, sentiment analysis, public opinion monitoring.

1.5.3 GOALS:

Primary: Protect public trust in the police.

Secondary: Counter hostile narratives targeting law enforcement.

Constraints: Must align all messaging with official policy; cannot release classified operational 
details.

1.5.4 WORKING CONTEX

Part of police communications department, coordinates with criminal intelligence and internet 
patrol units.

1.5.5 TYPICAL OSINT TASKS

Monitoring online sentiment towards police.

Identifying disinformation narratives targeting law enforcement.

Coordinating counter-narrative campaigns.

1.5.6 RELEVANT INDICATORS / MODULES

Indicators: Narrative framing patterns.

Conspiracies: Disinformation themes targeting police legitimacy.

Radicalization (Narrative): Extremist rhetoric directed at law enforcement.

1.5.7 EXAMPLE USE CASES
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1.5.8 PRIMARY USE CASE - NARRATIVE MONITORING

Analyst  Šimkus uses “Narrative” indicators to detect  a  spike in false claims about police 
misconduct.

1.5.9 SECONDARY USE CASE - COUNTER-CAMPAIGN PLANNING

Integrates OSINT data into a targeted social media campaign correcting misinformation.

1.6 PERSONA 6 - MILITARY INTELLIGENCE ANALYST

1.6.1 ROLE DEFINITION

A defence specialist tasked with collecting and analysing open-source information on foreign 
military capabilities, deployments, and operational intentions.

1.6.2 PERSONA PROFILE

Name (Archetype): Major Mantas Jankauskas

Background: 15 years in armed forces, 8 in military intelligence. Strong in OSINT/SIGINT 
integration, foreign language skills, and geopolitical analysis.

Skills: Cross-platform intelligence fusion, order of battle analysis, satellite image interpretation.

1.6.3 GOALS:

Primary: Identify threats and opportunities in the military operational environment through 
OSINT.

Secondary: Support decision-making with strategic and tactical situational awareness.

Constraints: Operates within classified context; some findings must be sanitised before sharing 
with partners.

1.6.4 WORKING CONTEXT

Assigned  to  a  defence  intelligence  centre,  working  closely  with  cyber  units,  HUMINT 
operators, and strategic planners.

1.6.5 TYPICAL OSINT TASKS

Monitoring adversary troop movements via social media.

Identifying military equipment in posted images/videos.

Tracking foreign military propaganda narratives.

1.6.6 RELEVANT INDICATORS / MODULES

Indicators: Military movement cues, equipment identification patterns.

Radicalization (Topic): Militarised propaganda themes.

5th Column: Local collaborators supporting foreign military aims.

Conspiracies: Weaponised narratives affecting defence policy.

1.6.7 EXAMPLE USE CASES



Analytical Persona Definition

Dissemination level: PUBLIC 11

1.6.8 PRIMARY USE CASE - FORCE POSTURE MONITORING

Major Jankauskas uses OSINT to detect newly deployed missile systems based on social media 
images from locals.

1.6.9 SECONDARY USE CASE - NARRATIVE THREAT ASSESSMENT

Analyses hostile-state media posts using “Topic” and “Conspiracies” modules to identify shifts 
in strategic messaging.

1.7 PERSONA 7 - MILITARY COUNTER-INTELLIGENCE ANALYST

1.7.1 ROLE DEFINITION

Focuses on preventing espionage, sabotage, and infiltration of military structures via open-
source intelligence.

1.7.2 PERSONA PROFILE

Name (Archetype): Captain Simona Žalaitė

Background: 12 years in the army, 5 in counter-intelligence. Specialised in identifying hostile 
recruitment and subversion attempts.

Skills: Insider threat detection, anomaly analysis, adversary network mapping.

1.7.3 GOALS:

Primary: Prevent compromise of military operations and personnel.

Secondary: Detect and disrupt hostile influence campaigns targeting the armed forces.

Constraints: Must coordinate with national intelligence and security services; operates under 
strict security protocols.

1.7.4 WORKING CONTEXT

Based in a military counter-intelligence division, with access to both classified and open-source 
feeds.

1.7.5 TYPICAL OSINT TASKS

Monitoring military personnel public online behaviour.

Identifying hostile contact attempts via social media.

Analysing suspicious public recruitment calls.

1.7.6 RELEVANT INDICATORS / MODULES

Indicators: Insider threat patterns.

Radicalization (Person/User): Monitoring ideological shifts among service members.

5th Column: Detection of embedded foreign operatives.

Conspiracies: Subversive narratives aimed at military morale.

1.7.7 EXAMPLE USE CASES
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1.7.8 PRIMARY USE CASE - INSIDER THREAT NEUTRALISATION

Capt.  Žalaitė  uses  the  “Person/User”  module  to  detect  abnormal  communication  patterns 
between a soldier and known foreign operatives.

1.7.9 SECONDARY USE CASE - SUBVERSION MONITORING

Tracks narratives on fringe platforms encouraging desertion or sabotage.

1.8 PERSONA 8 - MILITARY STRATEGIC COMMUNICATIONS (STRATCOM) ANALYST

1.8.1 ROLE DEFINITION

Monitors, protects and shapes the armed forces’ narrative environment in area of responsibility 
(can be both domestic and foreign information spaces).

NB! Should be cross-checked with NATO job descriptions

1.8.2 PERSONA PROFILE

Name (Archetype): Mjr. Vytautas Rimkus

Background:  20  years  in  defence,  10  in  public  affairs  and StratCom.  Skilled  in  counter-
propaganda and public perception management.

Skills: Narrative framing, campaign design, hostile media monitoring.

Sometimes officers have limited specialist experience

1.8.3 GOALS:

Primary: Maintain domestic information support for military operations.

Secondary: Prevent and counter foreign disinformation targeting defence activities.

Working Frame/Constraints: Bound by official messaging policy; must coordinate with MoD 
and external affairs StratCom.

1.8.4 WORKING CONTEXT

Works in the MoD’s public affairs and StratCom division.

1.8.5 TYPICAL INFORMATION ENVIRONMENT ASSESSMENT TASKS

Monitoring of information environment.

Detecting hostile military-related narratives and information operations.

Assessing effects (public sentiments and activities) towards defence activities.

Advise on counter-narrative campaigns.

1.8.6 RELEVANT INDICATORS / MODULES

Radicalization (Narrative): Identification of militarised extremist rhetoric.

Conspiracies: Tracking weaponised conspiracy theories targeting the army.

Indicators: Narrative amplification methods.

1.8.7 EXAMPLE USE CASES
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1.8.8 PRIMARY USE CASE (MAIN TASK) - STRATEGIC NARRATIVE MONITORING

Mjr.  Rimkus  uses  the  “Analysis  Co-pilot”  module  to  identify  a  coordinated  campaign 
portraying NATO deployments as occupation forces.

Secondary  Use  Case  (purpose)  -  deny  and  minimize  foreign  affects  (Counter-Messaging 
Deployment)

Advises on a fact-based campaign to counter false claims about military spending.

1.9 PERSONA 9 - MILITARY PSYCHOLOGICAL OPERATIONS (PSYOPS) SPECIALIST

1.9.1 ROLE DEFINITION

Designs and conducts psychological operations aimed at influencing adversary perceptions and 
behaviour, supported by OSINT-derived insights.

1.9.2 PERSONA PROFILE

Name (Archetype): Sgt. Eglė Žukauskaitė

Background: 8 years in armed forces, 4 in PsyOps. Experienced in cognitive target profiling 
and message testing.

Skills: Audience segmentation, behavioural influence modelling, narrative injection.

1.9.3 GOALS:

Primary: Shape adversary decision-making in favour of own objectives.

Secondary: Measure and adapt influence campaigns in real-time.

Constraints: Operations must comply with laws of armed conflict and national regulations.

1.9.4 WORKING CONTEXT

Part of a specialised PsyOps unit within military operations command.

1.9.5 TYPICAL OSINT TASKS

Identifying target audience vulnerabilities.

Analysing adversary reaction to information campaigns.

Tracking cultural and psychological cues in social media.

1.9.6 RELEVANT INDICATORS / MODULES

Radicalization (Topic): Identifying narratives exploitable for influence.

Indicators: Audience susceptibility markers.

Conspiracies: Themes to exploit or counter.

Events: Opportunities for influence based on public gatherings.

1.9.7 EXAMPLE USE CASES

1.9.8 PRIMARY USE CASE - AUDIENCE VULNERABILITY MAPPING

Sgt. Žukauskaitė uses “Topic” and “Indicators” modules to profile audiences in a conflict zone 
for tailored messaging.
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1.9.9 SECONDARY USE CASE - REACTION TRACKING

Monitors hostile forums to assess the psychological effect of a recent leaflet drop.

1.10 PERSONA 10 - MILITARY INFORMATION OPERATIONS (INFOOPS) ANALYST

1.10.1 ROLE DEFINITION

Coordinates  and  integrates  multiple  information-related  capabilities,  including  PsyOps, 
StratCom, and cyber activities, using OSINT to drive operational decisions.

1.10.2 PERSONA PROFILE

Name (Archetype): Capt. Karolis Petrauskas

Background:  14  years  in  armed  forces,  with  joint  experience  in  cyber  operations  and 
information warfare.

Skills:  Multi-domain  information  environment  assessment,  integration  of  OSINT  with 
classified sources.

1.10.3 GOALS:

Primary: Ensure information superiority in the operational theatre.

Secondary: Disrupt adversary command and control in the information domain.

Constraints: Operations must be coordinated with national and allied doctrines.

1.10.4 WORKING CONTEXT

Based in the joint operations command, working across information warfare cells.

1.10.5 TYPICAL OSINT TASKS

Mapping the information environment before operations.

Identifying adversary vulnerabilities in messaging and cyber presence.

Coordinating with cyber units for technical disruption.

1.10.6 RELEVANT INDICATORS / MODULES

Indicators: Information space mapping.

Radicalization (Topic): Adversary narrative monitoring.

5th Column: Identifying local assets aiding adversary information ops.

Conspiracies: Narrative vulnerabilities.

1.10.7 EXAMPLE USE CASES

1.10.8 PRIMARY USE CASE - PRE-OPERATION INFORMATION ENVIRONMENT ANALYSIS

Capt. Petrauskas uses OSINT mapping tools to assess social media discourse in an operational 
area.

1.10.9 SECONDARY USE CASE - ADVERSARY NARRATIVE DISRUPTION

Identifies key influencers in hostile narrative networks for targeting with counter-messaging.
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1.11 PERSONA 11 - NATIONAL INTELLIGENCE ANALYST

1.11.1 ROLE DEFINITION

A strategic intelligence professional focused on gathering and assessing information relevant 
to national security from open sources, often for high-level policy and operational decision-
making.

1.11.2 PERSONA PROFILE

Name (Archetype): Senior Analyst Algirdas Šimaitis

Background: 18 years in intelligence, 6 in OSINT integration. Experienced in geopolitical risk 
assessment, regional analysis, and multi-source intelligence fusion.

Skills:  Foreign  language  proficiency,  strategic  analysis,  early-warning  methodology,  link 
analysis.

1.11.3 GOALS:

Primary: Provide policymakers with accurate and timely strategic intelligence derived from 
OSINT.

Secondary: Anticipate and prevent security crises by identifying weak signals.

Constraints: Operates under national security law; must protect sources and methods; findings 
are often classified.

1.11.4 WORKING CONTEXT

Based in the national intelligence headquarters, working alongside SIGINT, HUMINT, and 
cyber intelligence teams.

1.11.5 TYPICAL OSINT TASKS

Monitoring political, military, and economic developments in target countries.

Identifying early indicators of conflict or instability.

Tracking hostile intelligence operations via open channels.

1.11.6 RELEVANT INDICATORS / MODULES

Indicators: Geopolitical risk markers, military movements, economic disruptions.

Radicalization (Topic): Ideological escalation in target regions.

5th Column: Identification of domestic enablers for foreign adversaries.

Conspiracies: Narrative alignment with foreign influence operations.

1.11.7 EXAMPLE USE CASES

1.11.8 PRIMARY USE CASE - STRATEGIC EARLY WARNING

Senior Analyst Šimaitis uses OSINT to detect abnormal troop logistics in a neighbouring state, 
flagged by “Indicators” modules.

1.11.9 SECONDARY USE CASE - FOREIGN INFLUENCE TRACKING
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Detects a coordinated media push aligned with a hostile state’s policy goals and shares findings 
with external action services.

1.12 PERSONA 12 - NATIONAL COUNTER-INTELLIGENCE ANALYST

1.12.1 ROLE DEFINITION

Protects the nation from espionage, sabotage, and subversion by detecting and neutralising 
hostile intelligence activities using open-source leads.

1.12.2 PERSONA PROFILE

Name (Archetype): Analyst Jurgita Paulauskienė

Background: 14 years in counter-intelligence, experienced in network penetration detection, 
adversary tactics profiling, and insider threat identification.

Skills:  Social  network  analysis,  adversary  recruitment  monitoring,  operational  security 
assessment.

1.12.3 GOALS:

Primary: Prevent compromise of national security assets.

Secondary: Detect and neutralise hostile recruitment and influence campaigns.

Constraints: Operates within strict secrecy; must coordinate with military and law enforcement 
counter-intelligence.

1.12.4 WORKING CONTEXT

Located in the counter-intelligence service HQ, working in both digital and field environments.

1.12.5 TYPICAL OSINT TASKS

Tracking adversary recruitment attempts on public platforms.

Identifying signals of espionage networks.

Detecting disinformation designed to destabilise institutions.

1.12.6 RELEVANT INDICATORS / MODULES

Indicators: Espionage modus operandi patterns.

Radicalization (Person/User): Insider radicalisation cues.

5th Column: Domestic collaboration mapping.

Conspiracies: Subversion narratives targeting public trust.

1.12.7 EXAMPLE USE CASES

1.12.8 PRIMARY USE CASE - RECRUITMENT PREVENTION

AnalystPaulauskienė detects a social media account targeting defence contractors with job 
offers matching hostile recruitment profiles.

1.12.9 SECONDARY USE CASE - DISINFORMATION-INTELLIGENCE LINKAGE
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Connects a disinformation campaign to known hostile intelligence cut-outs.

1.13 PERSONA 13 - NATIONAL SECURITY SERVICE ANALYST

1.13.1 ROLE DEFINITION

A broad security operator tasked with protecting critical national interests, infrastructure, and 
stability, leveraging OSINT for both preventive and reactive measures.

1.13.2 PERSONA PROFILE

Name (Archetype): Inspector Dovydas Žiogas

Background: 11 years in security service, experienced in crisis management, public safety 
protection, and infrastructure threat analysis.

Skills: Incident correlation, threat landscape monitoring, stakeholder coordination.

1.13.3 GOALS:

Primary: Prevent and respond to threats against national security.

Secondary: Maintain operational readiness through constant monitoring.

Constraints: Must operate within defined jurisdiction and coordinate with other agencies.

1.13.4 WORKING CONTEXT

Part of a national-level integrated threat monitoring centre.

1.13.5 TYPICAL OSINT TASKS

Monitoring online threats to critical infrastructure.

Identifying emerging extremist or criminal threats.

Coordinating with law enforcement and intelligence agencies.

1.13.6 RELEVANT INDICATORS / MODULES

Indicators: Critical infrastructure threat markers.

Radicalization (Post): Extremist mobilisation calls.

5th Column: Infrastructure sabotage planning.

Events: Protests or gatherings with potential escalation risks.

1.13.7 EXAMPLE USE CASES

1.13.8 PRIMARY USE CASE - INFRASTRUCTURE THREAT DETECTION

Inspector Žiogas uses “Indicators” to spot online chatter about targeting a national power grid.

1.13.9 SECONDARY USE CASE - PROTEST ESCALATION MONITORING

Tracks online coordination of a rally with identified extremist participation.

1.14 PERSONA 14 - MINISTRY OF DEFENCE STRATEGIC COMMUNICATIONS ANALYST
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1.14.1 ROLE DEFINITION

Handles the public narrative for defence policies and military operations, using OSINT to guide 
messaging and detect adversary influence.

1.14.2 PERSONA PROFILE

Name (Archetype): Communications specialist Rasa Juškaitė

Background: 16 years in communications, 7 in defence StratCom. Skilled in international media 
engagement, counter-narrative design, and allied coordination.

Skills: Narrative threat assessment, media ecosystem analysis, coordinated messaging.

1.14.3 GOALS:

Primary: Maintain public and allied support for defence actions.

Secondary: Neutralise hostile propaganda.

Constraints: Must comply with national defence messaging policy and security restrictions.

1.14.4 WORKING CONTEXT

Part  of  MoD’s communications  directorate,  working with  military  StratCom and external 
affairs.

1.14.5 TYPICAL OSINT TASKS

Monitoring defence-related narratives in domestic and foreign media.

Detecting and responding to hostile information campaigns.

Supporting crisis communication.

1.14.6 RELEVANT INDICATORS / MODULES

Radicalization (Narrative): Hostile rhetoric targeting defence policies.

Conspiracies: Weaponised conspiracy narratives.

Indicators: Media influence mapping.

1.14.7 EXAMPLE USE CASES

1.14.8 PRIMARY USE CASE - NARRATIVE DEFENCE

Specialist Juškaitė uses “Narrative” module to identify coordinated false claims about military 
spending.

1.14.9 SECONDARY USE CASE - ALLIED MESSAGING ALIGNMENT

Coordinates with allied StratCom units to counter unified hostile narratives.

1.15 PERSONA 15 - HYBRID THREATS ANALYSIS SERVICE ANALYST

1.15.1 ROLE DEFINITION

Specialises in detecting, analysing, and reporting hybrid threat activities that combine military, 
political, economic, and information elements.
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1.15.2 PERSONA PROFILE

Name (Archetype): Analyst Mindaugas Petrauskas

Background: 9 years in intelligence analysis, 5 in hybrid threat research. Expert in multi-domain 
data correlation and early warning systems.

Skills: Hybrid threat taxonomy, adversary capability mapping, indicator fusion.

1.15.3 GOALS:

Primary: Provide early warning of hybrid threat activities.

Secondary: Support interagency response coordination.

Constraints: Must share findings across agencies without breaching classification.

1.15.4 WORKING CONTEXT

Operates in a specialised hybrid threats analysis centre, linked to defence, intelligence, and 
crisis management bodies.

1.15.5 TYPICAL OSINT TASKS

Identifying coordinated hostile activities across domains.

Correlating online and offline indicators.

Tracking multi-vector campaigns.

1.15.6 RELEVANT INDICATORS / MODULES

Indicators: Hybrid threat activity patterns.

5th Column: Coordination between domestic and foreign hostile actors.

Conspiracies: Narrative components of hybrid campaigns.

Events: Staged incidents for influence purposes.

1.15.7 EXAMPLE USE CASES

1.15.8 PRIMARY USE CASE - MULTI-DOMAIN INCIDENT DETECTION

Analyst Petrauskas correlates a cyberattack on a bank with simultaneous disinformation about 
its collapse.

1.15.9 SECONDARY USE CASE - THREAT ESCALATION MAPPING

Uses “5th Column” and “Events” modules to track how local actors amplify foreign political 
narratives.

1.16 PERSONA 16 - NATIONAL TOTAL DEFENCE UNIT ANALYST

1.16.1 ROLE DEFINITION

A cross-sector defence operator coordinating military, civil,  and societal resilience efforts, 
using OSINT to anticipate and counter multi-domain threats.

1.16.2 PERSONA PROFILE
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Name (Archetype): Colonel Gediminas Vaišvila

Background: 22 years in armed forces, 6 in interagency defence planning. Experienced in 
resilience doctrine, civilian-military coordination, and national mobilisation.

Skills: Strategic foresight, whole-of-society defence integration, hybrid threat assessment.

1.16.3 GOALS:

Primary: Strengthen national resilience through situational awareness of threats.

Secondary:  Ensure  coordinated  action  between  military,  civil  defence,  and  private  sector 
stakeholders.

Constraints: Dependent on interagency information sharing; operates under strategic policy 
mandates.

1.16.4 WORKING CONTEXT

Stationed in a national defence coordination centre,  linking military command, ministries, 
municipalities, and NGOs.

1.16.5 TYPICAL OSINT TASKS

Monitoring cross-domain threat indicators.

Identifying vulnerabilities in public morale and infrastructure.

Supporting mobilisation and readiness planning.

1.16.6 RELEVANT INDICATORS / MODULES

Indicators: Cross-sector threat patterns.

5th Column: Civilian collaborators with hostile actors.

Radicalization (Topic): Mobilisation-related propaganda.

Conspiracies: Narratives undermining resilience.

1.16.7 EXAMPLE USE CASES

1.16.8 PRIMARY USE CASE - NATIONAL MOBILISATION READINESS CHECK

Col.  Vaišvila  uses  “Topic”  and  “Indicators”  to  detect  narratives  discouraging  reserve 
mobilisation.

1.16.9 SECONDARY USE CASE - CIVIL DEFENCE VULNERABILITY ASSESSMENT

Identifies regions targeted by online campaigns aimed at undermining emergency response 
trust.

1.17 PERSONA 17 - NATIONAL CRISIS MANAGEMENT CENTER ANALYST

1.17.1 ROLE DEFINITION

Monitors, assesses, and coordinates responses to crises, integrating OSINT to ensure situational 
awareness and decision support.

1.17.2 PERSONA PROFILE
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Name (Archetype): Analyst Aistė Kazlauskaitė

Background: 10 years in emergency management, 4 in information space monitoring. Skilled 
in rapid information validation, crisis mapping, and multi-agency coordination.

Skills: Real-time event tracking, misinformation correction, escalation forecasting.

1.17.3 GOALS:

Primary: Provide actionable intelligence during crises.

Secondary: Support coordinated response across sectors.

Constraints: Operates under time pressure; limited ability to act directly—focus on information 
provision.

1.17.4 WORKING CONTEXT

Works in  a  24/7  crisis  management  hub with links  to  police,  fire,  medical,  defence,  and 
municipal authorities.

1.17.5 TYPICAL OSINT TASKS

Tracking crisis-related chatter online.

Filtering misinformation from verified updates.

Identifying emerging secondary risks.

1.17.6 RELEVANT INDICATORS / MODULES

Indicators: Crisis escalation markers.

Events: Mass gathering risk assessment.

Conspiracies: Misinformation hindering response.

Radicalization (Post): Calls to exploit crisis situations.

1.17.7 EXAMPLE USE CASES

1.17.8 PRIMARY USE CASE - CRISIS MISINFORMATION CONTROL

Analyst Kazlauskaitė uses “Events” and “Conspiracies” modules to detect false reports during 
a chemical spill incident.

1.17.9 SECONDARY USE CASE - RISK ESCALATION FORECASTING

Identifies online coordination of protest activity targeting emergency response efforts.

1.18 PERSONA 18 - EXTERNAL ACTION SERVICES ANALYSIS UNIT ANALYST

1.18.1 ROLE DEFINITION

Conducts  OSINT-based analysis  to  support  foreign  policy,  international  negotiations,  and 
diplomatic missions.

1.18.2 PERSONA PROFILE

Name (Archetype): Diplomatic Analyst Laurynas Petrauskas
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Background: 15 years in foreign service, 5 in geopolitical OSINT. Fluent in multiple languages, 
experienced in international political-military affairs.

Skills: Foreign media monitoring, cross-cultural analysis, foreign policy impact assessment.

1.18.3 GOALS:

Primary:  Provide  foreign  policy  decision-makers  with  timely  and  accurate  situational 
awareness.

Secondary: Detect and respond to disinformation targeting national interests abroad.

Constraints: Must adhere to diplomatic protocols; findings may be politically sensitive.

1.18.4 WORKING CONTEXT

Based at the Ministry of Foreign Affairs, in close coordination with embassies and international 
organisations.

1.18.5 TYPICAL OSINT TASKS

Monitoring foreign narratives about national policy.

Identifying influence operations in host countries.

Supporting international crisis diplomacy.

1.18.6 RELEVANT INDICATORS / MODULES

Indicators: Diplomatic narrative trends.

Conspiracies: Disinformation targeting bilateral/multilateral relations.

Radicalization (Narrative): Extremist rhetoric in foreign discourse.

Events: Political gatherings with foreign policy implications.

1.18.7 EXAMPLE USE CASES

1.18.8 PRIMARY USE CASE - DIPLOMATIC NARRATIVE TRACKING

Analyst Petrauskas uses “Narrative” module to track a hostile state’s diplomatic disinformation 
in EU forums.

1.18.9 SECONDARY USE CASE - HOST COUNTRY INFLUENCE MONITORING

Detects local influencers in a partner state repeating adversary talking points.

1.19 PERSONA 19 - MINISTRY OF FOREIGN AFFAIRS STRATEGIC COMMUNICATIONS ANALYST

1.19.1 ROLE DEFINITION

Designs and implements foreign policy messaging, counters adversary disinformation, and 
manages the country’s international reputation.

1.19.2 PERSONA PROFILE

Name (Archetype): Communications Analyst Vaiva Stankevičienė
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Background: 12 years in international communications, 4 in MFA StratCom. Skilled in cross-
cultural messaging, narrative alignment, and crisis diplomacy.

Skills: Media ecosystem analysis, message framing, multi-language campaigns.

1.19.3 GOALS:

Primary: Promote and defend national foreign policy positions.

Secondary: Neutralise foreign-origin disinformation.

Constraints:  Bound by government  foreign policy positions;  must  align with international 
diplomatic norms.

1.19.4 WORKING CONTEXT

Operates  within  MFA’s  public  diplomacy  department,  coordinating  with  external  action 
analysis units.

1.19.5 TYPICAL OSINT TASKS

Monitoring international public opinion about the country.

Identifying disinformation about foreign policy.

Coordinating international counter-messaging campaigns.

1.19.6 RELEVANT INDICATORS / MODULES

Radicalization (Narrative): Hostile foreign rhetoric themes.

Conspiracies: International narrative manipulation.

Indicators: Foreign media influence mapping.

1.19.7 EXAMPLE USE CASES

1.19.8 PRIMARY USE CASE - FOREIGN POLICY NARRATIVE DEFENCE

Analyst  Stankevičienė  uses  “Narrative”  module  to  detect  a  coordinated  campaign 
misrepresenting a peacekeeping mission.

1.19.9 SECONDARY USE CASE - STRATEGIC COUNTER-MESSAGING

Launches a targeted media campaign in multiple languages to correct false narratives.

1.20 PERSONA 20 - MINISTRY OF INTERIOR STRATEGIC COMMUNICATIONS ANALYST

1.20.1 ROLE DEFINITION

Handles public communications for domestic security, law enforcement, and civil protection, 
with an OSINT-informed narrative strategy.

1.20.2 PERSONA PROFILE

Name (Archetype): Senior Specialist Eimantas Pocius

Background:  9  years  in  public  affairs,  3  in  MoI  StratCom.  Experienced  in  crisis 
communications, disinformation monitoring, and interagency coordination.
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Skills: Narrative threat detection, public trust protection, campaign design.

1.20.3 GOALS:

Primary: Maintain public confidence in internal security institutions.

Secondary: Counter harmful narratives undermining domestic safety.

Constraints: Messaging must be accurate and aligned with security policy.

1.20.4 WORKING CONTEXT

Part of MoI’s communications division, linked with police, crisis management centres, and 
public safety agencies.

1.20.5 TYPICAL OSINT TASKS

Detecting domestic security disinformation.

Monitoring public sentiment during incidents.

Supporting targeted information campaigns.

1.20.6 RELEVANT INDICATORS / MODULES

Indicators: Security narrative mapping.

Conspiracies: Domestic destabilisation narratives.

Radicalization (Narrative): Anti-police rhetoric escalation.

1.20.7 EXAMPLE USE CASES

1.20.8 PRIMARY USE CASE - PUBLIC TRUST PROTECTION

Pocius  uses  “Narrative”  and  “Conspiracies”  modules  to  identify  false  claims  about  law 
enforcement abuses.

1.20.9 SECONDARY USE CASE - INCIDENT RESPONSE MESSAGING

Coordinates with police StratCom to quickly debunk viral misinformation after a terror alert.

1.21 PERSONA 21 - MINISTRY OF INTERIOR CRISIS MANAGEMENT COORDINATION CENTER 
ANALYST

1.21.1 ROLE DEFINITION

Coordinates  information  and  operational  responses  to  domestic  emergencies,  integrating 
OSINT to ensure interagency alignment and timely decision-making.

1.21.2 PERSONA PROFILE

Name (Archetype): Analyst Jūratė Laurinavičienė

Background:  12  years  in  emergency  management,  5  in  interagency  crisis  coordination. 
Specialised in real-time data fusion and risk communication.

Skills: Incident mapping, multi-channel monitoring, rapid verification of open-source reports.

1.21.3 GOALS:
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Primary: Provide a unified situational picture during crises.

Secondary: Ensure that emergency messaging is based on verified, timely information.

Constraints: Dependent on multiple agencies for validation; high time pressure during major 
incidents.

1.21.4 WORKING CONTEXT

Operates within MoI’s crisis  centre,  linked to police,  fire,  health,  defence,  and municipal 
emergency services.

1.21.5 TYPICAL OSINT TASKS

Real-time scanning for crisis-related public reports.

Filtering unverified claims from actionable intelligence.

Identifying secondary threats emerging from online coordination.

1.21.6 RELEVANT INDICATORS / MODULES

Indicators: Crisis escalation signals.

Events: Unplanned gatherings or protests during emergencies.

Conspiracies: Disinformation obstructing crisis response.

Radicalization (Post): Calls to exploit an ongoing crisis.

1.21.7 EXAMPLE USE CASES

1.21.8 PRIMARY USE CASE - COORDINATED CRISIS PICTURE

Jūratė uses “Events” and “Indicators” modules to map flooding reports and identify areas at 
risk from secondary hazards.

1.21.9 SECONDARY USE CASE - DISRUPTION PREVENTION

Flags online chatter encouraging obstruction of emergency crews during a wildfire response.

1.22 PERSONA 22 - NATIONAL CYBERSECURITY CENTER ANALYST

1.22.1 ROLE DEFINITION

Monitors and analyses cyber threats to national infrastructure, integrating OSINT into technical 
threat intelligence.

1.22.2 PERSONA PROFILE

Name (Archetype): Cyber Analyst Arnas Valiukevičius

Background: 9 years in cybersecurity, 4 in national-level incident response. Certified in threat 
intelligence and malware analysis.

Skills: Cyber threat hunting, breach attribution, dark web monitoring.

1.22.3 GOALS:

Primary: Detect, analyse, and mitigate cyberattacks against national systems.
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Secondary: Identify threat actors’ infrastructure and information operations.

Constraints: Legal limits on active countermeasures; must coordinate with CERTs and sector-
specific security teams.

1.22.4 WORKING CONTEXT

Based  in  the  national  cyber  operations  centre,  connected  to  military  cyber  defence,  law 
enforcement, and private sector CERTs.

1.22.5 TYPICAL OSINT TASKS

Dark web monitoring for stolen data.

Identifying phishing campaigns targeting public institutions.

Tracking infrastructure linked to hostile state cyber units.

1.22.6 RELEVANT INDICATORS / MODULES

Indicators: Cyberattack TTPs (tactics, techniques, procedures).

5th Column: Domestic facilitators for foreign cyberattacks.

Conspiracies: Information operations linked to cyber incidents.

Radicalization (Topic): Extremist actors engaging in cyber disruption.

1.22.7 EXAMPLE USE CASES

1.22.8 PRIMARY USE CASE - CYBER THREAT ATTRIBUTION

Arnas uses “Indicators” to link a spear-phishing campaign against government employees to a 
known hostile-state group.

1.22.9 SECONDARY USE CASE - CYBER-INFORMATION NEXUS

Correlates a ransomware attack with concurrent disinformation about government data leaks.

1.23 PERSONA 23 - PUBLIC SECURITY SERVICE ANALYST

1.23.1 ROLE DEFINITION

Responsible for maintaining public safety at high-risk events and protecting key facilities, 
informed by OSINT monitoring.

1.23.2 PERSONA PROFILE

Name (Archetype): Analyst Tomas Šerelis

Background: 14 years in public security, 5 in event security intelligence. Skilled in protest risk 
assessment and crowd behaviour monitoring.

Skills: Geospatial intelligence, incident anticipation, tactical deployment planning.

1.23.3 GOALS:

Primary: Prevent violence or disruption at public events.

Secondary: Safeguard facilities against targeted attacks.
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Constraints: Must act within event management laws and public order regulations.

1.23.4 WORKING CONTEXT

Operates in coordination with police, municipal security, and crisis centres.

1.23.5 TYPICAL OSINT TASKS

Monitoring protest and rally organisation online.

Identifying potential agitators or extremist involvement.

Mapping high-risk locations in real time.

1.23.6 RELEVANT INDICATORS / MODULES

Events: Pre-event risk indicators.

Radicalization (Post): Violent intent expressions.

Indicators: Facility threat patterns.

5th Column: Coordination between local agitators and foreign interests.

1.23.7 EXAMPLE USE CASES

1.23.8 PRIMARY USE CASE - PROTEST RISK MITIGATION

Tomas uses “Events” module to detect planned provocations during a political rally.

1.23.9 SECONDARY USE CASE - FACILITY PROTECTION

Identifies online threats against a key transport hub and increases patrol presence accordingly.

1.24 PERSONA 24 - MUNICIPALITY SECURITY CENTER ANALYST

1.24.1 ROLE DEFINITION

Provides  local-level  security  monitoring  and  risk  assessment,  integrating  OSINT  for 
community safety.

1.24.2 PERSONA PROFILE

Name (Archetype): Analyst Ričardas Dapkus

Background: 8 years in municipal emergency services, 3 in digital monitoring. Skilled in local 
incident detection, community risk mapping.

Skills: Social media scanning, citizen report verification, threat mapping.

1.24.3 GOALS:

Primary: Anticipate and mitigate threats to local safety.

Secondary: Support coordinated responses with local police and emergency services.

Constraints: Limited jurisdiction to municipal boundaries; must work with regional authorities 
for escalation.

1.24.4 WORKING CONTEXT
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Operates from a municipal security control room, often integrated with CCTV, emergency 
lines, and OSINT feeds.

1.24.5 TYPICAL OSINT TASKS

Monitoring neighbourhood social media groups.

Detecting localised crime patterns.

Coordinating with police for rapid response.

1.24.6 RELEVANT INDICATORS / MODULES

Indicators: Localised crime patterns.

Events: Unauthorised gatherings.

Radicalization (Post): Local extremist mobilisation.

Conspiracies: Local rumours that escalate tensions.

1.24.7 EXAMPLE USE CASES

1.24.8 PRIMARY USE CASE - LOCAL CRIME PREVENTION

Ričardas spots a surge of coordinated theft alerts in a neighbourhood via “Indicators” module.

1.24.9 SECONDARY USE CASE - RUMOUR CONTROL

Detects viral false claims about municipal water safety and coordinates public clarification.

1.25 PERSONA 25 - FIMI & BORDER GUARD SERVICES CYBERSPACE AND INFORMATION SPACE 
ANALYSIS ANALYST

1.25.1 ROLE DEFINITION

Monitors and analyses foreign information manipulation and interference (FIMI) campaigns, 
as well as cross-border information threats.

1.25.2 PERSONA PROFILE

Name (Archetype): Analyst Greta Valantinė

Background: 13 years in border protection, 4 in information threat analysis. Fluent in regional 
languages, skilled in propaganda detection and migration-related disinformation tracking.

Skills: Cross-border narrative analysis, migrant route monitoring, smuggling network OSINT.

1.25.3 GOALS:

Primary:  Detect  and counter  foreign-origin disinformation linked to  border  and migration 
issues.

Secondary: Identify online coordination of smuggling or illegal crossings.

Constraints: Operates under border protection mandates; must coordinate with intelligence and 
MoI.

1.25.4 WORKING CONTEXT
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Stationed at a border guard OSINT and analysis unit,  with access to regional cooperation 
platforms.

1.25.5 TYPICAL OSINT TASKS

Tracking hostile narratives about migration and border security.

Monitoring online smuggling coordination.

Identifying cross-border extremist movement.

1.25.6 RELEVANT INDICATORS / MODULES

Indicators: Smuggling communication patterns.

FIMI: Coordinated influence operations.

Radicalization (Topic): Extremist narratives linked to migration.

Conspiracies: Weaponised migration rumours.

1.25.7 EXAMPLE USE CASES

1.25.8 PRIMARY USE CASE - FIMI CAMPAIGN DETECTION

Greta uses “FIMI” module to uncover a foreign-origin campaign depicting border guards as 
aggressors against migrants.

1.25.9 SECONDARY USE CASE - SMUGGLING NETWORK DISRUPTION

Detects  a  closed-group  social  media  channel  coordinating  illegal  crossings,  enabling 
interception operations.
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CONCLUSIONS AND NEXT STEPS

This document presents a structured catalogue of analytical personas relevant to the HIPSTER 
methodology. The catalogue covers the principal operational roles encountered across public 
security, intelligence, strategic communication, regulatory, journalistic, civic, academic, and 
platform trust-and-safety  contexts.  Each  persona  is  specified  through  a  consistent  profile 
structure that supports portability across national and institutional contexts while preserving the 
role-level granularity needed for operational design.

Three principal conclusions follow from the catalogue. First, the diversity of personas confirms 
that  the  HIPSTER  methodology  must  support  a  heterogeneous  user  base  with  different 
mandates, evidence standards, time horizons, and compliance constraints; a one-size-fits-all 
analytical product is not adequate. Second, the personas reveal recurring functional needs — 
early-warning,  indicator-based  assessment,  cross-source  corroboration,  narrative  tracking, 
attribution-supporting patterning, decision-grade outputs — that suggest a shared analytical 
infrastructure can serve multiple personas through differentiated workflows rather than separate 
systems. Third, the compliance, ethics, and legal constraints documented in each persona profile 
must be embedded in the system design as differentiated workflows rather than treated as a 
single global compliance layer.

The persona catalogue connects to other HIPSTER working documents in several ways. The 
Features Analysis (Hipster 06) uses the personas to construct the personas × functionalities 
matrix, which scopes the functional capabilities that the methodology must support. The Future 
Architecture (Hipster 10) uses the personas to define user-facing functional capabilities of a 
HIPSTER-aligned  system.  The  MDMP Specialist  Functions  document  (Hipster  07)  maps 
personas to specialist functions in operational planning. The Experimental Use Case (Hipster 
11)  assumes  specific  personas  as  the  analyst-level  interlocutors  of  the  ontology-driven 
reasoning workflow.

Next steps include: (i) cross-mapping personas to the indicator families defined in Hipster 09 
(Risk Indicators) to identify which indicators are operationally salient for which personas; (ii) 
validation of persona profiles through structured interviews with operational practitioners in the 
relevant institutional contexts; (iii) refinement of compliance, ethics, and legal constraints in 
each persona profile against the most recent regulatory developments (GDPR, AI Act, DSA, 
NIS2); (iv) extension of the catalogue to cover additional emerging roles, in particular roles 
related to AI governance, platform accountability, and societal resilience monitoring.
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