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EXECUTIVE SUMMARY

This  working  document  presents  an  experimental  use  case  for  the  HIPSTER ontological 
framework, anchored in the analysis of demonization and hatred-escalation narratives in the 
Russia–Ukraine war information environment. The use case demonstrates how the HIPSTER 
ontology — an OWL-based core structure complemented by a SKOS taxonomy of capability 
domains  —  can  represent  and  reason  over  the  progression  from  negative  narratives  to 
demonization-grade hostility, distinguishing organic hateful discourse from coordinated foreign 
information manipulation and interference (FIMI) operations with identifiable tradecraft.

The experimental design proceeds through five stages: incident framing on the basis of event-
linked  windows,  multi-domain  observable  extraction  (content,  propagation  graph,  source 
typology), multilingual linguistic indicator detection, semantic ingestion of observables into the 
ontology as RDF individuals, and reasoning-grade SPARQL queries that support analyst-level 
questions about co-occurrence, attribution patterning, and longitudinal target-group hostility 
trends. The principal innovation of HIPSTER, as illustrated by this use case, is the conversion 
of qualitative analyst judgement into reproducible, ontology-grounded reasoning that retains 
transparency, auditability, and human-in-the-loop control.

The use case selects demonization and dehumanisation as the focal indicator family because it 
is  intrinsically  cross-layer  — combining  linguistic,  narrative,  behavioural,  and  ecosystem 
dimensions — and because it has been comprehensively documented in EEAS, ENISA, and 
Hybrid CoE evidence on FIMI operations. The ontological framework instantiates core OWL 
classes  (HybridThreat,  ThreatActor,  BehavioralPattern,  LinguisticIndicator,  Target, 
EventTrigger) and activates the SKOS twelve-domain taxonomy, with primary activation in the 
Dehumanization and Demonization domain and secondary activation in the Narrative and 
Storytelling, Content Structure and Framing, Community and Engagement, and Behavioural 
Patterns domains.

This document complements the upstream ontological framework defined in Hipster 10 (Future 
Architecture) and connects forward to the integrated decision-support outputs developed across 
the  HIPSTER  methodology.  It  is  intended  as  a  methodological  proof-of-concept  that 
demonstrates the operational reasoning capability of the HIPSTER ontology in a high-salience, 
well-documented use-case environment.
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INTRODUCTION

Hybrid, information, psychological, and influence threats increasingly rely on the orchestrated 
escalation of hostility toward specific target groups. This escalation is rarely a single act; it  
typically combines linguistic markers of othering and dehumanisation, narrative-level framing 
of  moral  inversion  and  existential  threat,  behavioural  patterns  of  coordination  and 
amplification, and ecosystem-level delivery through proxy outlets and inauthentic networks. 
Operational analysts consistently report difficulty in distinguishing such orchestrated escalation 
from organic hostile discourse, particularly when adversarial actors exploit salient real-world 
events to inject manipulative narratives into ongoing public conversations.

The  HIPSTER  methodology  addresses  this  analytical  gap  by  providing  an  ontological 
framework that supports structured reasoning over the multi-domain observables associated 
with influence operations. Rather than relying on monolithic classification (toxic / hate / not 
hate), the HIPSTER ontology represents indicators as semantically typed individuals linked 
through formally specified relationships, enabling analyst-level questions about co-occurrence, 
escalation,  attribution  patterning,  and  longitudinal  trends.  This  document  presents  an 
experimental use case that demonstrates the operational reasoning capability of the ontology in 
a well-documented, high-salience environment.

The use case is anchored in the Russia–Ukraine war information environment because this 
environment  has  been  the  subject  of  sustained,  evidence-based  analysis  by  the  European 
External  Action Service (EEAS) FIMI reports,  by the European Centre of Excellence for 
Countering Hybrid Threats (Hybrid CoE), by the European Union Agency for Cybersecurity 
(ENISA), and by national-level analytical services. It provides a multi-domain observable base 
sufficient to test the ontology's ability to reason over linguistic, narrative, behavioural, and 
ecosystem indicators, while remaining grounded in publicly documented operational patterns.

The remainder of the document is organised as follows. First, the use case is selected and the 
operational pattern is anchored in the available evidence base. Second, the operational question 
that the experiment must answer is articulated. Third, the use case is instantiated within the 
HIPSTER  ontology  using  both  the  OWL  core  classes  and  the  SKOS  capability-domain 
taxonomy.  Fourth,  the  measurement  model  is  defined as  a  bundle  of  structured indicator 
families. Fifth, the experimental workflow is presented as a five-step pipeline from evidence 
collection to SPARQL-based reasoning. Finally, the document concludes with the implications 
of the use case for the HIPSTER methodology and the next steps for further validation.
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A  recurring  feature  of  contemporary  hybrid  and  influence  operations  is  the  engineered 
escalation of hostility toward a target population, institution, or leadership. This escalation is 
typically not an isolated “hate speech” phenomenon; it is part of a wider FIMI behaviour pattern 
intended to  sow division,  fear  and  hatred,  undermine  democratic  support  for  policy,  and 
constrain decision-making options. This problem definition aligns with the EEAS framing of 
FIMI as intentional, strategic, coordinated manipulation that seeks to confuse and polarise 
audiences.

From an experimentation standpoint, demonization is valuable because it is cross-layer by 
nature: it  combines (a) linguistic indicators (othering, dehumanizing metaphors, existential 
threat  framing),  (b)  narrative  structure  (heroes  vs.  villains;  moral  polarisation),  (c)  actor 
tradecraft  (amplification  networks;  information  laundering),  and  (d)  governance  effects 
(pressure on institutions; erosion of trust). HIPSTer is specifically designed to represent these 
cross-layer relations through OWL/SKOS semantics rather than treating them as disconnected 
classification tasks.

1.1 USE-CASE SELECTION: WAR-RELATED DEMONIZATION TO SUSTAIN HOSTILITY AND JUSTIFY 
VIOLENCE

1.2 SELECTED REAL-WORLD OPERATIONAL PATTERN (EVIDENCE BASE)

We define a use case anchored in the Russia–Ukraine war information environment, because 
the EEAS investigated hundreds of related FIMI cases and repeatedly identifies Ukraine as the 
most targeted country across incidents in its annual reporting.

Empirically, this environment contains multiple observable strands of demonization-escalation 
tradecraft, including:

Attribution reversal and moral inversion: repeated claims that Ukraine is the aggressor, commits 
atrocities/war crimes, or conducts “genocide”, packaged to shift blame and justify escalation.

“Nazi/terrorist  state” framing: persistent  delegitimisation narratives portraying Ukraine (or 
Ukrainian forces) as inherently extremist/violent, used to normalise hostility.

Event-driven opportunism: exploitation of salient incidents and crises (including atrocities) to 
inject  manipulative  narratives  at  peak  attention  windows,  a  pattern  the  EEAS  treats  as 
structurally important in FIMI operations.

Networked ecosystem delivery: coordinated propagation via official outlets, proxies, social 
media manipulation, and cyber-enabled operations (“ecosystem pillars” logic).

This environment is particularly suited to HIPSTer because it provides the necessary multi-
domain observables (content + behaviour + infrastructure + timing) to populate and query the 
knowledge graph.

1.3 OPERATIONAL QUESTION THE EXPERIMENT MUST ANSWER

Can the HIPSTer ontology represent and reason over the progression from “negative narrative” 
to “demonization and hatred escalation” as an integrated hybrid-threat pattern—and can it 
support reproducible, machine-assisted analyst queries that distinguish:

organic hateful discourse, from

coordinated FIMI-style demonization campaigns with identifiable tradecraft?

This is precisely where HIPSTer claims novelty: converting a qualitative analyst judgement 
(“this  looks  like  demonization  used  for  mobilisation”)  into  formal,  queryable  semantic 
structure.
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1.4 ONTOLOGY INSTANTIATION: HOW THE USE CASE MAPS INTO HIPSTER (OWL + SKOS)

1.4.1 CORE ENTITIES (OWL CLASSES)

Instantiate the use case using the HIPSTer core classes already defined in your ontological 
framework draft:

HybridThreat  →  subclass  NarrativeWarfare  /  DisinformationCampaign  / 
PsychologicalOperations

ThreatActor → state actor / proxy outlet / coordinated inauthentic network

BehavioralPattern → amplification bursts; coordination; repetition; cross-platform mirroring

LinguisticIndicator → demonization lexemes; dehumanizing metaphors; existential framing; 
moral disgust cues

Target  →  group  (e.g.,  “Ukrainian  Armed  Forces”,  “Ukrainian  leadership”,  “Ukrainian 
civilians”, “supporting EU institutions”)

EventTrigger → major kinetic or political events exploited for narrative injection (as per EEAS 
event-linking)

1.4.2 CAPABILITY DOMAIN MAPPING (SKOS TAXONOMY)

Within HIPSTer’s SKOS “12 domains”, this use case primarily activates:

Dehumanization and Demonization (primary)

Narrative and Storytelling (plotline, heroes/scapegoats, moral inversion)

Content Structure and Framing Strategies (existential/apocalyptic framing, “enemy image”)

Community and Engagement Patterns (identity reinforcement, mobilisation cues)

Behavioural Patterns and Activity Trends (coordination and repetition)

The psychological mechanism is consistent with established research: dehumanization works 
by reducing empathy and increasing disgust/contempt, thereby weakening moral inhibition 
toward harm—making it a plausible precursor signal in escalatory influence environments.

1.5 MEASUREMENT MODEL: WHAT COUNTS AS “DEMONIZATION ESCALATION” IN THIS 
EXPERIMENT?

1.5.1 INDICATOR FAMILIES (STRUCTURED, ONTOLOGY-FRIENDLY)

Define the D&D escalation construct as a bundle of indicators rather than a single label:

1.5.2 OTHERING / OUT-GROUP BOUNDARY CONSTRUCTION

markers of categorical exclusion (“they are not like us”) without necessarily explicit slurs

1.5.3 MORAL INVERSION AND GUILT TRANSFER

claims the target is the true aggressor / source of atrocities

1.5.4 EXISTENTIAL THREAT FRAMING

“survival” / “no choice” logic that legitimises extreme measures

1.5.5 DEHUMANIZING METAPHORS (NON-QUOTED, NON-REPRODUCED IN TEXT)
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mapping humans to vermin/disease/dirt etc. (coded lexicon supported by domain literature)

1.5.6 MOBILISATION / PERMISSIBILITY CUES

rhetoric  normalising  cruelty,  removal  of  empathy,  calls  for  exclusion/violence  (handled 
carefully in reporting)

1.6 WHY HIPSTER NEEDS THIS STRUCTURE (INNOVATION CLAIM)

Most state-of-the-art tools stop at classification (“toxic / hate / not hate”). HIPSTer’s innovation 
is that it encodes demonization as an operational capability domain linked to actor models and 
campaign patterns, enabling reasoning such as:

“Is D&D co-occurring with information laundering and cross-platform mirroring?”

“Does D&D spike around event-trigger windows in a manner consistent with coordinated FIMI 
operations?”

“Is D&D being carried by a known proxy ecosystem rather than organic community discourse?”

1.7 EXPERIMENTAL WORKFLOW (DATA → DETECTION → GRAPH → REASONING)

1.7.1 STEP 1 EVIDENCE COLLECTION AND INCIDENT FRAMING

Start from a defined set of incident windows (e.g., EEAS-type event-linked windows, such as 
high-salience attacks, war-crime allegations, election periods). The EEAS reports explicitly 
treat event opportunism as a repeated driver and encode events in their incident methodology.

1.7.2 STEP 2 CONTENT AND BEHAVIOUR EXTRACTION (MULTI-DOMAIN)

Collect observables in three channels:

Content items: posts/articles/videos/memes (text + metadata)

Propagation graph: cross-posting, mirroring, burst timing

Source typology: official, proxy, unattributed, manipulated, bot-amplified (ecosystem framing)

1.7.3 STEP 3 LINGUISTIC INDICATOR DETECTION (MULTILINGUAL)

Use your existing multilingual detection design (EN/LT/RU/ZH), which explicitly positions the 
D&D domain as a linguistically anchored capability requiring validated automatic detection 
across adversarial languages.

1.7.4 STEP 4  SEMANTIC INGESTION (CSV→RDF; VALIDATION)

Transform extracted observables into RDF individuals aligned with:

LinguisticIndicator instances (typed by SKOS concepts under D&D)

BehavioralPattern instances (coordination, bursts, mirroring)

ThreatActor  links  when  attribution  signals  exist
This  is  consistent  with  the  HIPSTer  pipeline  rationale:  semantic  consistency,  automated 
validation, and query-ready representation.

1.7.5 STEP 5 REASONING AND ANALYST-GRADE QUERIES (SPARQL)

Example query templates for the use case:
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1.7.6 ESCALATION CLUSTER DETECTION

“Find  campaigns  where  D&D  indicators  co-occur  with  (i)  repeated  ‘aggressor  reversal’ 
narratives and (ii) coordination signals within ±72h around an event trigger.”

1.7.7 ATTRIBUTION-SUPPORTING PATTERNING

“Identify clusters where D&D content originates in proxy outlets and then enters mainstream 
platforms via coordinated accounts.”

1.7.8 TARGETED HOSTILITY MONITORING

“Track the monthly trend of demonization indicators aimed at [TargetGroup] and correlate with 
policy events or battlefield milestones.”

1.8 REFERENCES TO INCLUDE (STARTER LIST)

EEAS. 1st / 2nd / 3rd Reports on Foreign Information Manipulation and Interference (FIMI) 
Threats (2023–2025).

Global  Engagement Center (US DoS).  Pillars of Russia’s Disinformation and Propaganda 
Ecosystem (2020).

FOI  /  European  Commission.  Heroes  and  Scapegoats:  Right-wing  Extremism  in  Digital 
Environments (2021) — for dehumanization mechanisms and operationalisation cues.

DISARM Foundation. DISARM Red Framework documentation / frameworks repository (for 
SOTA mapping).

NATO/USMC planning templates discussing PMESII/PMESII-PT for contextual framing.
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CONCLUSIONS AND NEXT STEPS

This experimental use case demonstrates that the HIPSTER ontology — an OWL-based core 
complemented by a SKOS taxonomy of twelve capability domains — provides a substantive 
analytical capability for reasoning over influence operations. The use case shows that the 
ontology can represent the progression from negative narrative through demonization to hatred 
escalation, can distinguish coordinated FIMI activity from organic hostile discourse on the basis 
of cross-domain co-occurrence patterns, and can support analyst-grade SPARQL queries that 
operationalise the qualitative judgement of experienced analysts into reproducible reasoning.

Three principal conclusions emerge. First, the use case validates the design choice of separating 
the stable OWL core (entities and relationships) from the evolving SKOS taxonomy (capability 
domains):  this  separation  enables  the  ontology  to  remain  doctrinally  stable  while 
accommodating  the  rapidly  changing  tradecraft  of  influence  operations.  Second,  the 
measurement model based on indicator families rather than monolithic labels supports both 
transparency and adaptability — the bundle of indicators can be re-weighted as new evidence 
emerges  without  redesigning  the  underlying  ontology.  Third,  the  five-step  experimental 
workflow is  operationally tractable  and can be embedded in human-in-the-loop analytical 
processes without requiring full automation of the assessment.

The use case connects to several other HIPSTER working documents. The ontology itself is 
defined in Hipster 10 (Future Architecture). The risk indicator model in Hipster 09 supplies the 
substantive indicator basis. The Unified Layered Methodology in Hipster 08 provides the cross-
layer integration logic that underpins the cross-domain co-occurrence reasoning. The MDMP 
integration in Hipster 07 shows how the analytical outputs of this use case can be embedded in 
operational planning. The Analytical Persona Definitions in Hipster 12 supply the role-level 
granularity for the analyst interactions assumed throughout the workflow.

Next steps include: (i) full-scale instantiation of the ontology against multi-year FIMI evidence 
data; (ii) validation of the SPARQL query templates against independently assessed campaigns; 
(iii)  integration  of  the  linguistic  indicator  detection  with  the  HIPSTER multilingual  NLP 
capability described in Hipster 03 (SOTA) and Hipster 06 (Features Analysis); (iv) alignment 
of the use case with the compliance,  ethics,  and legal  review processes embedded in the 
HIPSTER  methodology,  in  particular  concerning  the  handling  of  personally  identifiable 
information and the proportionality of attribution-supporting analysis.
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