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EXECUTIVE SUMMARY

Hybrid,  information,  psychological,  and influence threats increasingly shape the contemporary security 
environment. These threats rarely manifest as isolated or overt incidents; instead, they evolve gradually 
across digital ecosystems through narratives, emotional manipulation, coordinated behaviour, and identity-
based targeting.  Their  effectiveness  lies  precisely  in  exploiting ambiguity,  scale,  and human cognitive 
limitations, often remaining below traditional detection thresholds while producing cumulative strategic 
impact.

Despite  substantial  investment  in  monitoring  platforms  and  AI-enabled  analytics,  current  solution 
architectures remain structurally misaligned with the nature of these threats. Most existing systems are data-
centric and alert-driven, focusing on isolated content, accounts, or platforms without the capacity to reason 
across narratives, personas, networks, topics, and events. As a result, analysts face fragmented situational 
awareness, high cognitive load, limited escalation modelling, and insufficient support for proportionate, 
evidence-based decision-making. The increasing use of generic and black-box AI models further amplifies 
risks related to false positives, hallucinations, lack of explainability, and reduced trust.

This  document  presents  a  future-oriented conceptual  architecture that  addresses  these  shortcomings 
through a fundamental architectural shift. The proposed approach moves from data collection and alerting 
toward cognitive, indicator-driven analysis, explicitly designed to support understanding, anticipation, and 
governance-aligned action.

At the core of the architecture lies a  definitive, ontology-driven structure of risk indicators, spanning 
posts, narratives, personas, networks, topics, and events, and organised across graduated analytical levels 
(L0–L4).  Indicators  function  as  first-class  architectural  elements,  serving  simultaneously  as  analytical 
efficiency instruments, reasoning constraints, and governance anchors. This indicator-centric design enables 
consistent interpretation, reduces false positives, and provides a robust control mechanism for the safe use of 
generative AI.

The architecture is explicitly aligned with the  JDL Data Fusion Model, ensuring structured progression 
from data ingestion and feature extraction to situation assessment, impact evaluation, and decision support. 
Building on this foundation, the architecture introduces an extended cognitive layer that supports hypothesis 
testing, adversarial intent modelling, scenario comparison, and human–AI collaborative reasoning.

A central innovation is the analytical co-pilot, conceived not as a generic chatbot but as a reasoning layer 
that enables “talk-to-the-data” interaction. The co-pilot integrates large language models exclusively through 
retrieval-augmented generation, grounding all outputs in verified data, detected indicators, and authorised 
knowledge  sources.  Reasoning  is  explicitly  methodology-aware,  allowing  analysts  to  operate  within 
recognised analytical frameworks (e.g. DISARM, SCAME, PEMISII, COM-B) and ensuring methodological 
consistency, comparability, and auditability across institutional contexts.

The architecture further supports  controlled situation modelling and near-future forecasting, enabling 
analysts to explore plausible escalation scenarios, narrative evolution, coordination dynamics, and response 
options. These capabilities shift analytical practice from reactive assessment toward anticipatory decision 
support.

Finally, the architecture integrates  domain-aware decision-making process (DMP) support, translating 
analytical conclusions into structured, role-appropriate outputs for law enforcement, criminal intelligence, 
public  security,  defence,  and  military  contexts.  This  ensures  that  analytical  insights  are  operationally 
actionable and aligned with legal mandates and organisational procedures.

In conclusion, the proposed architecture reflects a broader and necessary transition:

from monitoring to understanding,

from automation to augmentation,

and from data-centric to cognition-centric security analysis.

By embedding structured indicators, fusion logic, constrained AI reasoning, and governance considerations 
by design, the architecture establishes the foundation for the next evolutionary step: the emergence of Virtual 
Specialists—role-bound,  methodology-aware  analytical  capabilities  that  scale  expert  reasoning  while 
preserving human authority. This direction represents not an optional enhancement, but the future baseline 
for credible and effective solutions addressing hybrid, information, psychological, and influence threats.
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INTRODUCTION 

Contemporary security, defence, and public-safety institutions operate in an environment where  threats 
are no longer discrete, linear, or purely technical. Hybrid threats, information manipulation, influence 
operations, and radicalization processes unfold across digital ecosystems in ways that deliberately exploit  
ambiguity, social dynamics, emotional responses, and institutional seams. These threats are not designed to 
trigger  traditional  alerts;  they are  designed to  blend into normal discourse while  gradually shaping 
perceptions, behaviours, and decisions.

Despite significant investment in monitoring platforms, dashboards, and AI-based detection tools, current  
analytical architectures exhibit systemic shortcomings that limit their effectiveness against such threats.

 Fragmentation of Analysis

Most existing systems are object-centric or data-source-centric. They monitor posts, accounts, or 
platforms in isolation,  without  a coherent  mechanism to fuse signals  into narratives,  personas, 
networks, or events. This fragmentation prevents analysts from understanding how isolated signals 
relate to broader patterns, escalation dynamics, or adversarial intent.

As a  result,  analysts  are  often forced to perform  manual correlation across tools,  increasing 
cognitive load and introducing inconsistency.

 Alert-Driven, Not Reasoning-Driven

Current architectures are predominantly alert-centric. They optimise for detection thresholds rather 
than understanding. While alerts are useful, they do not answer critical questions such as:

 Why does this matter?

 How is this evolving?

 What is the likely next step?

 What response options are proportionate?

Without embedded reasoning layers, systems produce volume, not insight.

 Overreliance on Generic AI and Black-Box Models

Recent generations of systems increasingly rely on  generic AI or machine-learning models to 
classify content or score risk. While effective at scale, these models often lack:

 methodological grounding,

 explainability,

 contextual awareness,

 and governance alignment.

In sensitive domains, this results in false positives, opaque decisions, and loss of analyst trust. 
Moreover, unconstrained generative AI introduces risks of hallucination, narrative invention, and 
overinterpretation.

 Lack of Escalation Logic and Proportionality

Most platforms do not encode graduated escalation logic. Signals are either flagged or ignored, 
with little capacity to model progression from weak signals to coordinated activity or mobilisation. 
This forces institutions to choose between  overreaction and  missed early warnings, neither of 
which is acceptable.

These architectural limitations are compounded by human constraints. Analysts operate under increasing 
cognitive  load,  facing  high  data  volumes,  rapid  information  cycles,  and  multi-platform environments. 
Expertise in hybrid-threat analysis, influence operations, and radicalization processes is scarce and unevenly 
distributed across organisations and Member States.  Existing tools offer limited support for preserving 
institutional knowledge, sustaining longitudinal reasoning, or ensuring analytical consistency over time.

The challenges described above cannot be solved through incremental improvements, such as additional 
dashboards, marginally improved classifiers, or isolated AI features, - they are insufficient to address these 
structural challenges. The underlying issue is architectural rather than technical: current systems are primarily 
designed to collect and visualise data, not to reason about complex, adaptive threat processes.
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Addressing this gap requires a fundamental shift toward cognitive, indicator-driven analytical architectures. 
Such  architectures  must  integrate  structured  risk  indicators,  progressive  data  fusion,  and  human-AI 
collaboration in a way that supports understanding, not merely detection. They must also embed escalation 
logic, methodological discipline, and governance considerations by design.

The  HIPSTER approach  responds  directly  to  these  requirements.  It  introduces  a  multi-layer  indicator 
framework spanning posts, narratives, personas, networks, topics, and events, aligned with established data-
fusion principles and extended through controlled, explainable AI-supported reasoning. Rather than replacing 
human analysts, the architecture is designed to augment and stabilise expert judgement, reduce cognitive 
burden, and support proportionate, evidence-based decision-making.
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FUTURE ARCHITECTURE FOR HYBRID, INFORMATION, PSYCHOLOGICAL AND INFLUENCE 
THREATS

1.1 OVERVIEW OF ARCHITECTURAL PRINCIPLES

Hybrid, information, and influence threats do not manifest as discrete technical incidents; they evolve through 
ambiguous,  adaptive,  and socially  embedded processes.  Traditional  architectures,  centred  on  alerts, 
dashboards, or static risk scores, are insufficient because they fragment analysis and overemphasise isolated 
signals.  A  principled  architectural  foundation  is  required  to  ensure  consistency,  proportionality,  and 
analytical discipline across domains and time.

Refernce Current Architecture for the Hybrid Threats

Future security-relevant analytical systems will increasingly be evaluated not on detection speed alone, but 
on reasoning quality, explainability, and governance alignment. Architectures that embed principles such 
as indicator-first reasoning, human–AI collaboration, and escalation logic by design will become the norm, 
as purely data-driven or model-driven systems fail to meet regulatory, ethical, and operational expectations.

The HIPSTER proposed conceptual architecture is conceived as a cognitive analytical architecture rather 
than a  traditional  monitoring or  alerting platform.  Its  primary objective  is  to  support  complex threat 
reasoning in domains where adversarial behaviour is adaptive, ambiguous, and intentionally deceptive, such 
as hybrid threats, information manipulation, radicalization, and coordinated influence operations.

The architecture is guided by four core principles:

1. Indicator-first design - analytical reasoning is anchored in formally defined indicators, not in free-
form AI interpretation.
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2. Progressive fusion and escalation - signals are contextualised across multiple analytical layers and 
objects.

3. Human-AI collaboration - AI components support analyst reasoning without replacing human 
judgement.

4. Governance and explainability by design - all analytical outputs remain traceable, auditable, and 
proportional.

These principles directly inform the architectural structure described in the following sections.

1.2 ONTOLOGY-DRIVEN STRUCTURE OF RISK

At the heart of the HIPSTER architecture lies a definitive, ontology-driven structure of risk indicators. 
This structure constitutes the primary analytical backbone of the system and differentiates HIPSTER from 
conventional data-centric or AI-centric solutions.

Without a definitive indicator structure, analysis becomes subjective, inconsistent, and difficult to scale. In 
hybrid-threat contexts, where ambiguity is deliberately exploited, the absence of formal indicators leads to 
inflated false positives, analyst bias, or untraceable AI-driven conclusions. Indicators provide a  shared 
analytical language that anchors observations to explicit, reviewable constructs.

This is why explicit set of risk indicators are formally defined, structured, and categorised across:

 analytical objects: post, narrative, persona, network, topic, event;

 analytical levels: L0–L4, reflecting increasing maturity and operational relevance;

 threat  domains:  ideology,  conspiracy,  radicalization,  internal  subversion  (5th  column), 
coordination, escalation.

Each indicator is described using:

 an explicit operational definition,

 a defined analytical scope,

 methodological context,

 and concrete system requirements.

This ensures that indicators function as first-class architectural entities, not auxiliary metadata.

Onthology as main analysis interface to data and AI enabled analytical capability:
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As generative AI becomes pervasive, indicator ontologies will become essential control structures. Future 
systems will not rely on unconstrained AI interpretation; instead, they will use formally defined indicators to 
constrain  reasoning,  enable  interoperability,  and  ensure  accountability.  Indicator-first  architectures  will 
therefore become the standard for trusted analytical platforms.

Indicators fulfil three simultaneous architectural roles:

1. Analytical Efficiency Instrument

Indicators narrow the analytical search space, allowing computational resources and AI models to 
focus on relevant signals rather than processing all data indiscriminately.

2. Reasoning Constraint Mechanism

Indicators  define  admissible  interpretations  and escalation pathways,  preventing speculative  or 
ungrounded reasoning.

3. Governance and Trust Anchor

Because indicators are explicit and auditable, they provide a defensible basis for decision-making, 
particularly in sensitive domains such as law enforcement and defence.

This indicator-centric approach fundamentally changes how AI components are allowed to reason within the 
system.

1.3 CONCEPTUAL INTEGRATION OF THE JDL DATA FUSION MODEL

The HIPSTER architecture is explicitly aligned with the JDL Data Fusion Model, which provides a well-
established conceptual framework for multi-source information fusion.

Because hybrid threats unfold across multiple dimensions: content, actors, networks, time, and intent, without 
a structured fusion model, these dimensions remain siloed, preventing meaningful situation assessment. The 
JDL model provides a proven conceptual scaffold for progressively transforming raw data into situational 
understanding and impact assessment.

JDL Level HIPSTER Architectural Realisation
Level 0–1 Multimodal data ingestion and feature extraction (text, image, video, metadata, 

networks)
Level 2 Situation assessment through indicator-driven narrative, persona, and network 

analysis
Level 3 Impact assessment via escalation dynamics, coordination detection, and risk 

indices
Level 4 Decision support through recommendations, counter-action suggestions, and 

reporting
Level 5 
(Innovative)

Cognitive simulation and human-AI collaboration

HIPSTER introduces an implicit JDL Level 5, which can be described as cognitive fusion. At this level, the 
system supports:

 hypothesis testing,

 adversarial intent modelling,

 scenario comparison,

 and human-AI collaborative reasoning.

This extension represents a conceptual innovation, enabling the system to assist analysts in understanding 
threats rather than merely detecting them.
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Even though we are looking for the GEN-AI embeded analytical capability, the JDL model remains relevant 
precisely because it is technology-agnostic and adaptable. Future systems will increasingly extend classical 
fusion models  toward cognitive  and anticipatory  layers.  Architectures  that  explicitly  align with  fusion 
principles will outperform ad-hoc pipelines, especially in multi-agency and cross-border environments.

1.4 ANALYTICAL CO-PILOT

The scale and complexity of modern information environments exceed human analytical capacity when 
approached through manual filtering or static dashboards. Analysts need to interact with data semantically, 
not technically. A reasoning co-pilot enables analysts to explore hypotheses, correlations, and explanations 
without losing methodological control. “Talk-to-the-data” paradigms will replace rigid query interfaces. 
However, only systems that embed  context-awareness, role-awareness, and analytical grounding will 
remain viable in security domains. The future lies in analytical co-pilots that reason  with analysts, not 
chatbots that generate text without accountability.

At the same time different analytical doctrines (DISARM, SCAME, PEMISII, COM-B, etc.) embody distinct 
assumptions about influence, behaviour, and escalation. Mixing these implicitly leads to conceptual errors 
and inconsistent outputs. Explicit methodological framing is essential to preserve analytical integrity and 
comparability. Future analytical systems will need to operate across institutional, national, and doctrinal 
boundaries. Methodology-aware reasoning allows the same data to be analysed through different lenses 
without rewriting analytical logic. This capability will become critical as interoperability and standardisation 
pressures increase.

Going even further, reactive analysis is insufficient in environments where adversaries deliberately shape 
perception  and  timing.  Decision-makers  need  insight  into  likely  future  trajectories,  not  only  current 
states. Controlled generative modelling enables exploration of escalation pathways and response options 
before critical  thresholds are crossed.  Forecasting and simulation will  increasingly define the value of 
analytical platforms. However, the future belongs to systems that apply generative AI  as a constrained 
analytical  tool,  not  as  speculative prediction engines.  Architectures that  combine indicators,  historical 
patterns, and human oversight will dominate.
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At the heart of this architecture is an analytical co-pilot, designed as a reasoning layer that is integrated 
across  the  architecture,  methodological  framing  and  future  projection  engine,  rather  than  a  chatbot 
integrations in vast of OSINT platforms recent upgrades.

The co-pilot enables:

 “Talk-to-the-data” / “Make-data-talk” interaction, allowing analysts to query complex datasets 
using natural language. It is not a conversational interface in the traditional sense. It is a context-
aware analytical assistant that enables analysts to query structured and unstructured data using 
natural  language,  explore  indicator  relationships,  validate  hypotheses  and  generate  analytical 
explanations grounded in data.

 LLM-driven reasoning supported by RAG (Retrieval-Augmented Generation), ensuring that 
all  outputs are grounded in verified data and indicator structures.  The co-pilot  leverages  large 
language  models  (LLMs) exclusively  through  retrieval-augmented  generation  (RAG) 
mechanisms. All generative outputs are grounded in detected indicators, curated analytical artefacts, 
and authorised data sources.

 Integration of  closed and controlled data sources (secure repositories,  case files,  intelligence 
products), enabling further targeted and lawful analysis. 

 Methodology-Aware Reasoning

A critical innovation is that reasoning is  methodology-aware. The co-pilot operates within the 
context of selected analytical doctrines and frameworks, including:

 DISARM,

 SCAME,

 PEMISII,

 COM-B,

 and other cognitive, behavioural, or influence-analysis models.

This ensures that AI outputs are:

 framed according to the correct analytical logic,

 comparable across cases,

 and auditable in terms of methodological assumptions.

By anchoring reasoning to formal doctrines, the system prevents ad-hoc interpretation, conceptual 
mixing of incompatible models, and unstructured AI reasoning. This is particularly important in 
multi-agency and cross-border environments.

 Situation Modelling and Generative Forecasting

HIPSTER architecture integrates generative AI capabilities not for content creation, but for situation 
modelling and near-future forecasting:

 modelling of most plausible adversary escalation scenarios based on observed indicators 
and historical patterns;

 simulation  of  likely  narrative  evolution,  coordination  expansion,  or  mobilization 
trajectories;

 The architecture allows analysts to explore potential response strategies, likely effects of 
intervention or non-intervention, and unintended consequences followed by evaluation of 
response strategies, including communication, operational, or enforcement actions.

These capabilities enable analysts to move from reactive analysis to anticipatory decision support, 
aligning with operational planning needs across security domains.

1.5 DMP SUPPORT

Another innovative aspect is the domain-aware tasking layer. Analytical outputs that cannot be translated 
into domain-specific decisions remain underutilised. Law enforcement, public security, defence, and military 
actors operate under different mandates and decision cycles. Without domain-aware tasking, analysis remains 
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detached from action. Future systems will be judged by their ability to bridge analysis and action. Decision-
support architectures that adapt outputs to domain-specific workflows will replace generic reporting tools. 
This is essential for operational relevance and institutional adoption. Next generation analytical systems’ 
architecture will adapt recommendations and outputs to the decision-making processes of law enforcement, 
criminal intelligence, public security, defence and military contexts. This wll ensure that outputs align with 
operational mandates, legal authorities, and organisational procedures.

Based on analytical conclusions from features described in chapters above, HIPSTER proposed architecture 
enables:

 propose action points aligned with the decision-making processes of specific domains;

 adapt outputs for law enforcement, criminal intelligence, public security, defence, or military 
contexts;

 support planning workflows rather than issuing abstract recommendations. Analytical conclusions 
can be  translated  into  structured action  points,  automated alers,  tasking proposals,  monitoring 
priorities.This  enables direct  integration with planning and coordination workflows rather  than 
isolated reporting.

This ensures that analytical outputs are operationally actionable, not merely descriptive. Further more, it 
creates the background for the automated situational awareness and other reports/operational documents 
drafting and can streamline information exchange on critical  events  near  to  real  time across  all  DMP 
stakeholders.

1.6 INDICATOR ONTOLOGY AS A HALLUCINATION AND FALSE-POSITIVE MINIMIZER

A critical architectural innovation is possibile use of the indicators’ ontology as a control mechanism for 
generative AI.  Generative AI introduces significant risks in security contexts, including hallucinations, 
overgeneralisation, and false confidence. Without explicit control mechanisms, AI-assisted analysis becomes 
unreliable  and  potentially  harmful.  Indicator  ontologies  provide  a  hard  constraint  layer that  forces 
grounding  and  corroboration.  As  GenAI  becomes  embedded  in  analytical  systems,  control-by-design 
architectures will be mandatory. Indicator-constrained reasoning represents a scalable, auditable solution to 
AI risk management. This approach will become a reference model for safe AI deployment in high-stakes 
domains.

Indicators constrain reasoning paths, define admissible interpretations, and require evidence-based 
grounding for AI outputs. As a result:

 hallucinations are minimized because AI responses must reference detected indicators;

 false positives are reduced through multi-indicator corroboration and escalation logic;

 analysts retain interpretive control, with AI acting as an assistant rather than an authority.

This design directly addresses key risks associated with GenAI usage in security contexts.
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CONLUSIONS AND NEXT STEPS

Hybrid  threats  exploit  precisely  those  gaps  where  traditional  systems  fail:  ambiguity,  scale,  narrative 
dynamics, and human cognition. The HIPSTER architecture addresses these gaps holistically by combining 
structured indicators,  fusion logic,  and controlled AI reasoning.  The future of  similar  solutions lies  in 
cognitive,  indicator-driven,  governance-aware  architectures.  Systems  that  remain  purely  technical, 
purely AI-driven, or purely dashboard-oriented will increasingly be seen as incomplete. HIPSTER anticipates 
this shift by embedding reasoning, explainability, and proportionality at the architectural level.

In essence, the HIPSTER architecture reflects a broader transition:

from monitoring to understanding,

from automation to augmentation,

and from data-centric to cognition-centric security analysis.

This transition is not optional, it is the necessary evolution for any system intended to operate credibly in 
future hybrid-threat environments.

Strategic Direction

The  implementation  of  the  HIPSTER conceptual  architecture  and  its  associated  innovations  does  not 
represent an end state. Rather, it establishes the necessary cognitive, methodological, and technological 
foundations for the next evolutionary step in hybrid-threat analysis systems: the development of Virtual 
Specialists.  Virtual  Specialists  are  not  generic  AI  agents.  They  are  domain-grounded,  indicator-
constrained, methodology-aware analytical entities that emulate the reasoning patterns, priorities, and 
decision-making logic of experienced human professionals. The HIPSTER architecture provides all essential 
prerequisites for their emergence.

In addition, rather than introducing separate, disconnected AI agents for different tasks, HIPSTER enables 
the creation of persistent, role-bound analytical entities that emulate the reasoning logic, priorities, and 
analytical workflows of specific professional roles operating in hybrid-threat environments. These roles may 
include analysts, strategic communication specialists, intelligence officers, law-enforcement online patrols, 
strategic analysts, or psychological operations analysts. The defining characteristic of a Virtual Specialist is 
not the task it performs, but the professional perspective through which it reasons.

Virtual Specialists would operate as contextualised analytical instances within the HIPSTER architecture. 
Each specialist is anchored to a clearly defined professional mandate, expressed through:

 a predefined subset of relevant indicators,

 an approved set of analytical methodologies and doctrines,

 domain-specific escalation logic,

 and governance constraints reflecting legal and organisational boundaries.

For example, while a Virtual Analyst and a Virtual Strategic Communications Specialist may observe the 
same narratives or personas, their interpretation, prioritisation, and outputs differ substantially. The former 
focuses  on  pattern  detection,  corroboration,  and  escalation  risk,  while  the  latter  emphasises  narrative 
lifecycle, emotional resonance, audience segmentation, and response options. This differentiation is achieved 
not through separate data pipelines, but through role-specific reasoning constraints applied to the same 
shared analytical substrate. 

Virtual Specialists would be instantiated through the analytical co-pilot layer, which provides the “talk-to-
the-data” interface and reasoning engine. The co-pilot does not operate as a generic conversational AI;  
instead, it dynamically adopts the reasoning posture of the selected specialist role. When an analyst interacts 
with the system, queries are interpreted through the lens of the active Virtual Specialist. The same question 
such as  “How is this narrative likely to evolve?” will produce different analytical outputs depending on 
whether the reasoning context is strategic communications, intelligence assessment, or law enforcement 
monitoring. This ensures that AI-assisted reasoning remains professionally grounded, methodologically 
consistent, and role-appropriate.
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The emergence of  Virtual  Specialists  concept  reflects  a  broader  and inevitable  evolution in  analytical 
systems.  As hybrid-threat  environments  grow in  complexity and speed,  organisations face a  structural 
imbalance between the scale of the problem and the availability of expert  human analysts.  Traditional  
automation addresses volume but not understanding; generic AI addresses language but not responsibility. 
Virtual Specialists address this gap by scaling expertise rather than authority. They preserve institutional 
knowledge, standardise analytical reasoning, reduce cognitive overload, and enable consistent application of 
methodologies across teams and organisations. At the same time, they remain firmly embedded within 
governance frameworks, ensuring accountability, explainability, and proportionality.

In this sense, Virtual Specialists are not optional enhancements. They are the natural next stage for any 
analytical platform that aims to remain credible, trusted, and operationally relevant in future hybrid-threat 
environments.
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