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RISK INDICATORS FOR HYBRID, INFORMATION, PSYCHOLOGICAL AND INFLUENCE THREATS

EXECUTIVE SUMMARY

The HIPSTER indicator framework provides a comprehensive, layered, and implementation-ready
methodology for analysing hybrid, information, psychological, and influence threats in digital environments.
It addresses the growing complexity of contemporary threat landscapes, where hostile activities increasingly
combine narratives, emotional manipulation, coordinated behaviour, and identity-based targeting across
multiple platforms and communities.

At the core of HIPSTER is a multi-layered indicator system that transforms fragmented online signals into
structured analytical insights. Indicators are organised across key analytical objects: posts, narratives,
personas, networks, topics, and events, and mapped consistently to technical, informational, cognitive,
and governance layers. This structure enables analysts to move systematically from low-level observations
to higher-order threat assessments while preserving transparency and proportionality.

The framework integrates multiple indicator families, including ideological alignment, conspiracy
dynamics, radicalization processes, internal subversion (5th column activity), and coordinated influence
operations. Rather than treating these domains in isolation, HIPSTER models them as interconnected
processes, allowing cross-domain correlation and early identification of escalation pathways. This is
particularly relevant in hybrid-threat contexts, where adversarial activities deliberately blur the boundaries
between legitimate discourse and hostile manipulation.

A defining feature of the framework is its process-oriented and level-based design. Indicators are assigned
graduated levels (L0-L4), reflecting analytical complexity from metadata to complex signals of coordination,
mobilization, or high-risk events.

The indicator system is explicitly designed to be implementation-ready. Definitions are operationalised,
scopes are clearly specified, and requirements are compatible with modern analytical architectures, including
machine learning, large language models, graph databases, and data-warehouse analytics. At the same
time, the framework maintains human interpretability, ensuring that analytical outputs remain explainable,
reviewable, and suitable for governance-level oversight.

In conclusion, HIPSTER establishes a robust methodological foundation for early warning, situational
awareness, and strategic decision support in complex information environments. The proposed next
stepsconsolidation into a master ontology, governance integration, and continuous adaptation, provide a clear
pathway from methodological design to sustainable operational deployment.
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INTRODUCTION

Contemporary security environments are increasingly shaped by hybrid, information, psychological, and influence
operations conducted through digital and open online spaces. These operations rarely rely on a single tactic or channel;
instead, they combine narratives, emotional manipulation, coordinated behavior, and identity-based targeting to
influence perceptions, undermine trust, polarize societies, and, in some cases, mobilize hostile action. As a result,
effective detection and analysis require methodologies capable of moving beyond isolated content moderation or
keyword-based monitoring toward systemic, multi-layered analytical approaches.

The HIPSTER platform has been designed to address this challenge by providing an integrated analytical framework
for identifying, monitoring, and assessing complex hybrid-threat dynamics across social media, online communities,
and digital information ecosystems. Central to this framework is a comprehensive indicator system, which translates
heterogeneous online signals into structured, interpretable analytical inputs suitable for operational analysis and
governance-level decision-making.

Indicators within HIPSTER serve as observable, measurable manifestations of underlying phenomena such as
ideological alignment, conspiratorial thinking, radicalization processes, coordinated influence activity, and internal
subversion. Rather than treating these phenomena as binary states, the framework explicitly models them as dynamic
processes, allowing analysts to trace progression from weak signals to escalation, coordination, and event-level
manifestations.

This indicator framework is intentionally multi-dimensional. It spans different analytical objects (posts, narratives,
personas, networks, topics, and events), multiple abstraction levels (from lexical and visual cues to coordinated
campaigns), and distinct analytical layers (technical, informational, cognitive, and governance). Such structuring
ensures that detection remains both granular and contextual, supporting early warning while minimizing false
positives and over-interpretation.

The following sections describe the HIPSTER indicator system in detail, beginning with an overview of indicator
families and their analytical roles. Together, these sections define a coherent methodological foundation for hybrid-
threat analysis, ensuring consistency across analytical workflows, interoperability with related frameworks, and
transparency in how analytical conclusions are derived.
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RISK INDICATORS FOR HYBRID, INFORMATION, PSYCHOLOGICAL AND INFLUENCE THREATS

OVERVIEW OF HYBRID, INFORMATION, PSYCHOLOGICAL AND INFLUENCE THREATS

The HIPSTER indicator framework constitutes a multi-layered, cross-domain system of analytical signals designed
to identify, monitor, and assess hybrid, information, psycholegical, and influence threats in digital environments.
Indicators are not treated as isolated features; instead, they operate as interconnected analytical instruments that
collectively enable early detection, escalation assessment, and governance-level decision support.

The indicator system is structured around core analytical objects (posts, narratives, personas, networks, topics, and
events) and mapped consistently across the Cognitive, Informational, Technical/Operational, and Governance
layers. This layered approach ensures that low-level signals (e.g., lexical markers or visual symbols) can be
progressively contextualized into higher-order threat assessments (e.g., coordinated influence campaigns, radicalization
trajectories, or hybrid operations).

The primary purpose of the indicator framework is to:

e Detect early-stage signals of ideological alignment, radicalization, conspiracy thinking, and subversive
influence;

¢ Track evolution and escalation dynamics from isolated content to coordinated campaigns and events;

¢ Enable actor-centric and narrative-centric analysis, linking content to personas, communities, and networks;

e Support risk scoring, prioritization, and escalation logic for operational and governance use;

¢ Provide a transparent, explainable analytical basis for decision-making in security, law enforcement, and
strategic communication contexts.

Indicators are therefore designed to be implementation-ready, supporting automated detection while remaining
interpretable by analysts.

1.1 INDICATOR FAMILIES AND ANALYTICAL COVERAGE

1.1.1 IDEOLOGY INDICATORS

Ideology indicators capture worldview-level signals, including narratives, symbols, iconography, language, historical
framing, and emotional positioning that express or reinforce ideological alignment. These indicators focus on identity
construction, legitimacy narratives, and value systems, enabling detection of ideological ecosystems rather than
isolated expressions.

They are used for:
¢ Long-term ideological positioning,

e Cultural and historical appropriation,
e Early radical framing and grievance narratives.

1.1.2  5TH COLUMN INDICATORS

5th Column indicators address internal subversion and hybrid influence activities, where narratives and actors
undermine institutions, societal cohesion, or democratic trust from within. These indicators emphasize coordination,
deception, identity spoofing, and foreign alignment, often operating below overt extremism thresholds.

They are used for:

e  Anti-state delegitimization campaigns,

e Community hijacking and narrative manipulation,

¢ Coordinated inauthentic behavior,

¢ Cognitive overload, fear induction, and polarization strategies.

1.1.3 CONSPIRACY INDICATORS
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Conspiracy indicators focus on alternative explanatory systems that replace evidence-based reasoning with closed
belief structures. They capture linguistic, visual, emotional, and narrative patterns characteristic of conspiratorial
thinking, including coded language, symbolic interpretation, and apocalyptic framing.

They are used for:
¢ Identifying cognitive vulnerability pathways,

¢ Detecting escalation from conspiratorial belief to mobilization,
¢ Linking conspiracy narratives with ideological or radical movements.

1.1.4  RADICALIZATION INDICATORS - GENERAL (NARRATIVE LEVEL)

General radicalization indicators operate at the narrative level, assessing how stories are constructed, framed,
emotionally charged, amplified, and sustained over time. They enable analysis of intent, purpose, emotional
manipulation, and narrative lifecycle, rather than focusing solely on individual actors.

They are used for:
e Narrative lifecycle analysis (emergence — amplification — saturation),

¢ Emotional and sentiment escalation tracking,
¢ Detection of recruitment, mobilization, and justification narratives.

1.1.5 RADICALIZATION INDICATORS - PERSONA LEVEL

Persona-level indicators analyze individual actors as dynamic profiles, capturing behavioral patterns, ideological drift,
emotional evolution, network position, and coordination signals. These indicators enable longitudinal risk assessment
rather than static profiling.

They are used for:
¢ Identifying high-risk individuals and influencers,

e Detecting behavioral escalation and mobilization readiness,
e Supporting proportionate governance and intervention decisions.

1.1.6 RADICALIZATION INDICATORS - TOPIC LEVEL

Topic-level indicators aggregate narratives, actors, and engagement around specific issues or themes, acting as an
analytical pivot between content and campaigns. They reveal how certain topics become vehicles for radicalization or
influence operations.

They are used for:
e Topic salience and traction measurement,

¢ Cross-linking topics with ideologies and conspiracies,
¢ Detection of abnormal amplification or coordination around specific topic.

1.1.7 RADICALIZATION INDICATORS - POST LEVEL

Post-level indicators represent the atomic analytical layer, capturing textual, visual, emotional, and relational
properties of individual content items. These indicators feed all higher layers and support real-time detection and
explainability.

They are used for:

¢ Immediate risk flagging,
e Multimodal content analysis,
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¢ Evidence-based analyst review.

1.1.8 RADICALIZATION INDICATORS - EVENT LEVEL

Event-level indicators aggregate posts, narratives, topics, and actors into temporally and contextually bounded
phenomena. This layer supports operational and strategic situational awareness.

They are used for:

¢ Provide escalation-aware summaries for decision-makers,
¢ Enable cross-platform and cross-narrative correlation,
e  Support incident response, monitoring rooms, and governance reporting.
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IDEOLOGIES INDICATORS

# Indicator Definition HIPSTER Scope & Scope Level System Requirements
Context
1 | Core Narratives | Overarching ideological | Identifies worldview | narratives, L2 Narrative taxonomy;
and Themes narratives (class framing and person clustering; longitudinal
struggle, supremacy, ideological tracking; linkage to actors,
national purity, alignment across symbols, events
authoritarian order). content, actors, and
communities.

2 | Code Words, Coded or ambiguous Detects evasive and | posts L1 Codeword dictionaries;
Keywords, and | language masking adaptive ideological ML-based term evolution
Euphemisms ideological intent. communication. detection; contextual

semantic analysis;
multimodal support

3 | Religious or Religious/mythological | Differentiates posts L1 Visual symbol recognition;
Mythological imagery used to ideological contextual interpretation;
Symbols legitimize ideology. instrumentalization image & video detection

from legitimate
religious use.

4 | Ideological Flags, insignia, icons, Core symbolic posts, L1 Prohibited-symbol catalog;
Symbols emblems, leader identity signaling. person stylized/composite

portraits tied to detection; combination
ideologies. logic; frequency tracking

5 | Color Schemes | Ideologically associated | Weak but scalable posts L1 Color-scheme datasets;

color combinations. visual ideological image color analysis;
signals. correlation with
symbols/narratives

6 | Iconography of | Images or quotes of Detects authority posts, L1 Leader recognition;
Leaders and ideological leaders. legitimation and person glorification analysis;
Figures cult-of-personality meme/stylization

patterns. detection; multimodal
support

7 | Hand Gestures Ideology-specific Identifies non-verbal | posts, L1 Gesture/pose recognition;
or Poses gestures or postures. ideological person regional gesture DB;

signaling. image & video detection

8 | Propagandistic Stylized, emotionally Identifies intentional | posts, L2 Propaganda style
Imagery charged persuasive ideological person classifiers; emotional

imagery. persuasion polarization detection;
techniques. multimodal analysis

9 | Militaristicand | Armed forces, uniforms, | Signals authoritarian | posts L2 Uniform/weapon
Uniformed weapons glorification. normalization and detection; group-pose
Imagery escalation pathways. recognition; image &

video analysis

1 | Architectural Monumental Detects regime posts L1 Landmark recognition;

0 | and buildings/statues nostalgia and symbolic interpretation;
Monumental symbolizing regime authoritarian multimodal detection
Imagery power. symbolism.

1 | Ideological Slogans and ideological | Enables semantic posts L1 Phrase repositories;

1 | Phrases jargon. and narrative semantic similarity

coherence analysis. detection; linkage to
narratives/symbols

1 | Nationalistic National symbols or Detects cultural posts L1 Cultural-symbol DB;

2 | Icons and cultural artifacts identity ideological misuse
Artifacts repurposed appropriation. detection; stylized/meme

ideologically. recognition

1 | Influencer Key actors repeatedly Actor-level and info L2 High-frequency publisher

3 | Networks spreading ideological ecosystem-level risk | monitoring, detection;

content. assessment. person network/centrality
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analysis; influence
tracking
1 | Coordinated Synchronized posting Identifies organized | info L4 Temporal correlation;
4 | Activity and artificial influence or monitoring cross-platform detection;
amplification. information bot indicators; campaign
operations. aggregation
1 | Echo Chambers | Closed communities Detects accelerated info L2 Community detection;
5 | and Group reinforcing ideology and | radicalization monitoring, interaction homogeneity
Reinforcement suppressing dissent. environments. person metrics; diversity
suppression indicators
1 | Victimization Narratives portraying the | Early warning for narratives, L2 Narrative frame detection;
6 | and Persecution | group as oppressed or grievance-based posts sentiment/grievance
Narratives attacked. mobilization. analysis; escalation linkage
1 | Hero and Binary moral framing of | Identifies narratives, L2 Role extraction; polarity
7 | Villain Framing | allies vs enemies. polarization and posts analysis; cross-content
dehumanization consistency checks
trajectories.
1 | Dehumanization | Language/imagery High-risk indicator posts, L2 Hate/toxicity classifiers;
8 | and portraying opponents as | of potential violence. | narratives dehumanization lexicons;
Demonization subhuman or evil. escalation triggers
1 | Posting Abnormal spikes in Detects campaign info L3 Time-series anomaly
9 | Frequency and | ideological activity. activation and monitoring detection; event
Burstiness mobilization timing. correlation; network
aggregation
2 | Seasonality and | Activity aligned with Supports predictive info L1- | Ideological calendars;
0 | Significant ideological monitoring and early | monitoring L2 seasonal pattern
Dates anniversaries/events. warning. recognition; predictive
alerts
2 | Emotive and Language provoking Core indicator of posts L1 Emotion classifiers;
1 | Polarizing fear, anger, hatred, cognitive polarization scoring;
Language loyalty. manipulation. indicator correlation
2 | Historical Selective or distorted Detects narratives, L1 Entity/temporal extraction;
2 | References and | historical narratives. legitimization posts baseline comparison;
Revisionism through historical revisionism flags
manipulation.
2 | Historical or Cultural or historical Reinforces identity narratives L2 Cultural entity DB;
3 | Cultural references legitimizing anchoring. contextual relevance
References ideology. assessment; narrative
linkage
2 | Restoration and | Calls to restore a Signals authoritarian | narratives, L2 Decline-restoration pattern
4 | National “glorious past” or lost mobilization logic. posts detection; blame
Rebirth order. attribution; escalation logic
Narratives

5™ COLUMN INDICATORS

# Indicator Explicit Definition HIPSTER Scope & Scope Level System Requirements
Context

1 | Social Bubble Persistent interaction Detects echo person, L2 Graph DB; engagement-

Analysis within a limited set of | chambers and groups, weighted clustering; topic
accounts forming influence clusters. information homogeneity metrics;
dense clusters with monitoring bubble metadata.
high internal
engagement and
minimal external
exposure.

2 | Foreign- Content structurally Foreign-origin posts, person | L1 Language-origin inference;
Language indicating foreign narratives posing as MT artefact detection;
Content authorship despite local. foreign source linking;

localization or LLM analysis.
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translation.

3 | Shared External | Repeated sharing of External narrative posts, L1 Risk-source registry; URL

Links links from injection points. information repetition tracking;
propaganda, fringe, or monitoring diffusion mapping.
unverified foreign
sources.

4 | Intolerance for Hostile, mocking, or Polarization and posts, person, | L1- Toxicity & sarcasm
Opposition coordinated silencing | dissent suppression. | narratives L2 classifiers; coordinated

of opposing attack detection.
viewpoints.

5 | Rapid Shift from passive Pre-incident person, L4 Emotional escalation
Mobilization engagement to escalation indicator. | narratives, tracking; CTA detection;

organizing, groups Commitment Index (RMI).
recruitment, or calls
for action.

6 | Network Statistically abnormal | Coordinated networks, L2- Network anomaly scoring;

Anomalies changes in network influence detection. | information L4 synchronicity detection.
structure or interaction monitoring
patterns.

7 | Suspicious Posting patterns Remote or foreign person, L3 Time-of-day profiling;
Active Times aligned with foreign coordination signal. | information timezone deviation

time zones rather than monitoring analysis.
local rhythms.

8 | Conspiratorial Language framing Delegitimization and | posts, L1 Conspiracy lexicons; theory

Language events as secretly paranoia narratives. | narratives attribution; LLM
controlled or classification.
manipulated.

9 | Anti-State Sustained narratives Core 5th-column narratives, L2 Institution NER; sentiment
Delegitimization | portraying institutions | activity. posts, aggregation; diffusion
Campaigns or leaders as information analysis.

illegitimate or corrupt. monitoring

1 | Community Systematic redirection | Hostile takeover of groups, L4 Topic baselines; deviation

0 | Hijacking of group discourse communities. narratives, metrics; 230 %
toward polarizing or information displacement alerts.
hostile narratives. monitoring

1 | Actors Driving | Individuals whose Identification of person, L4 Cross-group deviation

1 | Community activity correlates with | influence operators. | groups scoring; actor aggregation.
Hijacking repeated narrative

derailment across
groups.

1 | Symbols (Anti- | Use of ideological or Visual identity posts, person | L1 Risk-symbol catalog;

2 | State /Foreign) | foreign symbols to signaling. image/video recognition;
signal alignment or frequency tracking.
provoke identity
reactions.

1 | Troll Farms Coordinated human or | Industrial-scale person, L2 Account pattern analysis;

3 semi-automated manipulation. networks content duplication; micro-
accounts producing network detection.
inauthentic
engagement.

1 | Negative Recurrent Linguistic trust posts, L1 Phrase classifiers; entity-

4 | Institutional delegitimizing erosion. narratives phrase tracking.

Labeling adjectives applied to
institutions.

1 | Persistent Consistent dominance | Campaign-level narratives, L2 Rolling sentiment

5 | Negative of negative framing hostility. information aggregation; thresholds.
Framing toward an institution monitoring

over time.
1 | Narrative Distinguishing False-positive narratives, L2 Diffusion and clustering
6 | Spread vs campaigns from reduction. information analysis.
Isolated Events | sporadic criticism. monitoring
1 | Engagement Disproportionately Measures narrative posts, L2 Engagement normalization;
7 | Amplification high engagement on impact. information baseline comparison.
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destabilizing content. monitoring
1 | Persistent Anti- | Accounts repeatedly Repeat-offender person, L2 Longitudinal broadcaster
8 | State publishing anti-state identification. information ranking.
Broadcasters narratives. monitoring
1 | False-Flag Misattribution of Advanced cognitive | narratives, L4 Cause-effect inconsistency
9 | Operations responsibility or warfare. information detection; analyst review.
causality to confuse or monitoring
justify hostility.
2 | Online Digital activity Hybrid subversion narratives, L2 Narrative classification;
0 | Subversion undermining societal umbrella. information norm-violation detection.
norms or democratic monitoring
trust without overt
violence.
2 | Amplifying Promotion of Polarization narratives, L2 Group-based sentiment
1 | Divisive narratives designed to | operations. posts, groups analysis; amplification
Narratives fracture society. tracking.
2 | Engagement Sudden, inconsistent Activation indicator. | person, L4 Time-series anomaly
2 | Abnormalities shifts in posting or information detection.
engagement behavior. monitoring
2 | Geolocation Claimed local identity | External actor person, posts | L1- Metadata and enrichment
3 | Inconsistencies | conflicting with exposure. L2 analysis.
technical or contextual
indicators.
2 | Social Group Messaging tailored to | Cleavage narratives, L1- Group classifiers; targeting
4 | Targeting specific societal exploitation. groups L2 intensity metrics.
groups to exploit
grievances.
2 | Demographic Narratives aimed at Radicalization risk. | narratives, L2 Demographic classifiers;
5 | Targeting youth or marginalized groups grievance scoring.
populations.
2 | Outlier Accounts with Artificial boosting person, L2 Reach/follower ratios;
6 | Influence disproportionate reach | detection. networks engagement anomalies.
relative to follower
base.
2 | Cross-Platform | Same actors or content | Campaign information L4 Cross-platform
7 | Activity appearing across coordination. monitoring, fingerprinting.
platforms. networks
2 | High-Risk Abrupt multi-indicator | Pre-incident person, L4 Composite risk scoring.
8 | Behavioral behavioral changes. warning. information
Shifts monitoring
2 | Color Signaling | Use of ideologically Weak visual cue. posts L1 Color-scheme detection;
9 loaded color schemes. narrative correlation.
3 | Fake Crisis Fabrication or Destabilization narratives, L4 Crisis narrative detection;
0 | Creation exaggeration of crises | tactic. posts pattern similarity.
to induce panic.
3 | Cascading Sequential chaining of | Psychological narratives, L4 Threat-chain reconstruction.
1 | Threat threat narratives across | overload. information
Narratives sectors. monitoring
3 | Cognitive Sustained exposure to | Decision paralysis person, L4 Stress-narrative tracking.
2 | Fatigue conflicting or extreme | induction. narratives
narratives.
3 | Fear & Anxiety | Persistent emotionally | Core cognitive posts, L1 Emotion classifiers;
3 | Induction charged fear manipulation. narratives intensity thresholds.
messaging.
3 | Loss Aversion Exploiting fear of loss | Behavioral narratives, L4 Loss-frame detection.
4 | Manipulation to influence behavior. | manipulation. posts
3 | Sleeper Cell Dormant accounts Strategic activation | person, L2- Dormancy and
5 | Coordination activating detection. networks L4 synchronicity analysis.
simultaneously.
3 | Interference in Narratives National security narratives, L2 Election-topic detection;
6 | Democratic undermining elections | risk. information trust erosion scoring.
Processes or democratic monitoring

legitimacy.
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3 | Doxxing Public exposure of Coercion tactic. posts, person | L1 PII detection; target
7 private information to linkage.
intimidate.
3 | Common Anti- Recurrent Low-level narrative | posts, L1 Phrase dictionaries;
8 | State Phrases delegitimizing phrases | markers. narratives classifiers.
targeting the state.
3 | Code Words / Context-dependent Evasion detection. posts, L1 Dynamic slang DB;
9 | Slang euphemisms signaling narratives embedding analysis.
subversion.
4 | Hashtags Coordinated hashtag Campaign signal. posts Lo Hashtag extraction; co-
0 use to amplify occurrence tracking.
narratives.
4 | Ambiguity Deliberately vague Moderation evasion. | posts, L1 Ambiguity classifiers.
1 statements allowing narratives
plausible deniability.
4 | Mimicking Linguistic imitation to | Identity spoofing. posts, person | L1 Stylometric mismatch
2 | Local Dialects appear native. detection.
4 | Profile Images Generic, reused, or Sockpuppet person L1 Image reuse & Al-image
3 | & Avatars symbolic profile indicator. detection.
imagery.
4 | Seasonality Activity spikes around | Predictive information L3 Ideological calendar;
4 symbolic dates or monitoring. monitoring seasonal anomalies.
crises.
4 | Posting Times Coordinated or Operational person, L3 Time-series wave detection.
5 unusual posting-hour coordination. information
waves. monitoring
4 | Information Flooding information | Smoke-screen tactic. | information L4 Volume anomaly and
6 | Overload space to overwhelm monitoring saturation metrics.
attention.
4 | Narrative Planned introduction Early influence narratives, L2 Novel topic detection;
7 | Seeding of new narratives. stage. information diffusion tracking.
monitoring
4 | Narrative Repurposing Advanced framing narratives L4 Semantic drift detection.
8 | Hijacking legitimate narratives manipulation.
for hostile goals.
4 | Dog Whistles Coded messaging Selective posts, L1 Context-aware phrase
9 aimed at specific mobilization. narratives detection.
audiences.
5 | Cultural Manipulative reuse of | Identity exploitation. | posts, L1 Cultural symbol DB,;
0 | Appropriation cultural symbols or narratives misuse detection.
language.
5 | Information Masking Credibility information L4 Source-chain
1 | Laundering disinformation origins | engineering. monitoring reconstruction.
via intermediaries.
5 | Crisis Using real crises as Opportunistic narratives, L1 Crisis detection; narrative
2 | Exploitation cover for propaganda. | influence. posts linkage.
5 | Identity Shifts in persona or Deception and person L4 Stylometric drift analysis.
3 | Switching ideology over time. amplification.
5 | Associations Links to known hostile | Actor-level risk. person, L2 Entity lists; relationship
4 | with Subversive | organizations. networks extraction.
Groups
5 | Sockpuppets Multiple fake Artificial consensus | person, L1 Behavioral similarity
5 identities controlled by | creation. networks detection.
one operator.
5 | Bot-Like Automated or semi- Scale amplification. | person, L2 Regularity metrics;
6 | Activity automated posting networks similarity scoring.
behavior.
5 | Amplification Hub-and-spoke Campaign detection. | networks, L1 Centrality metrics; virality
7 | Patterns dissemination information anomalies.
structures. monitoring
5 | Divide-and- Promotion of inter- Social narratives, L4 Group sentiment &
8 | Conquer Tactics | group conflict fragmentation. groups grievance analysis.

narratives.
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5 | Lack of Avoidance or Echo-chamber narratives, L2 Interaction diversity
9 | Counter- suppression of reinforcement. groups metrics.
Narrative dissenting views.
Engagement
6 | Cross-Platform | Identical content Coordination information L4 Cross-platform vector
0 | Content replicated across evidence. monitoring, similarity.
Mirroring platforms. networks
6 | Coordinated Synchronized Influence operation | networks, L2 Temporal similarity
1 | Posting Patterns | dissemination by marker. information detection.
multiple accounts. monitoring
6 | Misinformation | Reusable tactical Doctrine-level narratives, L4 Pattern libraries; LLM
2 | Playbooks patterns for detection. information matching.
disinformation. monitoring
6 | Memes & GIFs | Humorous visuals Narrative softening. | posts L1 Meme classification; visual-
3 used to normalize semantic analysis.
narratives.
6 | Misleading Memes spreading false | Low-cost posts L1 Fact-mismatch detection.
4 | Memes or distorted manipulation.
information.
6 | Meme Warfare Systematic meme- Cognitive ops posts, L3 Meme diffusion analysis.
5 based psychological channel. narratives
operations.
6 | Emotionally Sustained fear, anger, | Emotional hijacking. | posts, L4 Emotion-intensity trend
6 | Charged or betrayal narratives. narratives analysis.
Messaging
6 | Disinformation | Sustained Strategic narratives, L2 Fact-checking integration;
7 | Campaigns dissemination of false | manipulation. information reuse detection.
or manipulated monitoring
information.
6 | Astroturfing Fabricated appearance | False legitimacy information L1 Authenticity checks;
8 of grassroots support. creation. monitoring, consensus anomalies.
narratives

COSPIRACY INDICATORS

# Indicator Definition HIPSTER Scope Scope Level System Requirements
& Context

1 | Monitored A maintained Entry point for all information LO Registry of theories; frequency
Conspiracy catalogue of conspiracy-specific | monitoring ranking; per-theory dashboards;
Theories conspiracy theories | analytics in admin/analyst management.
Registry monitored by the HIPSTER.

system, ranked by
frequency, reach,
and activity, with
drill-down analytics
per theory.

2 | Code Words Terms, phrases, Detects evasive and | posts, L1 Theory-specific dictionaries;
and numbers, or coded narratives text/hashtag/metadata scanning;
Euphemisms symbols that conspiratorial editable vocabularies; attribution

indirectly reference | communication. to triggering theory.
conspiracy theories

while signaling in-

group

understanding (e.g.,

“the plan,” “puppet

masters”).

3 | Color Schemes | Use of recurring Weak but scalable posts L1 Defined color palettes per
and Visual color palettes or visual conspiracy theory; image & thumbnail
Aesthetics dark/ominous signals. analysis; visual pattern tagging.

visual styles
commonly
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associated with
specific conspiracy
narratives.

4 | Conspiratorial | Explicit conspiracy- | Baseline conspiracy | posts, LO Per-theory keyword sets;

Keywords related terms and detection layer. narratives text/hashtag/title scanning;
phrases (e.g., admin-editable lists; theory
“cover-up,” “false attribution.
flag,” “wake up”).

5 | Iconography of | Recurrent depiction | Identifies symbolic | posts L1 Iconic-figure lists per theory;

Figures of specific protagonists and image detection; continuous
individuals as antagonists. updates; attribution to theory.
symbolic figures
within conspiracy
narratives, often
exaggerated or
caricatured.

6 | Ideological Visual symbols Visual shorthand posts L1 Symbol databases; object
Symbols and repeatedly for conspiratorial detection; admin-managed
Icons interpreted as meaning. catalogues; explicit symbol—

“coded messages” theory linkage.
in conspiracies

(e.g., pyramids, all-

seeing eyes).

7 | Militaristic and | Images presenting Indicates escalation | posts L2 Uniform/weapon detection;
Uniformed armed, uniformed, and mobilization emotion recognition in images;
Imagery or militant narratives. analyst-maintained symbol lists.

aesthetics implying
organized
resistance to
perceived threats.

8 | Propagandistic | Manipulated or Visual posts L2 Propaganda-style classifiers;
Imagery exaggerated visuals | radicalization and visual criteria traceability;

designed to mobilization emotion analysis.
provoke fear, anger, | signals.

or hostility (e.g.,

demonized public

figures).

9 | Religious or Use of religious or | Sacralization of posts L2 Religious/mythological symbol
Mythological mythological conspiratorial lexicons; image detection;
Symbols imagery to frame narratives. theory-specific attribution.

conspiracies as
prophecy, salvation,
or cosmic struggle.

1 | Sensational Headlines or Drives conspiracy posts L1 Clickbait ruleset; keyword

0 | Headlines and | summaries using consumption and explanation tooltips; automatic
Clickbait exaggerated virality. labeling; text classification.

emotional tone or
secrecy cues to
attract attention
(“You won’t
believe...”).

1 | Coordinated Multiple actors Detects orchestrated | information L4 Temporal correlation; similarity

1 | Posting publishing identical | conspiracy monitoring, detection; network graphs;
Activity or highly similar campaigns. networks originator vs amplifier

conspiracy content identification; interactive
within short time timelines.
windows.

1 | Echo Closed or semi- Accelerates belief groups, L4 Closed-group monitoring;

2 | Chambers and | closed communities | reinforcement and networks repetition detection; narrative
Reinforcement | repeatedly radicalization. homogeneity metrics; network

circulating the same visualization.
conspiracy

narratives without
external challenge.
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1 | Influencer Highly influential Actor-centric person, L2 Influence scoring (reach,

3 | Networks accounts acting as conspiracy networks engagement, speed); network
primary amplifiers | dissemination graphs; longitudinal tracking;
or originators of analysis. filtering by theory.
conspiracy
narratives.

1 | Conspiratorial | General use of Linguistic posts, L1 Keyword & phrase detection;

4 | Language language implying | conspiracy marker. | narratives theory-specific attribution;
hidden powers or editable vocabularies.
manipulation
(“controlled
media,” “hidden
hands”).

1 | Apocalyptic or | Framing High-risk narratives L4 Aspect-based sentiment analysis;

5 | Existential conspiracies as mobilization NER; text classification.

Framing existential threats framing.
where immediate
action is required to
avoid catastrophe.

1 | Binary Presenting issues as | Polarization driver. | narratives L2 Aspect-based sentiment analysis;

6 | Framing absolute good vs polarity scoring.
evil, truth vs lies,
eliminating nuance.

1 | Heroes and Consistent portrayal | Narrative narratives L2 Role identification; sentiment

7 | Villains of “truth-tellers” structuring of analysis; side definition.

Framing versus malevolent conspiracies.
elites or
institutions.
1 | Victimization Depicting believers | Justifies distrust narratives L2 Aspect-based sentiment analysis;
8 | and or the public as and resistance. grievance detection.
Persecution oppressed, silenced,
Narratives or attacked by
powerful forces.
1 | Highly Extreme emotional | Emotional posts, L2 Emotion distribution analysis;
9 | Charged language inducing manipulation narratives fear-level measurement; LLM
Language fear, anger, or signal. support.
betrayal.

2 | Narrative Recurrent Structural narratives L2 LLM-based narrative template

0 | Structures conspiracy story conspiracy detection; diffusion analysis;
templates (hidden identification. vector storage & clustering.
agenda,
protagonists vs
antagonists, “sacred
mission”).

2 | Polarizing “Us vs them” Social division narratives L2 Sentiment & entity analysis;

1 | Terminology language mechanism. polarity extraction.
positioning
believers against
outsiders.

2 | Posting Sudden spikes in Activation and information L3 Time-series anomaly detection;

2 | Frequency and | conspiracy-related | escalation indicator. | monitoring SIGACT correlation; date

Burstiness posting aligned classifiers.
with events or
signals.
2 | Seasonality Recurrent Predictive information L3 Conspiracy-relevant date lists;
3 | and Significant | conspiracy activity | conspiracy monitoring seasonal pattern detection.
Dates around symbolic monitoring.
dates (elections,
anniversaries,
summits).

2 | Demonizing Language Escalation and narratives L2 Classification models; LLM-

4 | Language portraying dehumanization assisted detection.
opponents as signal.

subhuman, evil, or
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inhuman.
2 | Language and | Correlation Audience targeting | posts, person | L4 Language & geo classifiers;
5 | Location between specific analysis. warehouse analytics; LLM/ML
Preferences conspiracies and hybrid approach.
languages, regions,
or demographics.
2 | Misinformation | Distorted statistics, | Core disinformation | narratives L4 Fact-checking integration; IR
6 | and Fact fabricated data, or mechanism. pipelines; advanced validation
Manipulation selective quotation workflows.
presented as
evidence.
2 | Paranoia and Language Cognitive narratives L2 Text classification; NER;
7 | Distrust expressing destabilization paranoia-pattern detection.
pervasive distrust marker.
toward institutions,
science, or media.
2 | Selective Referencing Legitimization narratives L4 IR systems; historical fact
8 | Historical historical events through history comparison; classification.
Revisionism while distorting manipulation.
facts to support
conspiracies.
2 | Symbolic Use of specific Narrative anchoring | narratives L1 IR-based detection; historical
9 | Historical historical events as | technique. reference classification.
Events symbolic “proof”
within conspiracies.

RADICALIZATION INDICATORS

1.2 RADICALIZATION INDICATORS - GENERAL

# Indicator Explicit Definition HIPSTER Scope Scope Level | System Requirements
& Context
1 | Related All images and symbolic Enables visual posts, L1 Image gallery per
Media — visual elements published grounding of narratives narrative; linkage to
Images & together with a narrative or | radical narratives post text; symbol
Symbols post, including icons, and symbolic tagging; analyst drill-
symbols, memes, and analysis. down.
illustrative graphics.

2 | Related All video materials (clips, Detects audiovisual | posts, L1 Video gallery;

Media — thumbnails, embedded radicalization cues. | narratives thumbnail analysis;
Video videos) associated with a linkage to narrative
narrative. card.

3 | Specific Distinct expressions, Linguistic posts, L1 Expression frequency

Expressions | slogans, or recurring fingerprinting of narratives tables; occurrence
phrases characteristic of a narratives. counters; sortable lists.
radical narrative.

4 | Hashtags Hashtags used to label, Campaign-level posts LO Bubble chart (top
amplify, or coordinate amplification ~100); adjustable
narrative dissemination. signals. display size; filtering

by hashtag frequency
(not engagement);
click-through to post
lists.

5 | Keywords Core terms and phrases Semantic backbone | posts, L1 Keyword extraction
repeatedly associated with a | of narratives. narratives model; bubble chart
specific ideology, visualization;
movement, or radical frequency-based
message. filtering; drill-down to
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sources.

6 | Target Social groups explicitly or Audience-centric narratives, L1 Predefined audience
Audience / | implicitly targeted by the radicalization groups taxonomy; lists and
Social narrative (e.g., youth, analysis. overlap visualizations;
Groups vulnerable groups, optional Venn-style

ideologically aligned diagrams.
audiences).

7 | Main The core, condensed Central meaning narratives L1 LLM-based
Message message the narrative extraction for summarization; single-

intends the audience to narrative cards. sentence core message;
accept and remember. analyst validation.

8 | Narrative Intended goal of the Intent detection narratives L1 Purpose classifier
Purpose narrative (recruitment, across radical (LLM); multi-label

mobilization, justification, narratives. support; analyst-
polarization, fear-spreading, editable taxonomy.
identity formation).

9 | Ideological | Explicit or implicit linkage | Ideological narratives LO Ideology classifier
Association | to political, religious, or anchoring of (LLM); linkage to

socio-economic ideologies | narratives. ideology registry.
(e.g., nationalism,

extremism, anti-

government).

10 | Conspiracy | References to known Cross-domain narratives LO Matching against
Association | conspiracy theories or linkage conspiracy registry;

conspiracy-style reasoning. | (radicalization + LLM inference; theory
conspiracies). attribution.

11 | Religious Use of religious values, Sacralization of narratives LO Religious
Association | symbolism, or distorted radical narratives. symbol/value

religious arguments. detection; contextual
classification.

12 | Association | Explicit or implicit support | Group-level radical | narratives LO Matching against
with for known radical or alignment radical-group registry;
Radical extremist movements or detection. rhetoric pattern
Movements | their rhetoric. detection.

13 | 5th Column | Indicators of internal Hybrid-threat and narratives L1 Pattern-based
Association | subversion: internal enemy | influence-operation classification; linkage

framing, institutional linkage. to 5th-column
distrust, societal division, indicators; analyst
masked propaganda. justification.

14 | Framing The dominant framing Cognitive narratives L1 Framing-strategy
Strategy technique used manipulation classifier (LLM);

(victimization, strategy detection. framing handbook (T6
empowerment, us-vs-them, taxonomy).
hero/villain, binary,

apocalyptic).

15 | Association | Narrative linkage to Temporal activation | narratives, L2 Date classifier;
with elections, anniversaries, analysis. information keyword/event
Strategic crises, or symbolic dates. monitoring matching; warehouse-
Events / based reporting.

Dates

16 | Counter- Content explicitly designed | Prevention and narratives L1 Counter-narrative

Narrative to counter, neutralize, or de- | mitigation analysis. registry; linkage
radicalize the narrative. between narrative and
counter-narrative.

17 | Engagement | Evolution of likes, shares, Measures narrative | information | L1 Automated
Trends comments, views over time. | traction and monitoring engagement collection;

momentum. time-series charts; BI
export; comparative
views.

18 | Post Frequency of posts related Activation and information | L3 Time-filtered bar
Frequency to the narrative over time. escalation tracking. | monitoring charts; narrative-level
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aggregation.

19 | Influencers | High-reach Actor-level person, L2 Influencer detection
individuals/accounts amplification networks (>10k followers,
frequently disseminating the | analysis. configurable);
narrative. engagement metrics;

profile drill-down.

20 | Agents Accounts acting in a Active operator person L2 Behavioral consistency
targeted, repetitive manner | identification. rules (=1 post/week);
to promote the narrative. thematic focus

analysis.

21 | Saturation Degree to which a narrative | Market-penetration | information | L3 Saturation rules (30%
dominates sources, posts, assessment. monitoring sources, 25% posts,
and engagement within a 35% high-engagement
time window. shares, growth rate

>15%); radar charts.

22 | Sources Channels, groups, or Distribution- information | LO Source lists; top-source
platforms where the channel mapping. monitoring ranking.
narrative is disseminated.

23 | Theme Higher-level thematic Thematic narratives L1 Narrative-to-theme
category grouping multiple | aggregation. mapping; arc-based
narratives. visualization;

engagement-weighted
nodes.

24 | Region References to cities, Geographic narratives L1 Entity extraction;
countries, or regions. contextualization. region lists.

25 | Seasonality | Recurring temporal patterns | Predictive information | L3 Seasonal anomaly
in narrative activity. monitoring. monitoring detection; warehouse

analytics.

26 | Network of | Relationships between Narrative narratives LO Graph database;

Narratives narratives (overlap, ecosystem narrative linkage
reinforcement, evolution). modeling. edges.

27 | Narrative Lifecycle stages: Escalation-phase narratives L3 Phase detection over

Phases Emergence — analysis. time; curve
Amplification — Maturity visualization;
(repeatable). warehouse reports.

28 | Sentiments | Aggregate sentiment Emotional tone narratives LO Sentiment aggregation;
polarity monitoring. percentage
(positive/negative/neutral). breakdowns.

29 | Emotions Distribution of emotions Emotional narratives LO Emotion classifiers;
(fear, anger, contempt, manipulation percentage
sadness, etc.). analysis. distributions.

30 | Bot Automated or semi- Artificial networks L2 Bot-behavior

Networks automated accounts acting amplification detection; sync
in synchrony. detection. analysis; warehouse
reporting.

31 | Languages | Languages used to Audience and posts LO Language detection;
disseminate the narrative. origin profiling. language lists.

32 | Narrative Structural components: Deep narrative narratives L2 LLM-based structure

Structure emotional intent, trust- analysis. detection; narrative
building, framing, target handbook integration.
message.

33 | Coordinated | Evidence of organized Campaign-level networks, L3 Temporal similarity

Activity promotion via synchronized | detection. information detection; network
actors or bots. monitoring analytics.

34 | Hidden Implicit or encoded Plausible- narratives L1 LLM inference; analyst

Message messages not explicitly deniability validation.
stated. detection.
35 | Threat / Composite assessment of Governance-level narratives LO Risk-scoring formula;
Risk Level | longevity, escalation type, risk scoring. comparative baselines.

speed, and danger.
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36 | Escalation Rate at which narrative Early-warning information | L3 Growth-rate
Speed intensity and reach increase. | indicator. monitoring calculation; alert

thresholds.

37 | Beneficiary | Actor, group, or ideology Strategic-interest narratives LO Network + narrative

benefiting from narrative analysis. inference;
spread. bubble/context
analysis.

38 | Sentiments | Sentiment derived from Credibility-adjusted | narratives L2 Fact-linked sentiment
(Factual) fact-checked or verified sentiment view. analysis.

content.

39 | Emotions Emotion analysis Reduced-noise narratives L2 Fact-filtered emotion
(Factual) constrained to verified emotional classifiers.

content. assessment.

40 | Narrative vs | Interaction between radical | Effectiveness of narratives L1 Comparative
Counter- content and moderating counter-measures. engagement and
Narrative responses. sentiment analysis.
Relationship

41 | Intended Emotion the narrative aims | Cognitive-intent narratives LO LLM-based intent
Emotional to evoke in the audience. detection. inference; emotion-
Reaction goal mapping.

1.3 RADICALIZATION INDICATORS - PERSON LEVEL
# Indicator Explicit Definition HIPSTER Scope Level System Requirements
Scope &
Context

1 | Language Languages used by the Identity, origin, person, L1 Language classifier; pie
person across posts, and audience posts chart by volume;
comments, and reposts profiling. aggregation across
(likes excluded). platforms; exclude likes.

2 | Basic Metadata | Publicly available profile Baseline identity | person LO Unified person schema (bio,
attributes (name, and attribution followers, friends, platform
username, bio, work, layer. IDs, verification, join date).
education, location,
connections).

3 | Last Interaction | Most recent observable Activity recency | person LO Unified timestamp across
activity timestamp across indicator. platforms; single value per
all sources. person.

4 | User Account Account creation dates per | Longevity and person LO Platform-specific creation

Creation Date platform. trust assessment. dates; tabular view.

5 | Media Channels | Platforms and channels Cross-platform person, LO Channel list; username
where the person is active | footprint information correlation; optional email-
(FB, X, Telegram, mapping. monitoring based account discovery.
YouTube, blogs).

6 | Content Topics most frequently Thematic person, L2 Topic classifier; bar chart;

Themes used or referenced by the radicalization narratives topic activity index; editable
person. signals. topic taxonomy.

7 | Narrative Distribution of narratives Narrative-level person, L3 Narrative classifier;

Spread disseminated by the person | influence narratives normalized % (100%);
(percentage-based). profiling. narrative activity index.

8 | Hate Speech Proportion of posts Escalation and person, L4 Hate-speech model; % of
(Calculated) containing hate-speech violence risk posts total content; time-range

elements. signal. filter; threshold alerts.

9 | Social Bubble Graph of persons and Detection of person, L4 Graph DB; engagement-
accounts the individual radicalized networks weighted nodes; topic-
repeatedly interacts with. networks. colored clusters; top

leaders/topics.

1 | Echo Chamber | Degree of participation in Ideological person, L2— | Community detection; ECP

0 | Participation closed, reinforcing reinforcement networks L4 index; cluster thresholds
communities. detection. (=50% internal sharing).

1 | Interaction Person’s interactions: likes, | Behavioral person L2 Time-series per interaction
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1 comments, shares, views intensity type; multi-curve
over time. tracking. visualization.
1 | Influence Reactions received from External impact person, L3 Engagement-in metrics;
2 others (likes, comments, measurement. networks time-series visualization.
shares).
1 | Sudden Abrupt changes in activity, | Early-warning person L3 Anomaly detection; baseline
3 | Changes tone, or content. behavioral signal. deviation flags.
1 | Narrative Shifts | Changes in narratives used | Ideological drift | person, L3 Narrative time-series; rolling
4 over time. detection. narratives averages; >6-month view.
1 | Behavioral Changes in posting Escalation person L3 Comparative behavior
5 | Shifts frequency, platforms, trajectory metrics; temporal alignment.
timing, or content type. analysis.
1 | Topic Shifts Changes in dominant Radicalization person, L3 Topic time-series;
6 topics over time. pathway signal. narratives engagement-weighted
curves.
1 | Psychological Transition from neutral Indoctrination person, L3 Emotional intensity metrics;
7 | & Ideological language to emotionally detection. narratives extremist lexicon use;
Commitment loaded or ideologically commitment index.
rigid language.
1 | High Rapid transition from High-risk person L3 Rad Index formula;
8 | Radicalization passive to active radical escalation thresholds; color-coded risk
engagement. marker. categories; 6-month trend.
1 | 5th Column Boolean indicator linking Hybrid-threat person L2 Rule-based classification;
9 | Association the person to internal linkage. profile flag.
subversion patterns.
2 | Social Media Distribution of content Activity person LO Bar chart by content type
0 | Content types (posts, videos, lives, | composition and platform.
shares). overview.
2 | Sentiments Overall sentiment Emotional person, L2 Sentiment classifier;
1 distribution polarity narratives speedometer or percentage
(positive/negative/neutral). | monitoring. view.
2 | High-Risk Composite high-risk status | Governance-level | person L4 Multi-rule engine; centrality,
2 | Profile (extremism, violence, risk flag. violence, propaganda
coordination). thresholds; justification drill-
down.
2 | Target Social groups targeted by Recruitment and | person, L1 Audience taxonomy;
3 | Audience the person’s content. influence groups editable groups; risk
analysis. segmentation.
2 | Social Media Role classification Actor-type person L4 Role classifier; confidence
4 | Status (influencer, agent, bot, identification. scoring.
troll, user).
2 | Intolerance for | Hostile responses toward Polarization and | person, L2 Toxicity detection; cancel-
5 | Opposition opposing views. cancel-culture narratives technique classifier.
signal.
2 | Silence Periods of inactivity Tasking or person L3 Burst detection (>3x
6 | Followed by followed by sudden coordination baseline); time-window
Bursts activity spikes. signal. comparison.
2 | Rapid Shift toward calls for Pre-incident person, L4 Multi-axis mobilization
7 | Mobilization action, recruitment, or escalation narratives index; CTA detection;
engagement. indicator. commitment scoring,.
2 | Suspicious Posting times aligned with | External operator | person L3 Activity-hour heatmap;
8 | Active Times foreign time zones. indicator. timezone inference.
2 | Feelings (Long- | Persistent emotional states | Psychological person L2 LLM emotion inference;
9 | Term) (alienation, confusion). vulnerability pie/radar charts.
analysis.
3 | Emotions Immediate emotions (fear, | Momentary person L2 Emotion classifier; radar
0 | (Short-Term) anger, disgust, joy). escalation signal. chart.
3 | Behavioral Long-term evolution of Radicalization person L3 Warehouse analytics;
1 | Changes Over channels, content type, and | trajectory anomaly detection.
Time volume. mapping.
3 | Behavioral Gradual shifts in tone, Progressive person L3 Sentiment/emotion drift;
2 | Trends rhetoric, and interaction radicalization rhetoric change detection;
(Calculated) patterns. detection. comparative analysis.
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3 | Radicalization Current stage in Governance and | person L3 Stage classifier (grievance
3 | Stage radicalization lifecycle. intervention — violence —
planning. deradicalization).
3 | Human or Bot Probability that content is Automation person L2 Bot-likelihood classifier;
4 | (Calculated) human- or bot-generated. detection. statistical + Al model.
3 | Covered Use of wordplay, Plausible person, L2 Covered-language classifier;
5 | Language ambiguity, or indirect deniability narratives slang/context mapping.
expressions. detection.
3 | Slang Use of group-specific or In-group person, L2 Slang dictionary; LLM
6 coded slang. signaling narratives contextual inference.
detection.
3 | Abnormal Continuous 24/7 activity or | Automation or person L4 Behavioral rules; warehouse
7 | Activity extreme silence. coordination baselines.
marker.
3 | Post Frequency | Number of posts per time Activity intensity | person L3 Frequency counters;
8 unit. signal. thresholds.
3 | Burstiness Periodic or clustered Task-driven person L3 Burst metrics; periodicity
9 posting patterns. activity indicator. detection.
4 | Engagement Distribution of likes, Interaction person L1 Engagement-type classifier.
0 | Type Pattern shares, reposts. strategy
profiling.
4 | Same Text Identical or near-identical Coordinated person L4 Semantic similarity
1 | Across content across platforms. promotion signal. (IR/LLM); cross-platform
Channels matching.
4 | Feelings Temporal evolution of Psychological person L3 Emotion time-series;
2 | Change emotional states. escalation interpolation/extrapolation.
tracking.
4 | Amplification Preferential amplification Coordinated person, L3 Amplification ratio; actor-
3 | Pattern of specific content or influence signal. | networks centric analysis.
actors.
4 | Viral Content Content significantly Disproportionate | person L4 Outlier detection; content-
4 | (Calculated) outperforming baseline reach detection. type normalization.
engagement norms.
4 | Community Membership or Network-based person, L2 Community membership
5 | Belonging participation in risk context. groups inference; graph analysis.
communities.
4 | Betweenness Degree to which the person | Broker / person, L2— Centrality metrics;
6 | Centrality connects otherwise coordinator networks L4 SOM/KNN clustering.
separate clusters. detection.
4 | Deviation from | Degree of deviation from Leadership or person L2—- | Distance-from-mean
7 | Group Mean group norms. radical outlier L4 calculation.
detection.
4 | IP (If IP address metadata. Attribution person LO Metadata capture (if lawful).
8 | Available) support.
4 | UTC (If UTC timestamps from Temporal person L1 Metadata capture.
9 | Available) metadata. normalization.
5 | VPN Usage Detection of VPN or Obfuscation person LO Metadata inference (if
0 anonymization services. indicator. available).
5 | Device Info Device type and model Attribution and person LO Device fingerprinting (if
1 metadata. automation clues. available).
5 | Propaganda Identification of Information person, L3 Propaganda classifier; type
2 propaganda content warfare narratives taxonomy.
(initially pro-Kremlin). detection.
5 | Communication | Patterns of who, when, and | Interaction person LO Communication graphs;
3 | Metadata how often the person profiling. frequency tables.
communicates.
5 | Location Data Geographic metadata of Origin and person L1 Geo-heatmaps; region
4 publishing. targeting aggregation.
analysis.
5 | Active & Typical hours and days of | Behavioral person L1 Hourly/weekly heatmaps.
5 | Communication | activity. rhythm profiling.
Time
5 | Time Zone Inferred posting time zone. | Origin spoofing person L1 Time-zone inference model.
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topic-related content
(likes, comments,

resonance.

6 | (Calculated) detection.

5 | Algorithmicity | Boolean indicating Automation risk | person L1 Rule-based + ML classifier.

7 | (Calculated) algorithmic or scripted signal.

behavior.
1.4 RADICALIZATION INDICATORS - TOPIC LEVEL
# Indicator Definition HIPSTER Scope & Scope Level System Requirements
Context

1 | Actors Accounts or personas Identifies topic- person, posts | L1 NER on posts; actor
that consistently specific agents and aggregation; consistency rules
communicate on the sustained (=1 post/week); rhetoric
given topic, participants. similarity tracking; time-
demonstrating interval analysis.
repeated thematic
engagement over time.

2 | Influencers Accounts or persons Topic-level person, L1 Automatic influencer
with a large follower amplification and networks assignment; follower count
base that frequently opinion-shaping display; engagement metrics;
mention or promote detection. TOP ranking by topic
the topic and generate frequency; configurable
disproportionate threshold (default >10k
engagement. followers).

3 | Narratives Distinct narratives Topic decomposition | narratives L1 Narrative classification
associated with the into narrative strands. model; bar-chart visualization;
topic, each mandatory theme assignment
representing a per narrative.
coherent storyline or
interpretation.

4 | Hashtags Hashtags used to label, | Campaign and posts L1 Extraction from metadata;
amplify, or coordinate | coordination signals bubble-chart visualization;
dissemination of the at topic level. size proportional to frequency;
topic. hover details (hashtag, count,

linked themes).

5 | Keywords Recurrent keywords Semantic backbone posts L1 Metadata extraction; bubble-
and key phrases of topic discourse. chart visualization; frequency-
associated with the based sizing; drill-down to
topic, including posts.
slogans and shorthand
references.

6 | Links with Analytical linkage Cross-domain risk posts, L2 Classification model; force-
Conspiracies | between topic-related | contextualization. narratives directed network graph; visual
and posts and predefined flag/icon on posts linked to
Ideologies conspiracy theories or conspiracies or ideologies.

ideological
frameworks (e.g.,
antisemitism,
authoritarianism).

7 | Languages Languages used in Audience and origin | posts LO Language detection; pie-chart
topic-related content, profiling. visualization; percentage
expressed as relative breakdown.
proportions.

8 | Involved Social groups Audience-centric narratives, L2 Social-group taxonomy; LLM
Social explicitly or implicitly | radicalization groups + vector DB matching; visual
Groups / targeted by the topic analysis. diagram where color = group,
Target (e.g., unemployed, size = engagement.
Audiences pensioners, youth).

9 | Engagement | Aggregated interaction | Measures topic information L3 Engagement formula
(Aggregated) | volume across all traction and monitoring definition; interactive bar

chart; separate bars per
interaction type with distinct
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shares, views). colors; topic-level
aggregation.

1 | Domain Higher-level domain Contextual framing narratives L1 Domain assignment logic;

0 grouping the topic above topic level. fixed domain taxonomy;
(e.g., politics, religion, domain displayed above topic.
security, health,
conspiracies).

1 | Timeline Temporal evolution of | Activation and information L3 Time-series line/bar charts;

1 the topic showing escalation tracking. monitoring engagement on Y -axis;
emergence, growth, selectable time windows;
and decline. synchronized filtering across

widgets.

1 | Location Geographic entities Spatial posts, L1 NER for locations; object

2 referenced or visually | contextualization. narratives recognition (images/video);
detected in topic- region aggregation.
related content.

1 | Emotion Distribution of Emotional tone posts L1 Emotion classifiers;

3 | (Static) emotions expressed in | snapshot. percentage display based on
topic-related content at post counts.

a given time.

1 | Emotional Change of emotional Emotional escalation | information L3 Sentiment/emotion time-series

4 | Dynamics distribution over time | or de-escalation monitoring graphs; trend detection.
for the topic. analysis.

1 | Target More granular Recruitment and narratives, L2 Classification via NER and

5 | Audience classification of the influence targeting groups LLM; audience labels per

(Refined) intended or reached analysis. narrative.
audience segments.

1 | Engagement | Analytical engagement | Detection of information L2 Advanced engagement

6 | (Advanced) metrics beyond raw abnormal monitoring models; anomaly detection;
counts (velocity, amplification. configurable thresholds.
spikes, engagement-
per-post).

1 | Power Short, emotionally or Rhetorical posts, LO Curated phrase lists;

7 | Phrases ideologically charged | reinforcement narratives frequency counters; analyst-
phrases repeatedly detection. editable dictionaries.
used to strengthen the
topic narrative.

1 | Classification | Classification of the Governance-level narratives L2 LLM-based topic

8 | (Cultural / topic as cultural, contextual labeling. classification; confidence

Political) political, socio- scoring; multi-label support.
economic, religious, or
mixed.
1.5 RADICALIZATION INDICATORS - POST LEVEL
# Indicator Explicit Definition | HIPSTER Scope Scope Level System Requirements
& Context

1 | Content Type | The structural type | Fundamental post | posts LO Explicit content-type field;
of the data object: metadata for all support for composite types
post, comment, downstream (e.g., text + image).
repost, article, or analytics.
mixed object.

2 | Date Exact publication Temporal posts LO Unified timestamp (UTC);
date and time of ordering and platform-native + normalized
the post. timeline formats.

alignment.
3 | Author Author identifier Attribution and posts, person | LO Author entity resolution;

(name, surname if
available,
username, platform
ID).

persona linkage.

linkage to persona profile.
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4 | Topic Primary topic(s) Entry point for posts, L1 Topic classification model;
associated with the | topic-centric narratives multi-topic support.
post. dashboards.

5 | Domain High-level domain | Contextual posts, L1 Domain taxonomy; rule- or
to which the post framing above narratives LLM-based assignment.
belongs (politics, topic level.
religion, security,
health,
conspiracies, etc.).

6 | Narrative Narrative(s) that Narrative-level posts, L1 Narrative classifier; multi-
the post aggregation and narratives narrative assignment.
semantically escalation logic.
supports or
propagates.

7 | Feelings Detection of Early posts L1 LLM/ML classifier; feeling
underlying feelings | vulnerability and categories (negative / neutral /
expressed in the radicalization positive); longitudinal tracking
post (e.g., signal. per author.
alienation,
aggression, hope).

8 | Sentiments Overall sentiment Emotional posts L1 Sentiment classifier;
polarity: positive, baseline and drift sentiment-change tracking
negative, or analysis. over time.
neutral.

9 | Emotions Specific emotions | Fine-grained posts L1 Emotion classifier; risk tagging
expressed (anger, emotional for high-risk emotions;
fear, sadness, joy, escalation temporal emotion tracking.
trust, surprise). detection.

10 | Language Language in which | Audience posts LO Language detection model;
the post is written. | profiling and per-post language label.

origin inference.

11 | Connectionto | Any explicit or Core posts, L2 Text/image classifiers; symbol

Extremist implicit linkage to | radicalization and | narratives detection; relationship
Groups / extremist security-risk modeling; mandatory visual
Ideologies ideologies, radical | indicator. flag when linkage detected.
movements,
conspiracies, or
terrorist groups.
12 | Relation to Semantic Contextual posts, L2 LLM-based semantic
Topic / relationship positioning of the | narratives matching; similarity score (0—
Narrative between post post within the 100%); max configurable top-
content and information N narratives (default 5); force-
predefined topics ecosystem. directed graph visualization.
or narratives,
including strength
of alignment.

13 | Hate Speech Presence and Escalation and posts L1 Hate-speech classifier;
proportion of hate | violence-risk percentage score; expandable
speech within the signal. tooltip/panel with details.
post.

14 | Content Media | Actual media Multimodal posts LO Media-type detection; explicit
content included: analysis listing of included formats.
text, image, video, | coordination.
audio, or
combinations.

15 | Hashtags Hashtags explicitly | Coordination and | posts LO Hashtag extraction; per-post
used in the post. amplification hashtag list.

signal.
16 | Radicalization | Composite Post-level posts L4 Rule-based + statistical model
Level assessment of escalation trigger. using defined features (hate %,

whether and how

themes, symbols, violence
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strongly the post
contributes to

cues, author risk); color-coded
risk label.

radicalization
(none — very
high).

17 | Post Engagement Impact and reach | posts, L1 Engagement aggregation;
Engagement metrics: likes, measurement. information time-series visualization

comments, shares, monitoring (daily/weekly/monthly).
reposts, views

(platform-

dependent).

18 | Clickbait Content designed Attention- posts L1 Clickbait classifier; rule

Content to attract clicks via | manipulation explanations; tooltip showing
sensationalism, detection. triggered rules and keywords.
emotional
exaggeration, or
curiosity gaps.

19 | Phishing / URLs intended to Fraud and posts L2 URL reputation lists; similarity
Misleading mislead users or coercion risk checks; warning flags for
URLs imitate sensitive detection. sensitive-domain imitation.

services (banks,
delivery
companies, etc.).

20 | Misleading Visual content Visual posts L1 Image/video classifiers;

Memes / GIFs | (memes, GIFs) psychological- propaganda-template
used to distort operations matching; multimodal
facts, manipulate channel. detection.
emotions, or spread
propaganda.

21 | Location Geographic Spatial context posts L1 NER-based location
location referenced | and targeting extraction; optional metadata
in or associated analysis. enrichment.
with the post (if
available).

22 | Keywords Key terms and Semantic posts L1 Keyword extraction (NER +
phrases extracted anchoring and ML); multilingual support.
from the post. cross-indicator

linkage.

23 | Human or Bot | Probability that the | Automation and posts L1 Bot-likelihood classifier; LLM
post was generated | manipulation + statistical signals.
or amplified by a detection.
bot or automated
system.

24 | Relations References or links | Network and posts, LO- | NER/NEL/RE pipelines;
to other posts, influence networks L1 vector DB; graph edges.
persons, or entities. | modeling.

25 | Propaganda Identification of Information- posts, L1 IR + LLM classifiers;
propaganda content | warfare detection. | narratives propaganda taxonomy.

(e.g., state-aligned,
ideological).

26 | Coordinated Evidence the post Campaign-level posts, L2 Temporal similarity; graph
Activity is part of an escalation signal. | networks DB; warehouse analytics.

organized
dissemination
effort.
27 | Clean Degree to which Possible Al- posts L1 Linguistic-cleanliness scoring;
Language language is generated content LLM inference.
unusually formal, indicator.
error-free, or
sanitized.
28 | Slang Use of informal or | In-group posts L1 Slang dictionaries; contextual
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group-specific signaling inference.
slang. detection.
29 | Code Use of coded Evasion and posts L1 Code-language lexicons;
Language words, symbols, or | insider signaling semantic similarity detection.
euphemisms. detection.
30 | Covered Wordplay, Plausible- posts L1 LLM-based ambiguity and
Language ambiguity, deniability indirectness detection.
metaphors, or detection.
indirect phrasing
used to obscure
meaning.

31 | Power Phrases | Short, emotionally | Rhetorical posts L1 Curated phrase lists; NER-
or ideologically amplification based detection; institutional
charged phrases signal. data sources.
reinforcing
narratives.

32 | Anomalies Unusual patterns or | Final-stage posts L4 Anomaly detection across
inconsistencies in escalation or content and engagement
content, tone, or deception signal. dimensions.
engagement
relative to baseline.

1.6 RADICALIZATION INDICATORS - EVENT LEVEL
# Indicator Explicit Definition | HIPSTER Scope & Scope Level System Requirements
Context

1 | Event Date Temporal boundaries | Core temporal events L3 Start/end date fields; support for
of the event, defined | anchor for event single-date and period logic;
as a single date or a reconstruction and optional (not mandatory); UTC
date range (“from— correlation. normalization.
to”), representing
when the event
occurs or unfolds.

2 | Event Map Geographic Spatial situational events, L2 Interactive map widget;
visualization of all awareness for information geocoded entities from
locations associated events. monitoring text/images/video; clustering for
with the event, dense locations.
including locations
mentioned in content
and detected via
metadata.

3 | Actors Accounts or personas | Identification of person, L1 NER from posts; actor
that consistently event-level agents posts, events aggregation; consistency rules
communicate about and operators. (=1 post/week); rhetoric
the event across posts similarity; time-interval analysis.
and platforms.

4 | Influencers High-follower Event-level person, L1 Automatic influencer assignment;
accounts or persons amplification networks, follower count displayed,;
that actively analysis. events engagement-based influence
disseminate or score; TOP ranking; configurable
amplify the event- threshold (default >10k
related narratives. followers).

5 | Narratives Distinct narratives Narrative narratives, L1 Narrative classification model;
that frame or explain | decomposition of events horizontal bar-chart visualization;
the event, each linked | the event. mandatory topic assignment per
to a higher-level topic narrative.
and domain.

6 | Hashtags Hashtags explicitly Campaign and posts, events | L1 Metadata extraction; bubble-chart
used in event-related | coordination signal. visualization; bubble size =
posts to label, frequency; hover details (hashtag,
coordinate, or count, linked narratives).
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amplify discourse.

7 | Keywords Recurrent keywords Semantic anchoring | posts, events | L1 Keyword extraction from
and key phrases of the event. metadata; bubble-chart
associated with the visualization; frequency-based
event discourse. sizing; drill-down to posts.

8 | Links with Analytical linkage Cross-domain risk posts, L2 Classification model; force-

Conspiracies | between event-related | contextualization. narratives, directed network graph;
and content and events mandatory visual flag/icon on
Ideologies predefined posts linked to conspiracies or
conspiracy theories ideologies.
or ideological
frameworks (e.g.,
antisemitism,
authoritarianism).

9 | Languages Languages used in Audience and origin | posts, events | LO Language detection; pie-chart
event-related content, | profiling at event visualization; percentage
expressed as level. breakdown.
proportions.

1 | Involved Social groups Audience-centric narratives, L2 Social-group taxonomy; LLM +

0 | Social explicitly or radicalization groups, vector DB matching; visual

Groups / implicitly targeted by | analysis. events diagram where color = group,
Target event-related size = engagement.
Audiences narratives (e.g.,
unemployed,
pensioners, youth).
1 | Popularity/ | Aggregated Measures event information | L3 Defined engagement formula;
1 | Engagement | interaction volume salience and societal | monitoring, interactive bar chart; separate
(Aggregated) | across all event- impact. events bars per interaction type (color-
related content coded); full aggregation across
(comments, likes, posts.
shares, views).

1 | Domain High-level domain Contextual framing | narratives, L1 Fixed domain taxonomy; domain

2 grouping the event above topic level. events displayed above topics and
(e.g., politics, narratives.
security, health,
conspiracies).

1 | Event Temporal evolution Activation and information | L3 Time-series visualization

3 | Timeline of the event showing | escalation tracking. | monitoring, (line/bar); Y-axis = engagement;
emergence, events selectable intervals

escalation, and
decline, typically
driven by
engagement
dynamics.

(day/week/month/custom);
synchronized filtering across
widgets.
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CONLUSIONS AND NEXT STEPS

The HIPSTER indicator framework establishes a comprehensive, coherent, and scalable analytical foundation for
identifying and assessing hybrid, information, psychological, and influence threats in digital environments. By structuring
indicators across multiple analytical objects (posts, narratives, personas, networks, topics, and events) and aligning them with
cognitive, informational, technical, and governance layers, the framework moves decisively beyond fragmented or ad-hoc
monitoring approaches.

A key strength of the framework lies in its process-oriented design. Indicators are not treated as static labels or isolated risk
flags, but as dynamic signals that capture progression, escalation, and interaction effects over time. This enables analysts to
distinguish between isolated expressions, emerging patterns, coordinated influence activities, and fully developed hybrid
operations. The explicit use of indicator levels (L0-L4) further supports graduated interpretation and response, ensuring
proportionality and analytical transparency.

The framework also provides a unified methodological language across domains that are often analyzed separately,
including ideology, conspiracy thinking, radicalization, internal subversion, and coordinated influence. By integrating these
domains within a single indicator system, HIPSTER enables cross-domain correlation and reduces analytical blind spots,
particularly in cases where adversarial activities deliberately blur boundaries between legitimate discourse and hostile
manipulation.

Taken together, the HIPSTER indicator framework provides a robust methodological basis for early warning, situational
awareness, escalation assessment, and strategic decision support in complex information environments.

Next Steps
Building on this methodological foundation, several next steps are recommended to ensure effective operationalization,
validation, and long-term sustainability of the framework.
Indicator Consolidation into a Master Ontology
The next priority is to consolidate all indicator families (ideology, conspiracy, 5th column, radicalization at post,
topic, persona, and event levels) into a single master indicator ontology. This ontology should define formal
relationships between indicators, analytical objects, levels, and layers, enabling consistent reuse across modules and
deployments.
Integration with Governance and Legal Frameworks
The indicator framework should be formally mapped to legal, ethical, and governance constraints, including
proportionality principles, data-protection requirements, and role-based access controls. This ensures that indicator
usage remains compliant and appropriate across different institutional contexts (e.g., law enforcement, strategic
communication, civil resilience).
Continuous Learning and Adaptation
Finally, the framework should be treated as a living system. New narratives, symbols, tactics, and manipulation
strategies will continue to emerge. Mechanisms for updating indicator definitions, vocabularies, and detection logic
supported by analyst feedback and machine-assisted discovery are essential for maintaining relevance over time.

Closing Remarks

By combining methodological rigor, operational practicality, and governance awareness, the HIPSTER indicator framework
positions itself as a next-generation analytical backbone for hybrid-threat and influence-operation analysis. Its successful
implementation will enable earlier detection, clearer interpretation, and more proportionate response to complex threats
affecting democratic societies and security ecosystems.
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