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EXECUTIVE SUMMARY

Hybrid, information, psychological, and influence threats increasingly exploit the interaction between 
human cognition,  narrative  dynamics,  technical  infrastructures,  and  governance  constraints.  These 
threats rarely manifest through isolated indicators or discrete incidents. Instead, their impact emerges 
from coordinated activity across multiple domains, often below established thresholds for attribution or 
response.  This  complexity  challenges  existing  analytical  approaches,  which  tend  to  operate  in 
disciplinary or institutional silos.

This  document presents  a  Unified Layered Methodological  Reference Architecture designed to 
address  that  challenge.  The  architecture  provides  a  structured,  non-deterministic  framework  for 
analysing hybrid and influence threats by integrating four analytical layers: the  cognitive layer, the 
informational  layer,  the  technical  and  operational  layer,  and  the  governance,  resilience,  and 
response layer. Each layer captures a distinct dimension of the threat environment, while cross-layer 
integration logic enables coherent interpretation without collapsing complexity or bypassing legal and 
ethical safeguards.

At the cognitive layer, the methodology draws on established behavioural and social science models to 
interpret  perception,  emotion,  identity,  trust,  and  susceptibility  at  an  aggregate  level.  Rather  than 
predicting individual behaviour, this layer supports risk-oriented assessment of how narratives and 
operational activity may resonate within specific social contexts. The informational layer focuses on 
meaning construction, narrative formation, framing, and symbolic dynamics. It enables longitudinal 
analysis of narrative emergence, persistence, mutation, and cross-platform convergence, distinguishing 
coordinated influence activity from organic discourse without relying on binary truth assessments.

The technical and operational layer addresses how influence and hybrid activities are executed and 
sustained  in  practice.  Using  models  such  as  ABC,  DISARM, network  analysis,  and  probabilistic 
reasoning, it  examines coordination patterns, amplification mechanisms, and operational sequences 
while explicitly managing uncertainty and avoiding premature attribution. The governance, resilience, 
and response layer anchors analytical insight within legal mandates, ethical principles, institutional 
roles,  and  societal  impact  considerations.  It  structures  graduated,  proportionate,  and  reversible 
responses, emphasising resilience building and legitimacy preservation alongside situational response.

A  central  contribution  of  the  architecture  lies  in  its  cross-layer  integration  logic.  Rather  than 
aggregating indicators, the framework enables structured sense-making through bidirectional validation, 
confidence weighting, and continuous feedback loops. Signals from any layer gain analytical relevance 
only when contextualised and validated across others, ensuring that early warning, interpretation, and 
response remain coherent, explainable, and accountable.

The proposed architecture is intended as a reference model, not a prescriptive or automated decision 
system.  It  is  designed  to  support  human-centred  analysis,  interoperability  across  institutions,  and 
alignment with European governance frameworks, including risk-based regulation and ethics-by-design 
principles. By providing a common analytical language and integration logic, the methodology supports 
research, system design, operational analysis, and policy development in a manner consistent with 
democratic values and long-term societal resilience.
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INTRODUCTION 

Hybrid, information, psychological, and influence threats have become a persistent and systemic challenge 
for states, institutions, and societies. These threats are characterised not by a single mode of action, but by  
the  deliberate  coordination  of  cognitive  manipulation,  narrative  construction,  technical  execution,  and 
institutional pressure. Their effectiveness lies in their ability to operate across domains simultaneously,  
exploiting gaps between analytical disciplines, institutional mandates, and response mechanisms.

Current  analytical  and  operational  practices  often  address  these  threats  in  a  fragmented  manner. 
Psychological influence is examined separately from information flows; technical indicators are analysed 
independently of cognitive effects; governance and response mechanisms are frequently considered only 
after an operation has already escalated. While each of these perspectives is necessary, their separation limits 
early detection, weak-signal interpretation, and coherent response planning. In practice, this fragmentation 
creates blind spots that adversarial actors actively exploit.

The purpose of this document is to provide a unified layered methodological reference architecture that 
enables systematic understanding, analysis, and response to hybrid and influence threats across their full 
lifecycle.  Rather than proposing a single detection model or technical system, the architecture offers a 
structured analytical framework that clarifies  what should be analysed,  at which level, and how different  
analytical perspectives relate to one another. It is intended to function as a shared reference model for 
research, technology development, operational analysis, and policy design.

The proposed architecture is organised into four interdependent layers: the cognitive layer, the informational 
layer, the technical and operational layer, and the governance and response layer. Each layer addresses a 
distinct class of analytical questions, while remaining tightly coupled to the others through feedback loops 
and cross-layer dependencies. This layered approach reflects the empirical reality that influence and hybrid 
operations do not unfold linearly, but rather emerge through interactions between perception, meaning, 
behaviour, infrastructure, and institutional response.

Importantly, the layers are not presented as sequential stages or isolated domains. Instead, they are designed 
to support bidirectional analysis and intervention. Technical signals may act as early warnings that require 
cognitive and narrative validation; governance responses may reshape information environments and public 
trust; narrative dynamics may drive behavioural mobilisation that manifests operationally. The architecture 
therefore emphasises integration and coherence over decomposition.

This  document  is  intended for  a  broad range of  stakeholders,  including security  and law-enforcement 
practitioners, policy makers, researchers, and system developers. It provides a common conceptual language 
and methodological structure that can support interdisciplinary collaboration, guide indicator development, 
inform system architecture design, and ensure alignment with legal, ethical, and governance requirements. 
While the framework is compatible with AI-enabled analytical systems, it is not dependent on any specific 
technology and can be applied in both human-driven and automated analytical contexts.

By establishing a  unified layered reference methodology,  this  document  seeks to  strengthen analytical 
consistency,  reduce  conceptual  ambiguity,  and  support  more  proportionate,  explainable,  and  effective 
responses to hybrid and influence threats. It serves as a foundational reference that can be extended, adapted, 
and operationalised across different institutional, technological, and national contexts.
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UNIFIED LAYERED REFERENCE METHODOLOGY FOR HYBRID, INFORMATION, PSYCHOLOGICAL 
AND INFLUENCE THREATS

1.1 OVERVIEW OF LAYERS

The unified layered methodological  reference architecture is  structured around four  tightly interrelated 
analytical and operational layers:  cognitive,  informational,  technical and operational, and governance 
and response. These layers are not intended to represent sequential stages of analysis or action. Instead, they 
reflect distinct but interdependent dimensions of hybrid, information, psychological, and influence threats, 
each addressing a specific class of questions while remaining continuously connected to the others.

The rationale for adopting a layered structure is grounded in empirical observation of contemporary hybrid 
operations. Such operations rarely unfold within a single domain. Cognitive effects may precede visible 
informational activity; technical coordination may remain hidden until narratives have already shaped public 
perception; governance responses may, in turn, alter both information dynamics and trust relationships. A 
layered architecture allows these interactions to be analysed explicitly, without collapsing fundamentally 
different analytical logics into a single model.

Each layer is defined by its analytical focus, primary objects of analysis, and intended outputs, while the 
architecture as a whole provides the integration logic that connects them. The layers jointly support early 
warning, contextual interpretation, proportional response, and long-term resilience building.

The architecture is composed of four tightly coupled analytical and operational layers, each answering a 
distinct class of questions:

1. Cognitive Layer - Why and on whom does influence work?
2. Informational Layer - What narratives, messages, and meanings are constructed and 

propagated?
3. Technical / Operational Layer - How are influence activities executed, amplified, and 

coordinated?
4. Governance & Response Layer - How should states, institutions, and societies respond lawfully 

and proportionally?

The layers are not sequential, but interdependent, allowing bi-directional analysis and intervention.

1.2 COGNITIVE LAYER

Human perception, psychology, decision-making, and social identity

The cognitive layer constitutes the foundational analytical dimension of the unified layered methodological 
reference architecture. It focuses on how hybrid, information, psychological, and influence threats affect 
human perception, reasoning, emotion, identity, and decision-making. This layer addresses the question of 
why influence works, who is susceptible, and how cognitive effects translate into behavioural and societal  
outcomes.

Unlike technical or informational layers, which primarily deal with observable artefacts and activities, the 
cognitive layer operates on latent processes. It captures the internal mechanisms through which individuals 
and groups interpret information, assign meaning, form beliefs, and make decisions. These processes are 
often indirect,  slow-moving,  and context-dependent,  yet  they ultimately determine the  effectiveness  of 
influence operations and the severity of their impact.

Purpose and Analytical Scope



Unified Layered Reference Methodology For Hybrid, Information, Psychological And Influence Threats

Dissemination level: PUBLIC  p. 7

The primary purpose of the cognitive layer is to identify and analyse psychological and social mechanisms 
that enable influence. Hybrid operations rarely aim to persuade audiences through factual argumentation 
alone. Instead, they exploit cognitive shortcuts, emotional responses, social identities, and trust relationships 
that shape perception and behaviour, often below the level of conscious awareness.

The cognitive layer therefore provides the interpretive context necessary to understand why certain narratives 
resonate, why technical amplification succeeds, and why similar informational content produces different 
effects across populations. Without this layer, analysis risks treating influence as a purely informational or  
technical phenomenon, overlooking the human factors that determine real-world outcomes.

Core Objects of Analysis

Analysis at the cognitive layer focuses on several interrelated categories:

 Cognitive biases and heuristics, such as confirmation bias, availability bias, authority bias, and 
negativity bias, which shape how information is processed and remembered.

 Emotional drivers, including fear, anger, grievance, humiliation, and moral outrage, which are 
frequently leveraged to accelerate engagement and polarisation.

 Social  identity  dynamics,  encompassing  in-group/out-group  formation,  perceived  threat  to 
identity, and group-based trust or hostility.

 Trust and legitimacy structures, including trust in institutions, media, experts, and social networks, 
as well as processes of trust erosion or substitution.

 Decision-making  and  behavioural  effects,  such  as  risk  perception distortion,  disengagement, 
mobilisation, or compliance with manipulative narratives.

These elements are not analysed in isolation. The cognitive layer explicitly considers how they interact, 
reinforce one another, and evolve over time in response to informational and operational stimuli.

Analytical Models and Conceptual Foundations

The cognitive layer draws on established behavioural, psychological, and social-science models that provide 
structured ways to reason about influence and behaviour. These models are not treated as competing theories, 
but as complementary lenses that illuminate different aspects of cognitive manipulation.

Key conceptual foundations include behavioural change models that explain how capability, opportunity, 
and motivation interact; persuasion and elaboration models that distinguish between central and peripheral 
processing routes; social identity frameworks that explain polarisation and group alignment; and resilience-
oriented models  that  address  inoculation,  pre-bunking,  and resistance  to  manipulation.  Together,  these 
frameworks support systematic identification of cognitive vulnerabilities and anticipated behavioural effects.

Importantly, the cognitive layer does not aim to predict individual behaviour deterministically. Instead, it  
supports risk-oriented assessment, identifying conditions under which influence is more likely to succeed 
and effects are more likely to propagate.

Mapped Models & Frameworks

 COM-B - Behavioural change mechanisms (Capability, Opportunity, Motivation)
 OODA Loop - Disruption of orientation and decision phases
 MINDSPACE - Psychological nudging and behavioural manipulation
 Elaboration Likelihood Model (ELM) - Central vs peripheral persuasion routes
 Social Identity Theory (SIT) - Polarisation, in-group/out-group dynamics
 Inoculation Theory - Cognitive resilience and pre-bunking
 Psychological Operations doctrine (NATO PSYOPS elements)
 PEMISII (Cognitive dimension)
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COM-B Model - Behavioural Change Mechanisms (Capability, Opportunity, Motivation)

The COM-B model conceptualises behaviour as the result of the interaction between three core conditions: 
capability,  opportunity, and motivation. Capability refers to an individual’s psychological and physical 
ability to perform a behaviour, including knowledge, skills, and cognitive capacity. Opportunity captures 
external factors that enable or constrain behaviour, such as social norms, institutional structures, access to 
resources,  or  environmental  conditions.  Motivation  encompasses  both  reflective  processes  (deliberate 
evaluation, beliefs, intentions) and automatic processes (emotions, impulses, habits).

In the context of hybrid and influence threats, the COM-B model is particularly useful for analysing why 
certain audiences adopt, amplify, or resist narratives. Influence operations often do not attempt to change 
all three components simultaneously. Instead, they may lower cognitive effort (capability), create permissive 
social  environments  (opportunity),  or  intensify  emotional  drivers  (motivation).  For  example,  repeated 
exposure  to  simplified  narratives  may  reduce  cognitive  barriers,  while  perceived  social  endorsement 
increases opportunity, and fear-based framing amplifies motivation.

Analytically, COM-B supports identification of behavioural leverage points. It allows analysts to assess 
whether observed behavioural shifts are more likely driven by structural opportunity, motivational pressure, 
or cognitive accessibility, which in turn informs proportional and targeted response strategies.

OODA Loop - Disruption of Orientation and Decision Phases

The OODA Loop (Observe-Orient-Decide-Act) describes decision-making as a continuous, cyclical process 
rather than a linear sequence. Of the four stages, orientation is the most cognitively complex, as it integrates 
perception, cultural background, prior experience, and interpretation of information. Influence and hybrid 
operations frequently  target  this  phase,  as  disrupting orientation undermines the  quality  of  subsequent 
decisions and actions.

Within  hybrid  threat  contexts,  adversarial  influence  seeks  to  overload  observation  with  noise,  distort 
orientation through misleading narratives, compress decision timelines, or provoke impulsive action. The 
goal is not necessarily to force a specific decision, but to degrade situational awareness and confidence, 
increasing hesitation, miscalculation, or paralysis.

From an analytical perspective, the OODA Loop provides a framework for identifying decision-distortion 
mechanisms. Cognitive-layer analysis uses this model to assess whether information environments are being 
shaped to interfere with orientation (e.g. contradictory narratives, emotional saturation) or to accelerate 
decision-making without adequate deliberation. This supports early warning of strategic manipulation aimed 
at institutional or societal decision processes.

MINDSPACE - Psychological Nudging and Behavioural Manipulation

MINDSPACE  is  a  behavioural  framework  that  identifies  nine  categories  of  psychological  influence: 
Messenger,  Incentives,  Norms,  Defaults,  Salience,  Priming,  Affect,  Commitments,  and Ego .  It  is 
designed  to  explain  how subtle  contextual  cues  can  influence  behaviour  without  coercion  or  explicit 
persuasion.

In  influence  operations,  MINDSPACE  mechanisms  are  frequently  exploited  to  shape  perception  and 
behaviour indirectly. For example, using perceived authority figures as messengers enhances credibility; 
emphasising social norms creates conformity pressure; emotionally charged content increases salience and 
affect; and repeated exposure primes audiences toward specific interpretations.

The analytical value of MINDSPACE lies in its ability to decompose influence techniques into identifiable 
cognitive mechanisms. Rather than treating manipulation as a monolithic phenomenon, the framework allows 
analysts to classify how influence is applied and which cognitive levers are being activated. This granularity 
is critical for distinguishing between organic communication and coordinated influence activity, and for 
designing responses that avoid replicating manipulative practices.

Elaboration Likelihood Model (ELM) - Central vs. Peripheral Persuasion Routes



Unified Layered Reference Methodology For Hybrid, Information, Psychological And Influence Threats

Dissemination level: PUBLIC  p. 9

The Elaboration Likelihood Model explains persuasion through two primary routes: the central route, which 
involves careful, effortful evaluation of arguments, and the  peripheral route, which relies on heuristics, 
cues, and emotional signals rather than substantive reasoning. The route taken depends on motivation and 
cognitive capacity.

Hybrid  and  influence  operations  frequently  exploit  the  peripheral  route,  particularly  in  high-stress, 
information-saturated environments. Simplified slogans, emotional imagery, repetition, and authority cues 
reduce cognitive effort and bypass critical evaluation. However, in highly engaged or expert audiences, 
influence may instead target the central route through selective framing, pseudo-evidence, or misleading 
causal narratives.

Within the cognitive layer, ELM supports analysis of persuasion pathways. It helps explain why certain 
narratives gain traction rapidly without factual depth, and why counter-messaging that relies solely on factual 
correction often fails. Understanding which route is dominant in a given context informs whether responses  
should focus on emotional reframing, narrative competition, or deeper informational correction.

Social Identity Theory (SIT) - Polarisation and In-Group/Out-Group Dynamics

Social Identity Theory posits that individuals derive part of their self-concept from group membership, 
leading  to  in-group  favouritism  and  out-group  differentiation.  Identity-based  categorisation  influences 
perception, trust, and moral judgement, often overriding factual considerations.

Hybrid  and  influence  threats  systematically  exploit  social  identities  to  polarise  societies,  delegitimise 
institutions, and mobilise group-based action. Narratives are crafted to reinforce perceived threats to identity, 
amplify grievances, and frame conflicts as zero-sum struggles between “us” and “them”.

Analytically, SIT is central to understanding polarisation dynamics. It explains why factual rebuttals may 
strengthen resistance rather than reduce belief, and why narratives framed around identity outperform neutral 
messaging. The cognitive layer uses SIT to assess the risk of identity-driven escalation, fragmentation, or 
radicalisation, particularly when combined with technical amplification and narrative reinforcement.

Inoculation Theory - Cognitive Resilience and Pre-Bunking

Inoculation Theory draws an analogy between biological immunity and cognitive resistance. It proposes that 
exposing individuals to weakened forms of misinformation, along with refutations, can build resistance to 
future manipulation. Rather than reacting after exposure, inoculation aims to prepare audiences in advance.

In the hybrid threat context, inoculation underpins resilience-oriented approaches. Instead of chasing every 
false narrative, pre-bunking strategies focus on educating audiences about common manipulation techniques, 
thereby reducing susceptibility across multiple narratives.

From a methodological perspective, inoculation theory informs the governance and cognitive layers by 
shifting emphasis from reactive debunking to proactive resilience building. Cognitive-layer analysis uses this 
framework to identify where susceptibility is high and where pre-emptive measures may be most effective 
without resorting to censorship or counter-manipulation.

Psychological Operations Doctrine (NATO PSYOPS Elements)

Psychological Operations doctrine provides a structured military framework for influencing attitudes and 
behaviour in support of strategic objectives. It emphasises target audience analysis, message design, delivery 
channels, timing, and assessment of effects.

While the cognitive layer does not adopt PSYOPS doctrine as an operational template, it  draws on its 
analytical rigor. PSYOPS concepts help structure understanding of how influence campaigns are designed, 
sequenced, and evaluated, particularly in state-sponsored or military-linked hybrid operations.

Within the architecture, PSYOPS doctrine informs intent and capability assessment, enabling analysts to 
recognise patterns consistent with deliberate psychological influence rather than spontaneous discourse. 
Importantly, the framework is used analytically, not normatively, and is constrained by governance-layer 
principles to avoid misuse.

PEMISII - Cognitive Dimension
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The cognitive dimension of PEMISII (Political, Economic, Military, Informational, Social, Infrastructure, 
and  Intelligence)  highlights  how cognition  underpins  all  other  domains.  It  captures  perception,  belief 
formation, morale, trust, and decision-making as strategic targets and enablers.

In  hybrid  operations,  cognitive  effects  often  precede  observable  action  in  other  domains.  Changes  in 
perception may shape political behaviour, economic confidence, military morale, or social cohesion before 
technical indicators emerge.

Within the cognitive layer, PEMISII provides strategic contextualisation. It ensures that cognitive analysis 
is not treated as isolated psychology, but as a dimension that interacts continuously with political, social, and 
informational  dynamics.  This  reinforces  the  need  for  cross-layer  reasoning  and  prevents  reduction  of 
cognitive effects to purely individual-level phenomena.

Outputs

Outputs of the cognitive layer are primarily interpretive and contextual, rather than evidentiary or technical. 
Typical outputs include:

 Cognitive vulnerability profiles for target audiences or societal groups.
 Susceptibility matrices linking narratives or influence techniques to likely cognitive effects.
 Psychological risk indicators associated with polarisation, radicalisation, trust erosion, or decision 

distortion.
 Early-warning signals related to shifts in emotional climate, identity alignment, or trust dynamics.

These outputs are designed to inform prioritisation, validation, and proportionality across other layers. They 
do not, on their own, justify attribution or response actions.

Cognitive Model / Framework Key Cognitive Indicators Primary Analytical Outputs
COM-B (Capability, 
Opportunity, Motivation)

Cognitive overload; reduced information literacy; emotional 
motivation spikes; permissive social norms

Behavioural susceptibility profiles; 
leverage-point identification

OODA Loop (Orientation & 
Decision Disruption)

Confusion signals; contradictory perceptions; accelerated 
judgement; hesitation or paralysis

Decision-distortion risk assessment; 
situational awareness degradation

MINDSPACE Authority cue reliance; social norm pressure; affective 
priming; ego reinforcement patterns

Influence-mechanism classification; 
nudging intensity assessment

Elaboration Likelihood Model 
(ELM)

Peripheral cue dominance; reduced argument scrutiny; 
repetition effects

Persuasion-route assessment; resistance 
potential estimation

Social Identity Theory (SIT) In-group/out-group framing; moral polarisation; identity 
threat perception

Polarisation risk indicators; identity-based 
mobilisation likelihood

Inoculation Theory Prior exposure awareness; recognition of manipulation 
techniques; resistance persistence

Cognitive resilience indicators; prebunking 
effectiveness

PSYOPS Doctrine (Analytical 
Use)

Targeted emotional framing; sequencing of persuasive cues; 
audience segmentation

Intent-pattern hypothesis; campaign 
sophistication level

PEMISII (Cognitive Dimension) Trust erosion; morale shifts; legitimacy perception change Strategic cognitive impact assessment
Table X. Cognitive Models Mapped to Indicators and Analytical Outputs

Role in Cross-Layer Integration

The cognitive layer plays a critical integrative role within the overall architecture. It acts as a meaning filter, 
helping analysts distinguish between informational noise and strategically significant activity. Narrative 
patterns identified at the informational layer gain relevance when aligned with cognitive vulnerabilities. 
Technical amplification detected at the operational layer becomes analytically significant when it targets 
psychologically sensitive audiences or decision points.

At the same time, the cognitive layer constrains analysis. Not every narrative shift or technical anomaly is  
cognitively impactful. By grounding interpretation in human perception and behaviour, the cognitive layer 
reduces the risk of overreaction, false positives, or purely technical escalation.

Cognitive Model Interaction with Informational Layer Interaction with Technical Layer Interaction with Governance Layer
COM-B Explains why certain narratives enable behaviour Validates whether reach enables 

opportunity
Guides proportional resilience interventions

OODA Interprets framing as orientation disruption Correlates with timing and amplification Informs response pacing
MINDSPACE Maps nudging techniques to content design Detects systematic cue deployment Prevents counter-manipulation
ELM Explains narrative simplification success Validates scale of peripheral messaging Shapes communication strategy
SIT Interprets identity-based narratives Detects targeting via actor networks Flags polarisation sensitivity
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Inoculation Evaluates effectiveness of prebunking Monitors adaptation by adversaries Supports resilience investment
PSYOPS Structures intent interpretation Correlates TTP sequencing Constrains escalation
PEMISII Links cognition to strategic effects Aligns with campaign persistence Anchors high-level governance

Table X. Cognitive Models and Their Cross-Layer Interactions

Ethical and Governance Considerations

Because the cognitive layer deals directly with human perception and behaviour, it has inherent ethical and 
governance implications. Analysis at this level must avoid profiling individuals or groups in ways that violate 
rights, stigmatise communities, or enable manipulative countermeasures. The architecture therefore treats the 
cognitive layer as analytically descriptive, not prescriptive.

Cognitive analysis informs understanding and resilience-building rather than direct manipulation. It supports 
governance-layer  decisions  on  proportional  response,  strategic  communication,  and  trust  restoration, 
ensuring that countermeasures reinforce democratic norms rather than undermine them.

1.3 INFORMATIONAL LAYER

Narratives, content, meaning, and perception shaping

The informational layer addresses the construction, transformation, and circulation of meaning within 
the information environment. Its analytical focus is not limited to individual messages or factual correctness, 
but extends to narratives, frames, symbols, and interpretive structures through which audiences make sense 
of events. This layer answers the question of what meanings are being produced and propagated, how they 
evolve over time, and how they interact with perception, behaviour, and operational activity.

In hybrid and influence operations, information is rarely deployed as neutral content. Instead, it is shaped 
strategically to activate cognitive vulnerabilities, reinforce identities, legitimise actions, or normalise certain 
interpretations of reality. The informational layer therefore occupies a central position within the architecture, 
acting as the bridge between cognitive effects and technical or operational execution.

Purpose and Analytical Scope

The primary purpose of the informational layer is to analyse meaning-making processes rather than isolated 
data points. This includes how narratives are initiated, how they are framed, how they mutate across platforms 
and languages, and how they compete or converge within the broader information space.

Unlike  the  cognitive  layer,  which  focuses  on  internal  perception  and  psychological  susceptibility,  the 
informational layer examines externalised content and discourse. It captures what is visible, shareable, and 
contestable in the public or semi-public information environment. Its scope includes both overt messaging 
and subtler forms of meaning construction, such as selective emphasis, omission, metaphor, symbolism, and 
contextual reframing.

Core Objects of Analysis

Analysis within the informational layer focuses on several interrelated objects:

 Narratives and storylines, including their structure, themes, causal logic, and strategic objectives.
 Frames  and  framing  strategies,  which  shape  how  issues  are  interpreted,  which  aspects  are 

highlighted or marginalised, and how responsibility or blame is assigned.
 Symbols, metaphors, and imagery, which condense complex meanings into emotionally resonant 

forms.
 Language use and discourse patterns, including tone, sentiment, moral positioning, and rhetorical 

devices.
 Narrative evolution and mutation, capturing how messages adapt to events, counter-narratives, 

or platform affordances.



Unified Layered Reference Methodology For Hybrid, Information, Psychological And Influence Threats

Dissemination level: PUBLIC  p. 12

These objects are analysed longitudinally rather than as static artefacts. The informational layer explicitly 
tracks change over time, recognising that influence effectiveness often depends on persistence, adaptation, 
and gradual normalisation.

Analytical Models and Conceptual Foundations

The informational layer draws on strategic communication, discourse analysis, and hybrid threat frameworks 
that conceptualise information as a contested space. These models emphasise narrative competition, sense-
making, and meaning dominance rather than truth-falsehood dichotomies.

Key analytical perspectives include narrative lifecycle analysis, framing theory, strategic communication 
effects models, and hybrid-threat-specific frameworks that describe information manipulation as part of 
broader operational chains. These models allow analysts to identify not only what narratives are present, but 
how they function within a strategic context and why certain narratives gain traction.

Importantly, the informational layer does not assume intentional manipulation in all cases. It distinguishes 
between organic discourse, opportunistic amplification, and coordinated influence by examining coherence, 
persistence, cross-platform alignment, and interaction with cognitive and operational indicators.

Mapped Models & Frameworks

 NATO PEMISII (Informational dimension)
 EU FIMI Toolbox (Narrative & Information components)
 DISARM Framework - Content and narrative manipulation patterns
 SCAME - Strategic communication effects and manipulation vectors
 Narrative-Actor-Vector (NAV) Model
 Sensemaking & Framing Analysis
 Kill Chain for Disinformation (Narrative phase)
 CORE Model (Hybrid CoE / JRC - Meaning & Perception layers)

NATO PEMISII - Informational Dimension

Within  the  PEMISII  framework  (Political,  Economic,  Military,  Informational,  Social,  Infrastructure, 
Intelligence), the informational dimension captures how information is produced, shaped, disseminated, 
and perceived as part of broader strategic activity. It treats information not merely as content, but as an 
operational domain in which influence, deception, and perception management are conducted.

In hybrid threat contexts, the informational dimension focuses on the manipulation of narratives, messaging 
channels,  and meaning structures  to  affect  political  decision-making,  social  cohesion,  and institutional 
legitimacy. It recognises that informational activity interacts continuously with political and social dynamics 
and often precedes or accompanies actions in other domains.

Analytically, the PEMISII informational dimension provides  strategic contextualisation. It ensures that 
narrative  and  information  analysis  is  framed as  part  of  wider  strategic  behaviour  rather  than  isolated 
communication phenomena. Within the informational layer, PEMISII helps link narrative activity to broader 
hybrid objectives and cross-domain effects.

EU FIMI Toolbox - Narrative and Information Components

The EU Foreign Information Manipulation and Interference (FIMI) Toolbox provides a structured approach 
for identifying, analysing, and responding to coordinated information manipulation by foreign actors. Its 
narrative and information components focus on how hostile actors construct and disseminate misleading or 
manipulative narratives to influence perceptions and behaviour.

The FIMI framework emphasises patterns such as narrative consistency across platforms, strategic ambiguity, 
blending of truth and falsehood, and exploitation of societal vulnerabilities. It also highlights the importance 
of intent, coordination, and impact assessment, rather than relying solely on content falsity.
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Within the informational  layer,  the  FIMI Toolbox supports  risk-oriented narrative  analysis.  It  helps 
distinguish coordinated manipulation from organic discourse by examining coherence, persistence, actor 
alignment, and alignment with known foreign policy objectives. Importantly, it provides analytical concepts 
that  are  compatible  with governance and response considerations,  supporting lawful  and proportionate 
interpretation.

DISARM Framework - Content and Narrative Manipulation Patterns

The  DISARM  (Disinformation  Analysis  and  Response  Measures)  Framework  provides  a  structured 
taxonomy  of  disinformation  tactics,  techniques,  and  procedures  (TTPs).  In  the  informational  layer, 
DISARM’s focus lies on content manipulation patterns, narrative techniques, and message-level strategies 
used to deceive, polarise, or mislead audiences.

DISARM  identifies  recurring  manipulation  patterns  such  as  false  amplification,  narrative  laundering, 
emotional framing, impersonation, and coordinated narrative deployment. Rather than assessing truthfulness 
in isolation, it examines how content is packaged, contextualised, and sequenced to achieve strategic effects.

Analytically, DISARM is valuable for pattern recognition. It enables analysts to map observed narratives 
and messages to known manipulation techniques, supporting structured comparison across cases. When 
combined  with  temporal  and  cross-platform  analysis,  DISARM  helps  identify  systematic  narrative 
manipulation rather than ad hoc misinformation.

SCAME - Strategic Communication Effects and Manipulation Vectors

The SCAME model conceptualises strategic communication as a set of  effects and vectors rather than 
messages alone. It focuses on how communication produces cognitive, emotional, and behavioural effects, 
and how these  effects  are  achieved through specific  manipulation vectors  such as  framing,  repetition, 
authority cues, and emotional resonance.

In the informational layer, SCAME shifts analytical attention from content to impact pathways. It helps 
explain why certain narratives are effective even when they contain minimal factual substance, and how 
repeated exposure across channels creates cumulative influence.

SCAME is particularly useful for identifying manipulation intent. By analysing the consistency of effects 
across different messages and channels, analysts can infer whether communication activity is strategically 
coordinated or organically emergent. This makes SCAME a key bridge between informational and cognitive 
layers.

Narrative-Actor-Vector (NAV) Model

The Narrative-Actor-Vector (NAV) model structures informational analysis around three core elements: the 
narrative being promoted, the  actors involved in its creation or dissemination, and the  vectors through 
which it spreads. This triadic structure enables systematic analysis of narrative propagation pathways.

Within the informational layer, NAV supports the identification of narrative ecosystems rather than isolated 
messages. It allows analysts to examine how narratives are introduced, who amplifies them (state actors, 
proxies, influencers, automated accounts), and which channels or platforms serve as key vectors.

The analytical value of NAV lies in its ability to reveal coordination and alignment. Recurrent pairing of 
specific narratives with consistent actor sets and vectors suggests organised activity. NAV also facilitates  
cross-layer  integration  by  linking  narrative  analysis  to  technical  actor  attribution  and  behavioural 
amplification patterns.

Sensemaking and Framing Analysis

Sensemaking and framing analysis examine how individuals and groups interpret events, assign meaning, 
and construct coherent explanations under conditions of uncertainty. Framing determines which aspects of 
reality are emphasised, which are ignored, and how responsibility, causality, and morality are perceived.

In hybrid and influence operations, framing is often more influential than factual distortion. By shaping 
interpretive  frames,  adversaries  guide  audiences  toward  desired  conclusions  without  requiring  explicit 
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falsehoods. Sensemaking processes are particularly important during crises, ambiguity, or rapid information 
flows.

Within the informational layer, sensemaking and framing analysis supports interpretive assessment. It helps 
analysts understand how narratives resonate within specific contexts and how competing frames interact.  
This  analysis  is  essential  for  distinguishing  high-impact  narratives  from  transient  discourse  and  for 
anticipating behavioural consequences.

Kill Chain for Disinformation - Narrative Phase

The disinformation kill chain conceptualises influence operations as a sequence of phases, from planning and 
narrative design through dissemination, amplification, and impact. The  narrative phase focuses on the 
formulation of storylines, themes, and frames that will later be operationalised.

Analysing the narrative phase involves identifying emerging themes, narrative seeding activities, and early 
framing choices that shape subsequent dissemination. This phase often operates below visibility thresholds,  
making it critical for early warning.

Within the informational layer, the kill chain framework supports temporal analysis. It enables analysts to 
position narrative activity within a broader operational sequence, helping distinguish early-stage influence 
preparation from later amplification or exploitation phases.

CORE Model (Hybrid CoE / JRC) - Meaning and Perception Layers

The  CORE  model,  developed  within  EU  and  NATO  hybrid  threat  research  contexts,  provides  a 
multidimensional  framework for  analysing meaning,  perception,  and response in hybrid operations.  Its 
meaning and perception layers align closely with the informational and cognitive dimensions of the unified 
architecture.

The CORE model emphasises how narratives,  symbols,  and perception-shaping activities  interact  with 
societal vulnerabilities and institutional responses. It highlights feedback loops between information activity 
and public trust, legitimacy, and resilience.

Within the informational layer, the CORE model contributes systems-level coherence. It reinforces the idea 
that meaning-making processes cannot be analysed in isolation and must be understood within broader 
societal and governance contexts. This alignment supports interoperability with EU and NATO analytical  
frameworks and facilitates cross-institutional collaboration.

Outputs and Analytical Products

Outputs of the informational layer are primarily interpretive and structural, designed to support cross-layer 
reasoning. Typical outputs include:

 Narrative maps and storyline lifecycles showing emergence, escalation, saturation, and decline.
 Frame and sentiment evolution over time and across platforms.
 Indicators of narrative alignment, dominance, or competition.
 Early-warning signals related to narrative convergence around sensitive events or identities.
 Information-risk indicators aligned with hybrid threat and FIMI typologies.

These outputs are not treated as evidence of hostile activity on their own. Their analytical value emerges 
when correlated with cognitive susceptibility, behavioural reinforcement, and technical coordination.

Framework Primary Informational Indicators Analytical Output
NATO PEMISII (Informational) Narrative alignment with political or social objectives; 

persistence across domains
Positions narratives within broader strategic 
activity

EU FIMI Toolbox Cross-platform narrative coherence; proxy amplification; 
strategic ambiguity

Distinguishes coordinated manipulation from 
organic discourse

DISARM Framework Narrative seeding; laundering; emotional framing; 
repetition patterns

Identifies manipulation techniques without 
judging truth

SCAME Effect-oriented framing; emotional triggers; repetition 
vectors

Explains why narratives work, not just what 
they say
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Narrative–Actor–Vector (NAV) Stable narrative–actor–channel combinations Reveals narrative ecosystems and 
coordination pathways

Sensemaking & Framing Analysis Interpretive frames; causal simplification; moral 
polarisation

Captures meaning-making under uncertainty

Disinformation Kill Chain 
(Narrative Phase)

Early storyline emergence; pre-amplification framing Enables early warning before technical 
escalation

CORE Model (Meaning & 
Perception)

Narrative–trust interaction; legitimacy erosion signals Links narrative dynamics to societal 
resilience

Table X. Informational Models → Indicators → Analytical Contribution

Role in Cross-Layer Integration

The informational layer plays a mediating role within the architecture. It translates cognitive vulnerabilities 
into  observable  messaging  patterns  and  provides  context  for  interpreting  technical  amplification  and 
coordination. For example, a surge in engagement metrics gains analytical significance only when linked to 
a coherent narrative aligned with known influence objectives and targeted at susceptible audiences.

Conversely, the informational layer is constrained by insights from other layers. Cognitive analysis helps 
distinguish emotionally potent narratives from those likely to have limited impact. Technical analysis helps 
identify whether narrative spread is organic or artificially amplified. Governance considerations shape how 
narratives can be addressed without undermining trust or legitimacy.

This bidirectional integration ensures that informational analysis remains neither purely descriptive nor 
overly deterministic.

Ethical and Governance Considerations

Analysis at the informational layer raises important ethical and governance issues. Distinguishing between 
legitimate expression and manipulative influence requires careful methodological restraint. The architecture 
therefore treats informational analysis as contextual and risk-oriented, not as a basis for content suppression 
or normative judgement.

The informational layer supports governance decisions by clarifying meaning dynamics and potential impact, 
rather than prescribing specific counter-measures. This separation is essential to maintaining proportionality, 
protecting fundamental rights, and avoiding the instrumentalisation of analytical insights.

1.4 TECHNICAL / OPERATIONAL LAYER

Platforms, networks, actors, tools, and coordination mechanisms

The technical and operational layer addresses  how hybrid, information, psychological, and influence 
activities are executed, coordinated, and sustained in practice. While the cognitive layer explains why 
influence  works  and  the  informational  layer  describes  how meaning  is  constructed,  the  technical  and 
operational layer focuses on the concrete mechanisms that enable scale, persistence, reach, and concealment. 
It answers the question of how influence operations are operationalised, who and what enables them, and 
which observable patterns indicate coordinated activity.

This  layer  encompasses  both  digital  and  hybrid  operational  components,  including  online  platforms, 
networked infrastructures,  automated systems, human coordination, and the tactical procedures through 
which influence is amplified or masked. It is the most directly observable layer from a data and intelligence 
perspective, yet also the most prone to misinterpretation when analysed in isolation.

Purpose and Analytical Scope

The primary purpose of  the technical  and operational  layer is  to identify  execution mechanisms and 
coordination patterns associated with hybrid and influence operations. It examines the technical means, 
organisational structures, and procedural sequences through which narratives and psychological effects are 
delivered to target audiences.

Unlike traditional cyber analysis, which often focuses on vulnerabilities or intrusion events, this layer treats 
technical  artefacts  as  components  of  broader  influence  workflows.  Platforms,  networks,  and  tools  are 
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analysed not only for their technical characteristics, but for their role in enabling coordination, amplification, 
obfuscation, and persistence.

Core Objects of Analysis

Analysis within the technical and operational layer focuses on several categories of observable elements:

 Actors  and  actor  clusters,  including  state-linked  entities,  proxies,  coordinated  inauthentic 
accounts, influencers, and automation-assisted identities.

 Platforms and infrastructures, such as social media networks, messaging services, content-hosting 
platforms, and supporting digital infrastructure.

 Amplification  mechanisms,  including  bots,  sockpuppet  networks,  algorithmic  gaming,  media 
laundering, and cross-platform reposting.

 Tactics, techniques, and procedures (TTPs) used to seed, amplify, adapt, or suppress narratives.
 Temporal  and  coordination  patterns,  capturing  synchronisation,  persistence,  escalation,  and 

adaptation across time.

These objects are analysed as part of dynamic systems rather than static indicators. The technical layer 
explicitly  considers  how  operational  patterns  evolve  in  response  to  detection,  countermeasures,  and 
environmental change.

Analytical Models and Conceptual Foundations

The technical and operational layer draws on models originally developed in cybersecurity, intelligence 
analysis, and military doctrine, adapted to the specific characteristics of influence and hybrid operations. 
These include actor-behaviour-content models, TTP taxonomies, network and graph analysis frameworks, 
and kill-chain-based representations of operational sequences.

A key conceptual principle at this layer is coordination over capability. Individual technical actions may 
appear benign or low-impact when observed in isolation. Analytical significance emerges when multiple 
actions align across actors, platforms, and timeframes. This emphasis reduces the risk of false positives and 
prevents over-attribution based on single indicators.

Mapped Models & Frameworks

 ABC Framework (Actor-Behavior-Content)
 DISARM (Full TTP structure)
 MITRE-style TTP analysis for influence operations
 Hybrid Operations Doctrine of NATO
 Gray Zone Conflict Frameworks
 Social Network & Influence Graph Analysis
 Weak Signals & Horizon Scanning
 Bayesian / Probabilistic Attribution Models
 CORE Model (Operational & Structural dimensions)

ABC Framework - Actor, Behavior, Content

The  ABC framework  structures  operational  analysis  around  three  interdependent  components:  actors, 
behaviours, and content. Actors refer to the entities involved in influence or hybrid activity, including state-
linked  organisations,  proxies,  coordinated  networks,  automated  accounts,  or  individual  amplifiers. 
Behaviours capture observable actions such as posting patterns, engagement strategies, timing, coordination, 
and adaptation. Content refers to the messages, narratives, formats, and media objects being disseminated.
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The analytical  strength of  the ABC framework lies  in  its  ability  to  prevent  reductionist  interpretation. 
Influence operations rarely reveal themselves through any single component. Content may appear legitimate, 
actors  may  remain  ambiguous,  and  behaviours  may  individually  seem benign.  Analytical  significance 
emerges when consistent alignment between actors, behaviours, and content is observed over time.

Within the technical layer, the ABC framework provides a  baseline decomposition model.  It supports 
structured data collection, enables cross-layer linkage to narrative and cognitive analysis, and allows analysts 
to trace how operational coordination manifests across observable dimensions.

DISARM Framework - Full TTP Structure

The DISARM framework offers a comprehensive taxonomy of tactics, techniques, and procedures (TTPs) 
used in  disinformation and influence operations.  Unlike content-focused approaches,  DISARM models 
influence activity as an operational system with recurring execution patterns, such as narrative seeding,  
amplification, laundering, platform manipulation, and persistence management.

In the technical and operational layer, DISARM’s full TTP structure enables systematic identification of 
operational patterns rather than isolated events. It allows analysts to map observed behaviours to known 
techniques, compare activity across cases, and recognise adaptation when adversaries modify tactics to avoid 
detection.

DISARM is particularly valuable for longitudinal analysis. By tracking how TTPs evolve over time, analysts 
can assess operational  maturity,  learning curves,  and intent.  Within the layered architecture,  DISARM 
functions as a pattern-recognition backbone that links technical observation to strategic interpretation.

MITRE-Style TTP Analysis for Influence Operations

MITRE-style TTP analysis adapts the logic of cyber threat frameworks, such as ATT&CK, to the domain of 
influence and hybrid operations. It  structures activity into phases and techniques, providing a common 
vocabulary for describing operational behaviour.

Applied to influence operations, this approach focuses on identifying procedural sequences, dependencies 
between techniques, and typical execution paths. It emphasises how operations are conducted, rather than 
why or with what narrative content.

Within the technical layer, MITRE-style analysis supports standardisation and comparability. It allows 
different analysts,  institutions, or systems to describe influence activity in consistent  terms, facilitating 
information sharing and joint assessment. Importantly, it does not imply deterministic attribution; it supports 
hypothesis generation and structured reasoning.

Hybrid Operations Doctrine of NATO

NATO’s hybrid operations doctrine conceptualises hybrid activity as the coordinated use of military and non-
military  means  below  the  threshold  of  armed  conflict.  It  emphasises  ambiguity,  deniability,  and  the 
integration of information, cyber, economic, political, and social tools.

In the technical and operational layer, this doctrine provides strategic context for interpreting operational 
patterns. It helps analysts understand why certain technical behaviours prioritise ambiguity, why proxies are 
used, and why operations are designed to remain below escalation thresholds.

The doctrine informs interpretation of operational intent without requiring attribution. It supports alignment 
between tactical observation and strategic-level reasoning, reinforcing the need to analyse technical activity 
as part of broader hybrid campaigns rather than isolated incidents.

Gray Zone Conflict Frameworks

Gray zone frameworks describe competition that occurs between peace and war, characterised by gradual 
escalation, indirect action, and avoidance of clear thresholds. These frameworks emphasise persistence, 
ambiguity, and incrementalism.
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Applied to the technical layer, gray zone concepts help explain operational tempo and restraint. Influence 
operations often prioritise continuity over intensity, aiming to shape environments over time rather than 
achieve immediate effects.

Analytically, gray zone frameworks support assessment of strategic patience and cumulative impact. They 
help distinguish between episodic information incidents and sustained operational campaigns, informing 
prioritisation and early warning.

Social Network and Influence Graph Analysis

Social  network and influence graph analysis  examine relationships  between actors,  content  flows,  and 
engagement patterns within digital ecosystems. Nodes represent actors or content units, while edges represent 
interactions, amplification, or coordination.

Within the technical and operational layer, these methods are used to identify  coordination, centrality, 
clustering, and influence pathways. They reveal structural properties that are not visible at the content 
level, such as hub actors, bridge nodes, or synchronised clusters.

Network  analysis  is  particularly  valuable  for  detecting  coordinated  inauthentic  behaviour  and  proxy 
amplification. When combined with narrative and cognitive insights,  it  enables robust interpretation of 
whether influence is organic or orchestrated.

Weak Signals and Horizon Scanning

Weak signal analysis focuses on early, low-intensity indicators that may precede significant change or 
escalation. Horizon scanning extends this approach by systematically monitoring emerging patterns across 
domains.

In the technical layer, weak signals may include unusual posting synchronisation, early narrative seeding, 
infrastructure reuse, or subtle coordination anomalies. Individually, these signals may not justify action; 
collectively, they can indicate emerging operations.

This approach supports  early warning and complements more mature detection mechanisms. It  aligns 
closely with the layered architecture’s emphasis on uncertainty management and gradual sense-making rather 
than binary classification.

Bayesian and Probabilistic Attribution Models

Bayesian and probabilistic models support reasoning under uncertainty by updating confidence levels as new 
evidence becomes available. Rather than producing definitive attribution, these models generate probabilistic 
hypotheses based on observed indicators and prior knowledge.

In the technical and operational layer, probabilistic attribution is essential due to deliberate obfuscation and 
proxy use in hybrid operations. These models allow analysts to integrate diverse technical signals, adjust  
assessments dynamically, and avoid premature conclusions.

They also support transparency and explainability, as confidence levels and assumptions can be inspected 
and revised. This makes probabilistic models compatible with governance and ethical constraints.

CORE Model - Operational and Structural Dimensions

The CORE model provides a systems-level framework for analysing hybrid threats across operational and 
structural dimensions. In its operational dimension, it examines how actions are coordinated and executed. 
In its structural dimension, it considers enabling conditions such as institutional vulnerabilities, platform 
affordances, and systemic dependencies.

Within the technical layer, the CORE model helps situate operational activity within broader structural 
contexts. It prevents over-focusing on tactics while ignoring enabling environments and constraints.

This model reinforces the layered architecture’s emphasis on integration and feedback loops. Operational 
observations  inform understanding  of  structural  vulnerabilities,  which  in  turn  shape  future  operational 
possibilities.
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Outputs and Analytical Products

Outputs of the technical and operational layer are primarily  pattern-oriented and probabilistic.  They 
include:

 Hypotheses regarding actor coordination and network structure.
 Identification of amplification pathways and operational chokepoints.
 Mapping of influence operation phases and execution sequences.
 Early warning alerts based on anomalous coordination or synchronisation.
 Technical indicators supporting cross-layer validation.

These outputs are not treated as definitive attribution or intent assessment. Their analytical value depends on 
correlation with cognitive susceptibility, narrative coherence, and governance constraints.

Model / Framework Key Technical Indicators Primary Data Sources
ABC Framework Actor reuse; consistent behavioural patterns; narrative-

behaviour alignment
Platform metadata; posting histories; content 
archives

DISARM (TTPs) Narrative seeding; amplification bursts; laundering patterns; 
impersonation signals

OSINT feeds; social media APIs; platform 
transparency reports

MITRE-Style TTP Analysis Repeated execution sequences; phase transitions; tool reuse Time-series logs; campaign timelines; 
infrastructure reuse

Hybrid Ops Doctrine Proxy amplification; ambiguous attribution; cross-domain 
alignment

Cross-platform correlation; geopolitical event 
timelines

Gray Zone Frameworks Persistent low-intensity activity; incremental escalation Longitudinal datasets; engagement trend 
analysis

Network & Influence Graph 
Analysis

Centrality spikes; cluster synchronisation; bridge nodes Interaction graphs; repost/retweet networks; 
follower graphs

Weak Signals & Horizon 
Scanning

Early coordination anomalies; subtle timing correlations Streaming data; anomaly detection outputs

Bayesian / Probabilistic 
Models

Confidence deltas; indicator convergence weights Indicator registries; prior knowledge bases

CORE Model Platform affordance exploitation; structural chokepoints Platform policy data; ecosystem dependency 
mapping

Table X. Technical Models → Indicators → Data Sources

Role in Cross-Layer Integration

The technical and operational layer functions as both a signal generator and validation mechanism within 
the architecture. Technical anomalies may serve as early weak signals that prompt deeper cognitive and 
informational  analysis.  Conversely,  narrative  and  cognitive  insights  guide  technical  prioritisation  by 
indicating which actors, platforms, or behaviours warrant closer examination.

This  bidirectional  integration is  essential  for  maintaining analytical  balance.  Technical  signals  without 
narrative  context  risk  misclassification;  narrative  analysis  without  technical  validation  risks 
overinterpretation. The architecture therefore treats the technical layer as necessary but not sufficient for 
hybrid threat assessment.

Ethical and Governance Considerations

Because the technical and operational layer relies heavily on data collection, monitoring, and automated 
analysis,  it  raises  significant  ethical,  legal,  and  governance  considerations.  The  architecture  explicitly 
constrains  technical  analysis  through  governance-layer  principles,  including  proportionality,  necessity, 
transparency, and accountability.

This  ensures  that  technical  capabilities  support  legitimate  analytical  objectives  without  enabling  mass 
surveillance, discriminatory profiling, or unjustified intervention. Human oversight and explainability are 
treated as integral components rather than optional safeguards.

1.5 GOVERNANCE, RESILIENCE & RESPONSE LAYER

Policy, law, ethics, institutional coordination, and counter-measures



Unified Layered Reference Methodology For Hybrid, Information, Psychological And Influence Threats

Dissemination level: PUBLIC  p. 20

The governance,  resilience, and response layer addresses the  institutional,  legal,  ethical,  and societal 
mechanisms through which hybrid, information, psychological, and influence threats are managed over time. 
While the cognitive, informational, and technical layers focus on understanding why, what, and how influence 
operations  occur,  this  layer  focuses  on  how  societies  and  institutions  should  respond,  under  which 
constraints, and with what long-term effects.

This layer is not limited to crisis response or reactive countermeasures. Instead, it encompasses the full 
spectrum of governance functions, from prevention and preparedness to response, recovery, and resilience 
building.  It  ensures  that  analytical  insights  are  translated  into  actions  that  are  lawful,  proportionate, 
transparent, and aligned with democratic values.

Purpose and Analytical Scope

The primary purpose of the governance, resilience, and response layer is to mediate between analytical 
insight  and action.  It  provides  the  frameworks through which detection and interpretation results  are 
assessed against legal mandates, ethical principles, institutional roles, and societal impact considerations.

Unlike technical layers that operate on observable data, this layer operates on  normative and strategic 
criteria. It addresses questions such as: What responses are legally permissible? Which institutions are 
competent to act? How should proportionality be assessed? How can responses reduce vulnerability rather 
than exacerbate polarisation or mistrust?

By explicitly incorporating these considerations into the reference architecture, the layer prevents governance 
from being treated as an external constraint applied only after detection.

Core Objects of Analysis

Analysis at the governance and resilience layer focuses on several interrelated domains:

 Legal  and regulatory  frameworks,  including fundamental  rights,  freedom of  expression,  data 
protection, and sector-specific security obligations.

 Institutional roles and coordination mechanisms, spanning national authorities, law enforcement, 
regulatory bodies, media actors, civil society, and private platforms.

 Response  instruments,  such  as  strategic  communication,  regulatory  intervention,  capacity 
building, sanctions, and diplomatic measures.

 Resilience  factors,  including  media  literacy,  institutional  trust,  social  cohesion,  and  adaptive 
capacity.

 Impact and proportionality considerations, assessing both intended and unintended effects of 
response actions.

These objects are analysed dynamically, recognising that responses themselves shape future cognitive and 
informational environments.

Governance as an Active Layer

A central principle of this architecture is that governance is not a passive constraint, but an active analytical 
layer  that  shapes  detection  priorities  and  response  design.  Governance  considerations  influence  which 
indicators are monitored, how risk thresholds are defined, and how uncertainty is handled.

For example, high-confidence technical indicators may still warrant limited response if potential actions risk 
disproportionate restriction of rights. Conversely, low-confidence signals may justify preventive resilience 
measures if societal vulnerability is high. The governance layer provides the logic for navigating these trade-
offs.

Response Design and Escalation Logic
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The governance layer structures response not as a single action, but as a graduated and adaptive process. 
Responses may range from monitoring and situational awareness, through strategic communication and 
capacity building, to regulatory or legal measures.

Escalation logic is informed by cross-layer inputs: cognitive impact assessments, narrative dynamics, and 
operational indicators. Importantly, the architecture emphasises reversibility and feedback. Responses are 
continuously reassessed in light of their effects on trust, discourse, and adversarial adaptation.

Resilience as a Continuous Process

Resilience is treated as a long-term, systemic capability, not merely as resistance to specific incidents. It 
includes  societal  understanding  of  manipulation  techniques,  institutional  preparedness,  cross-sector 
cooperation, and adaptive learning.

The  governance  layer  integrates  resilience-building  activities  with  analytical  insight.  Cognitive  and 
informational analysis informs where resilience investments are most needed, while resilience measures 
shape future cognitive and informational conditions. This bidirectional relationship ensures that resilience is 
targeted rather than generic.

Mapped Models & Frameworks

 EU FIMI Toolbox (Response & coordination pillars)
 Whole-of-Society Resilience Models
 Risk-Based Governance (AI Act, DSA, NIS2, CER)
 ELSA / Ethics-by-Design frameworks
 StratCom Campaign Design Cycle
 Public-Private-Civil Cooperation Models
 Strategic Culture Analysis
 Social Amplification of Risk Framework (SARF)

EU FIMI Toolbox - Response and Coordination Pillars

The EU Foreign Information Manipulation and Interference (FIMI) Toolbox provides a structured framework 
for responding to coordinated information manipulation by foreign actors. Its response and coordination 
pillars emphasise whole-of-government and whole-of-EU action, combining detection, attribution, exposure, 
resilience building, and diplomatic or regulatory measures.

At the governance layer, the FIMI Toolbox clarifies who should act, when, and how, rather than prescribing 
specific counter-messages or technical interventions. It  foregrounds coordination across institutions and 
Member States, information sharing, and alignment with EU values and legal constraints. Importantly, it  
treats exposure and transparency as primary response instruments, reserving coercive measures for escalatory 
contexts.

Analytically, the FIMI Toolbox supports graduated response logic. It helps decision-makers align analytical 
confidence with proportional response options, ensuring that actions remain consistent with democratic 
norms while addressing hostile interference.

Whole-of-Society Resilience Models

Whole-of-Society  resilience  models  conceptualise  security  and  stability  as  emergent  properties  of 
interconnected societal systems rather than as outcomes of state action alone. These models emphasise the 
roles of public institutions, private sector actors, civil society, media, academia, and citizens in preventing, 
absorbing, and recovering from disruptive influence.

Within  the  governance  layer,  these  models  shift  emphasis  from reactive  countermeasures  to  systemic 
preparedness and adaptive capacity.  They recognise that hybrid threats exploit social  fractures, trust 
deficits, and institutional silos, and that resilience therefore depends on inclusive participation and shared 
responsibility.
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Analytically,  Whole-of-Society  models  inform  long-term  strategy.  They  help  identify  structural 
vulnerabilities,  coordination  gaps,  and  resilience  assets,  enabling  targeted  interventions  that  reduce 
susceptibility to manipulation without restricting legitimate expression or pluralism.

Risk-Based Governance (AI Act, DSA, NIS2, CER)

Risk-based governance frameworks underpin contemporary European security and digital regulation. They 
establish obligations and safeguards proportional to the level of risk posed by technologies, activities, or 
infrastructures.  In  the  context  of  hybrid  threats,  these  frameworks  ensure  that  responses  are  tailored, 
justified, and accountable.

At the governance layer, risk-based logic guides decision-making under uncertainty. It enables authorities to 
calibrate  monitoring,  intervention,  and  oversight  measures  based  on  assessed  impact,  likelihood,  and 
potential harm. This approach avoids both under-reaction and excessive control, particularly in sensitive 
information environments.

Methodologically, risk-based governance provides a decision scaffold that integrates analytical inputs from 
other layers with legal and ethical constraints. It supports traceable reasoning, documentation of assumptions, 
and reviewability of response actions.

ELSA / Ethics-by-Design Frameworks

Ethical,  Legal,  and  Societal  Aspects  (ELSA)  and  Ethics-by-Design  frameworks  embed  normative 
considerations into system design, analysis, and governance processes from the outset. They emphasise 
respect for fundamental rights, transparency, accountability, and societal impact.

Within the governance layer,  these frameworks ensure that  analytical  and response capabilities  do not 
themselves become sources of harm. They discourage counter-manipulation, discriminatory profiling, or 
opaque decision-making, particularly when AI-supported systems are involved.

Analytically, ELSA frameworks function as  constraints and quality criteria. They shape what kinds of 
indicators are collected, how inferences are drawn, and how uncertainty is communicated. This strengthens 
institutional legitimacy and public trust while maintaining operational effectiveness.

Strategic Communication (StratCom) Campaign Design Cycle

The StratCom campaign design cycle structures communication as a deliberate, goal-oriented process rather 
than ad hoc messaging. It typically includes situational analysis, objective definition, audience analysis, 
narrative development, delivery planning, and impact assessment.

In  the  governance  and  response  layer,  StratCom  is  treated  as  a  defensive  and  resilience-oriented 
instrument, not as a mirror of adversarial manipulation. It supports transparent, fact-based communication 
aimed at  reinforcing trust,  clarifying context,  and correcting misperceptions without amplifying hostile 
narratives.

Methodologically,  the  StratCom  cycle  provides  a  feedback-driven  response  mechanism.  It  allows 
institutions to align messaging with analytical insight,  assess effects,  and adjust  approaches over time, 
ensuring coherence between response actions and broader governance objectives.

Public-Private-Civil Cooperation Models

Public-Private-Civil cooperation models recognise that no single actor controls the information environment. 
Platforms, media organisations, technology providers, researchers, and civil society groups all play roles in 
shaping information flows and public discourse.

At  the  governance  layer,  these  models  support  coordination without  centralisation.  They emphasise 
voluntary cooperation, shared standards, information exchange, and mutual accountability, while respecting 
institutional mandates and independence.
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Analytically,  cooperation models  enable  capability  pooling and perspective  diversity.  They improve 
situational awareness, reduce blind spots, and support timely response without over-reliance on coercive 
regulatory tools.

Strategic Culture Analysis

Strategic culture analysis examines how historical experience, institutional norms, political traditions, and 
societal values shape how actors perceive threats and choose responses. It explains why similar analytical 
inputs may lead to different decisions across states or institutions.

Within the governance layer, strategic culture analysis supports context-sensitive response design. It helps 
anticipate how responses will be interpreted domestically and internationally, and how adversaries may 
exploit cultural expectations or constraints.

Methodologically, this analysis prevents one-size-fits-all solutions. It ensures that governance responses are 
credible, internally consistent, and aligned with national and institutional identities.

Social Amplification of Risk Framework (SARF)

The Social Amplification of Risk Framework explains how risks are perceived, communicated, and amplified 
or  attenuated  through  social  processes,  media  dynamics,  and  institutional  responses.  It  highlights  that 
responses themselves can increase perceived risk, fear, or polarisation.

In  the  governance  layer,  SARF is  critical  for  impact  assessment.  It  helps  decision-makers  anticipate 
unintended consequences of response actions, such as over-exposure, legitimisation of hostile narratives, or 
erosion of trust.

Analytically,  SARF informs  response  moderation  and sequencing.  It  supports  careful  calibration  of 
visibility,  tone,  and  timing  to  avoid  escalating  influence  effects  while  maintaining  transparency  and 
accountability.

Outputs and Analytical Products

Typical outputs of the governance, resilience, and response layer include:

 Response frameworks and escalation pathways aligned with legal mandates.
 Proportionality and impact assessment matrices.
 Institutional coordination models and role delineation.
 Resilience indicators and preparedness benchmarks.
 Feedback assessments capturing response effects on cognition and information dynamics.

These outputs guide action while remaining adaptable to changing conditions.

Table  X maps governance frameworks to  concrete  indicators  and decision thresholds,  illustrating how 
analytical insights are translated into proportionate, lawful, and accountable response actions within the 
Governance, Resilience & Response Layer.

Framework Key Governance Indicators Decision Thresholds Governance Implication / 
Response Trigger

EU FIMI Toolbox 
(Response & 
Coordination Pillars)

Cross-border narrative coherence; 
alignment with foreign strategic interests; 
repetition across proxy actors; targeting of 
democratic processes

Indicators converge across ≥2 
Member States or align with 
known foreign policy objectives

Activate coordinated EU-level 
situational awareness; initiate 
exposure and coordination 
mechanisms

Whole-of-Society 
Resilience Models

Decline in institutional trust; polarisation 
metrics; media literacy gaps; civil society 
stress signals

Sustained degradation of trust or 
resilience indicators beyond 
baseline variance

Shift from monitoring to 
preventive resilience actions 
(education, engagement, 
prebunking)

Risk-Based 
Governance (AI Act, 
DSA, NIS2, CER)

Impact severity; scale of affected 
population; likelihood of harm; systemic 
relevance of platforms or infrastructure

Risk classification moves from 
low to medium or high; potential 
fundamental rights impact 
identified

Escalate governance oversight; 
apply proportional safeguards, 
audits, or regulatory engagement

ELSA / Ethics-by-
Design Frameworks

Explainability gaps; bias risk; rights 
infringement potential; opacity of analytical 

Inability to justify analytical 
inference or response action 

Pause or limit response scope; 
require human-in-the-loop review 
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processes ethically and legally or ethical assessment
StratCom Campaign 
Design Cycle

Narrative confusion; misinformation 
penetration; mismatch between institutional 
messaging and public perception

Persistent narrative distortion with 
measurable behavioural or trust 
effects

Deploy coordinated strategic 
communication or clarification 
campaigns

Public–Private–Civil 
Cooperation Models

Platform responsiveness; information-
sharing effectiveness; civil society alert 
signals

Fragmented or delayed 
cooperation affecting situational 
awareness

Convene coordination forums; 
activate voluntary cooperation 
and information-sharing 
protocols

Strategic Culture 
Analysis

Divergence between analytical 
recommendations and political 
acceptability; institutional risk tolerance 
mismatch

High likelihood of 
misinterpretation or legitimacy 
loss from action

Adjust response framing, 
sequencing, or visibility to align 
with institutional culture

Social Amplification 
of Risk Framework 
(SARF)

Media amplification intensity; emotional 
contagion; unintended narrative escalation

Response action increases 
perceived risk or polarisation 
beyond threat baseline

De-escalate visibility; recalibrate 
response tone and timing

Table X. Mapping Governance Frameworks to Indicators and Decision Thresholds

Table below summarises the response escalation logic within the Governance, Resilience & Response Layer, 
illustrating how analytical confidence and assessed impact translate into graduated, proportionate response 
options under legal and ethical constraints.

Escalation Level Trigger Conditions Primary Objectives Typical Actions Governance Constraints & 
Controls

Level 0 – 
Baseline 
Monitoring & 
Preparedness

Weak or ambiguous 
signals; no confirmed 
coordination; low 
societal impact

Maintain situational 
awareness; preserve 
readiness; avoid 
premature action

Continuous monitoring and horizon 
scanning; internal information sharing; 
preparedness planning; updating 
analytical assumptions

Minimal intervention; high 
reversibility; no attribution; 
no public signalling; strict 
necessity principle

Level 1 – 
Preventive 
Resilience & 
Awareness 
Measures

Recurrent narrative 
patterns; early 
cognitive or 
informational 
vulnerability; potential 
for escalation

Reduce 
susceptibility; 
strengthen societal 
resilience; prevent 
amplification

Strategic communication and contextual 
clarification; media literacy and 
prebunking activities; engagement with 
media and civil society; voluntary 
platform cooperation (transparency, not 
takedown)

Proportionality; avoidance 
of stigmatisation; freedom 
of expression safeguards; 
amplification risk 
assessment

Level 2 – 
Coordinated 
Institutional 
Response

Cross-layer 
convergence of 
indicators; evidence of 
coordination; 
measurable cognitive or 
societal impact

Contain impact; 
ensure coherent 
institutional 
response; increase 
transparency

Activation of inter-agency coordination 
mechanisms; formal information 
sharing across national/EU bodies; 
exposure of manipulation patterns 
(where appropriate); StratCom 
campaign deployment; regulatory 
engagement with platforms

Accountability and 
traceability; controlled 
public messaging; legal 
mandate verification; 
proportional escalation 
checks

Level 3 – 
Strategic and 
Regulatory 
Intervention

High-confidence 
attribution or persistent 
hostile activity; 
significant harm; 
failure of lower-level 
measures

Disrupt hostile 
activity; protect 
democratic 
processes; signal 
resolve

Regulatory enforcement actions; 
diplomatic or political signalling; 
sanctions or restrictive measures (if 
applicable); formal attribution 
statements; international coordination 
(EU, NATO, partners)

Legal robustness; political 
authorisation; fundamental 
rights protection; 
international law 
compliance; escalation risk 
management

Table X. Response Escalation Logic within the Governance, Resilience & Response Layer

Ethical and Democratic Safeguards

Because responses to hybrid and influence threats inherently affect information environments and public 
discourse,  ethical  safeguards  are  integral  to  this  layer.  The  architecture  emphasises  transparency, 
accountability, and respect for fundamental rights.

Ethical considerations are embedded into response design, not appended afterward. This includes avoiding 
counter-manipulation,  preventing stigmatisation of groups, and ensuring that response measures do not 
undermine the very trust and legitimacy they seek to protect.

Role in Cross-Layer Integration

The governance layer both constrains and informs other layers. It constrains technical and informational 
analysis by defining lawful and ethical boundaries. At the same time, it informs analytical priorities by 
identifying strategic objectives, risk tolerance, and societal sensitivities.

Feedback from governance decisions reshapes cognitive environments and information flows, which are then 
re-analysed in subsequent cycles.  This feedback loop is  essential  for avoiding escalation traps and for 
sustaining long-term effectiveness.
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1.6 CROSS-LAYER INTEGRATION LOGIC

Cross-Layer 
Function

Description

Risk Indicators Cognitive, narrative, and operational indicators converge into composite hybrid-
threat risk scores

Feedback Loops Governance responses feed back into cognitive and informational layers (e.g. trust 
restoration, narrative correction)

Early Warning Weak signals detected technically are validated cognitively and informationally
Ethical Control Governance layer constrains technical actions through rights-based safeguards
AI Enablement LLMs, ML classifiers, and graph analytics operate primarily at technical & 

informational layers but are guided by cognitive and governance constraints

The  cross-layer  integration  logic  constitutes  the  core  analytical  mechanism of  the  unified  layered 
methodological  reference  architecture.  While  the  cognitive,  informational,  technical/operational,  and 
governance  layers  each  address  distinct  analytical  questions,  hybrid  and  influence  threats  derive  their 
effectiveness precisely from interactions across these domains. The integration logic defines how insights 
from  individual  layers  are  combined,  validated,  constrained,  and  translated  into  coherent  analytical 
understanding and proportionate response.

Rather than functioning as a data-fusion or aggregation mechanism, cross-layer integration is conceived as 
a sense-making process. Its purpose is to preserve the specificity of each layer while enabling structured 
interaction between them. This approach avoids two common analytical failures: siloed interpretation, in 
which signals remain disconnected, and over-reduction, in which complex phenomena are collapsed into 
single indicators or scores.

Purpose and Conceptual Principles

The primary purpose of the cross-layer integration logic is to support  progressive interpretation under 
uncertainty. Hybrid threats rarely present complete or unambiguous evidence at any single layer. Early 
signals are often weak, partial, or contradictory. Integration logic enables analysts to explore how these 
signals relate across layers and how confidence evolves as additional information becomes available.

Several conceptual principles underpin this logic:

 Non-hierarchical interaction: No single layer dominates interpretation. Meaning can emerge from 
any direction.

 Bidirectional  reasoning:  Analysis  flows  both  bottom-up  (from  technical  signals  to  strategic 
interpretation) and top-down (from governance priorities to analytical focus).

 Context preservation: Indicators are interpreted within their cognitive, narrative, operational, and 
governance contexts rather than as abstract metrics.

 Uncertainty  management:  Confidence  levels  are  adjusted  dynamically  rather  than  resolved 
prematurely.

Bottom-Up Integration: From Signals to Meaning

Bottom-up integration begins with observable signals, often originating in the technical or informational 
layers.  Examples  include  anomalous  coordination  patterns,  early  narrative  seeding,  or  platform-level 
behavioural irregularities. On their own, such signals may be insufficient to justify interpretation or action.

Through integration, these signals are examined against cognitive and informational contexts. A technical 
anomaly gains analytical significance if it aligns with emotionally resonant narratives targeting susceptible 
audiences. Conversely, a narrative shift may be deprioritised if technical indicators suggest organic diffusion 
rather than coordinated amplification.

This  bottom-up  process  supports  early  warning by  allowing  weak  signals  to  be  explored  without 
overcommitment. It emphasises hypothesis generation and refinement rather than binary classification.

Top-Down Integration: From Governance to Analysis
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Top-down integration begins  with  governance and strategic  considerations,  such as  legal  mandates, 
societal sensitivities, risk tolerance, and policy priorities. These factors shape analytical focus by determining 
which signals are relevant, which thresholds matter, and which response options are available.

For example, governance constraints may require higher confidence before certain technical measures are 
taken, while allowing lower-confidence indicators to inform resilience-building or communication strategies. 
Strategic  culture  and  institutional  mandates  also  influence  how  analytical  findings  are  framed  and 
communicated.

Top-down integration ensures that analysis remains  actionable and legitimate,  preventing technical or 
informational insights from drifting into analytically interesting but operationally unusable conclusions.

Cross-Validation and Indicator Reconciliation

A key function of the integration logic is  cross-validation. Indicators from one layer are not treated as 
independent evidence but are evaluated in relation to others. Cognitive vulnerability assessments validate 
whether informational narratives are likely to have impact. Technical coordination patterns validate whether 
narrative spread is orchestrated or organic. Governance constraints validate whether interpretation justifies 
response.

This reconciliation process reduces false positives and analytical bias. It also supports explainability, as 
analysts can trace how different forms of evidence contribute to evolving assessments.

Feedback Loops and Adaptive Learning

The integration logic incorporates  continuous feedback loops. Responses taken at the governance layer 
reshape  information  environments  and  cognitive  conditions,  which  in  turn  generate  new  signals  at 
informational and technical layers. These effects are monitored and re-analysed, allowing adjustment of both 
interpretation and response.

This adaptive cycle is essential for dealing with adversarial learning. Hybrid actors observe responses and 
modify tactics accordingly. The architecture therefore treats integration as an ongoing process rather than a 
one-time synthesis.

Integration Outputs

The outputs of cross-layer integration are not definitive judgements, but structured analytical products, 
such as:

 Composite risk narratives that combine cognitive, informational, and operational insights.
 Confidence-weighted assessments with explicit assumptions and uncertainty.
 Early-warning hypotheses and scenario trajectories.
 Response options aligned with governance constraints and proportionality.

These outputs are designed to support human decision-making rather than replace it.

Table below illustrates the cross-layer integration logic underpinning the unified methodological reference 
architecture.  It  shows  how  signals  originating  in  individual  layers  are  validated  across  domains  and 
transformed into structured analytical outputs that support early warning, sense-making, and proportionate 
response.

Primary Signal 
Source

Signal Type (Examples) Cross-Layer Validation Logic Integrated Analytical Output

Technical / 
Operational Layer

Anomalous coordination 
patterns; synchronised posting; 
unusual amplification; network 
clustering

Validated against informational coherence (shared 
narratives, framing consistency) and cognitive 
relevance (targeted vulnerabilities, emotional 
resonance). Governance layer assesses legality and 
proportionality of interpretation.

Early-warning hypothesis; 
coordination likelihood 
assessment; prioritised 
monitoring targets

Informational 
Layer

Emerging narratives; framing 
shifts; cross-platform storyline 
convergence; symbolic or 
emotive messaging

Validated against technical indicators (amplification 
mechanisms, actor alignment) and cognitive 
susceptibility (identity alignment, emotional triggers). 
Governance layer evaluates exposure and response 
implications.

Narrative risk profile; storyline 
lifecycle assessment; narrative 
impact prioritisation

Cognitive Layer Heightened emotional 
polarisation; trust erosion; 
identity-based mobilisation; 
susceptibility indicators

Validated against informational signals (presence of 
reinforcing narratives) and technical reach 
(amplification scale, persistence). Governance layer 
evaluates societal sensitivity and response 

Cognitive vulnerability 
assessment; societal risk 
indicators; resilience 
intervention triggers
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proportionality.
Technical + 
Informational 
(Convergent)

Coordinated amplification of a 
coherent narrative across 
platforms

Validated against cognitive impact (audience 
resonance, behavioural signals) and governance 
thresholds (risk tolerance, legal basis).

Coordinated influence 
operation hypothesis; 
escalation consideration

Informational + 
Cognitive 
(Convergent)

Emotionally charged 
narratives aligned with identity 
cleavages

Validated against technical execution (coordination vs 
organic spread) and governance constraints (risk of 
amplification through response).

Targeted resilience and 
StratCom options; prebunking 
recommendations

Governance Layer Legal constraints; institutional 
mandates; strategic priorities; 
societal sensitivities

Applied top-down to filter and weight signals from 
other layers; determines acceptable response space and 
escalation thresholds.

Actionability assessment; 
response option framing; 
proportionality matrix

Response Effects 
(Feedback 
Signals)

Changes in discourse tone; 
engagement patterns; trust 
indicators after response

Fed back into cognitive, informational, and technical 
layers to reassess assumptions and adjust 
interpretation.

Adaptive reassessment; 
response calibration; learning 
loop activation

Table X. Cross-Layer Integration Logic: Signals → Validation → Outputs

Ethical and Governance Safeguards

Because integration increases analytical power, it also increases ethical responsibility. The integration logic 
explicitly incorporates governance constraints at every stage, ensuring that enhanced interpretive capability 
does not translate into unjustified intervention or surveillance.
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CONLUSIONS AND NEXT STEPS

Hybrid, information, psychological, and influence threats represent a category of security challenges whose 
defining characteristic is not any single technique, but the coordinated interaction of multiple domains. Their 
effects  emerge  through  the  interplay  of  cognition,  narrative  construction,  technical  execution,  and 
institutional  response.  Addressing such threats therefore requires more than improved tools  or  isolated 
analytical  methods;  it  requires  a  coherent  methodological  structure  capable  of  integrating  diverse 
perspectives without reducing their complexity.

This document has presented a unified layered methodological reference architecture intended to meet that 
need. By structuring analysis across cognitive, informational, technical-operational, and governance layers, 
the framework provides a systematic way to understand how influence and hybrid operations are designed, 
executed, perceived, and countered. Each layer captures a distinct analytical logic, while the architecture as 
a whole emphasises interdependence, feedback loops, and cross-layer reasoning.

A central contribution of the architecture lies in its role as a reference model rather than a prescriptive solution. 
It does not dictate specific tools, indicators, or response measures. Instead, it establishes a shared analytical 
language and conceptual structure that can support diverse use cases, ranging from research and system 
development to operational analysis and policy design. This makes the framework adaptable to different 
institutional contexts, threat environments, and technological maturity levels.

The layered approach also helps clarify common sources of analytical and operational friction. By explicitly 
separating  cognitive  effects  from  informational  content,  and  technical  execution  from  governance 
constraints, the architecture makes visible where misalignment often occurs in practice. At the same time, it  
provides a structured way to reconnect these domains, enabling analysts and decision-makers to trace how 
weak signals propagate, how narratives translate into behaviour, and how responses can influence trust, 
resilience, and long-term stability.

Importantly, the architecture is compatible with both human-driven and AI-assisted analytical processes. 
While it can inform the design of advanced AI-enabled systems, it does not depend on automation to be 
meaningful. Instead, it frames where automation can add value, where human judgement remains essential,  
and how explainability, proportionality, and legal safeguards should constrain technical capabilities. This 
makes the framework particularly relevant in light of emerging European regulatory and ethical requirements 
for security-related AI systems.
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