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EXECUTIVE SUMMARY

This Market Solutions Analysis provides a comprehensive examination of existing commercial platforms, high 
Technology Readiness Level (TRL) research and development solutions, and pan-European initiatives relevant to 
hybrid threat detection, misinformation analysis,  OSINT-driven situational awareness, and digital-ecosystem 
monitoring. The analysis evaluates these solutions in relation to operational needs and capability gaps identified 
by practitioners across law enforcement, security agencies, intelligence units, strategic communication teams,  
and cybersecurity organizations. The objective is to determine the extent to which current tools address the 
challenges of hybrid threats and to identify which conceptual, technical, and operational gaps must be bridged  
through the HIPSTer project’s novel ontology-driven hybrid threat detection framework.

Commercial platforms such as Babel Street and WebIQ offer advanced and mature functionalities that support 
large-scale OSINT collection, multilingual analytics, geospatial-temporal patterning, visual media intelligence, 
real-time alerting, entity resolution, dark web monitoring, and investigative workflow support. These capabilities 
demonstrate  high  operational  maturity  and  demonstrate  the  value  of  industrial  tools  for  rapid  threat  
identification, disinformation tracking, and situational awareness. However, the commercial landscape remains  
fundamentally  fragmented.  Each solution excels in specific domains—such as multimedia clustering, border 
security intelligence, executive protection monitoring, child abuse content analysis, or dark web investigations—
but does not provide cross-domain semantic integration or unified reasoning mechanisms needed to detect  
hybrid campaigns holistically. This fragmentation limits the ability to connect narrative signals, cyber indicators,  
behavioural patterns, and geopolitical context into coherent threat assessments.

High-TRL research solutions—including platforms developed in the Starlight project and the NAAS (Narrative 
Analysis  and Alerting System)—illustrate significant  progress  in  the detection of  misinformation,  semantic 
clustering, bot identification, deepfake verification, sentiment analysis, and adversarial content validation. These 
systems  demonstrate  emerging  capabilities  in  multimodal  AI-driven  content  assessment,  emphasising 
transparency, explainability, and ethical compliance. Yet, despite their advanced analytical components, these  
tools still operate primarily as individual modules rather than integrated intelligence ecosystems. They excel at 
identifying discrete signals—such as manipulated images, anomalous network behaviour, or extremist narratives
—but lack the ontological frameworks needed to represent, correlate, and infer relationships across domains. 
This limits their utility for hybrid threat early warning, attribution, and multi-domain operational analysis.

At the institutional level, the analysis examines pan-European initiatives, including EEAS FIMI, the EU Hybrid 
Fusion Cell, VIGINUM, and EU–NATO hybrid threat cooperation structures. These efforts highlight the political 
and operational imperative for Europe to strengthen its capacity for threat fusion, strategic communication,  
critical infrastructure resilience, and misinformation monitoring. These institutions employ mixed methodologies 
combining OSINT, HUMINT, SIGINT, cyber threat intelligence, and media forensics. While effective for strategic 
assessment and policy coordination, their work also demonstrates structural challenges: reliance on human 
analysts, limited automation, restricted interoperability between EU and NATO bodies, and the absence of  
unified semantic architectures capable of integrating classified and open-source information into a common 
reasoning environment.

Across all examined systems—commercial, research, and institutional—the analysis identifies several recurring 
capability gaps:

1. lack of semantic integration and ontology-based reasoning across domains;

2. insufficient correlational mechanisms linking narratives, actors, cyber-technical indicators, behavioural  
patterns, and geopolitical context;

3. absence of automated cross-platform narrative evolution tracking;

4. limited explainability and transparency in AI systems;

5. insufficient alignment with emerging EU AI regulatory requirements; and

6. limited operational ability to generate multi-layered hybrid threat early warning outputs in real time.
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INTRODUCTION 

The increasing complexity, volume, and velocity of hybrid threats, disinformation campaigns, online 
influence operations, and state-sponsored information manipulation create unprecedented analytical 
demands for public-sector and private-sector security practitioners. Europe’s security landscape is 
shaped  by  a  growing  array  of  cross-domain  hybrid  activities  that  combine  cyber  operations, 
information warfare, political influence, military signalling, media manipulation, and psychological 
targeting. These activities are not isolated but occur through coordinated, multi-layered campaigns 
designed to exploit vulnerabilities across digital ecosystems and societal structures. As a result, the 
need for advanced hybrid threat detection systems—capable of semantic reasoning, cross-domain 
correlation, and automated early warning—has become increasingly urgent.

This  document  provides  a  systematic  analysis  of  existing  commercial  OSINT  platforms,  high-TRL 
research solutions, and pan-European institutional initiatives in order to evaluate their suitability for 
supporting hybrid threat detection and situational awareness. The goal of this review is twofold: first,  
to identify the operational and conceptual limitations of currently available solutions; and second, to 
establish the scientific and technological rationale for the HIPSTer project’s integrated, ontology-driven 
approach to hybrid threat detection.

Existing  commercial  solutions  offer  sophisticated  capabilities  across  specific  segments  of  the 
intelligence  and  security  ecosystem.  Tools  such  as  Babel  Street  and  WebIQ  provide  mature 
functionalities in multilingual  OSINT analytics,  geospatial reasoning, image and video intelligence, 
sentiment analysis, dark web monitoring, and alerting workflows. These platforms are widely used in 
law enforcement, national security, private-sector threat intelligence, and high-risk sector protection. 
Their strengths include operational reliability, scalability, broad data coverage, and advanced AI-driven 
classification techniques. However, despite their maturity, commercial platforms remain inherently 
siloed. They provide powerful capabilities within narrow operational domains but do not integrate  
these  capabilities  into  a  unified analytical  environment  that  supports  cross-domain reasoning  or 
semantic modelling of hybrid threats.

High Technology Readiness Level (TRL) research solutions—such as those developed in the Starlight 
project or the Narrative Analysis and Alerting System (NAAS)—demonstrate promising advances in 
multimodal  misinformation  detection,  deepfake  verification,  image  tampering  analysis,  narrative 
clustering, behaviour modelling, and transparency-enhanced AI. These systems push the boundaries 
of automated analytic capability, particularly in tasks related to content authenticity, manipulation 
detection, and adversarial information assessment. Nonetheless, most research solutions operate as  
stand-alone modules optimized for specific analytical problems. They rarely include ontological layers, 
cross-domain  fusion  mechanisms,  integrated  reasoning  systems,  or  the  operational  structures 
required to detect hybrid threats that span multiple informational and behavioural dimensions.

Pan-European  institutional  initiatives  further  illustrate  the  strategic  importance  of  hybrid  threat  
detection for national and EU-level security. Organizations such as VIGINUM, the European External 
Action Service (EEAS) FIMI, the EU Hybrid Fusion Cell, and NATO–EU hybrid cooperation structures 
increasingly  rely  on  OSINT  and  digital  analytics  to  support  strategic  communication,  counter-
disinformation operations, crisis monitoring, and resilience building. These institutions employ multi-
source  intelligence  and  multidisciplinary  analysis  and  have  contributed  significantly  to  doctrinal  
development in the hybrid threat domain. However, their operational impact is limited by resource 
constraints, manual analytical workloads, and the absence of technological frameworks that support 
automated reasoning or fully integrated intelligence fusion.

Across all categories—commercial platforms, research prototypes, and institutional initiatives—this 
review identifies fundamental gaps that hinder the effective detection of hybrid threats. These include 
the  fragmentation  of  analytic  capabilities  across  domains,  the  lack  of  semantic  interoperability, 
insufficient  mechanisms  for  correlating  technical,  informational,  behavioural,  and  geopolitical 
indicators, and limited compliance with emerging European AI regulatory requirements. Moreover, 
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current systems do not provide unified ontological structures that can represent hybrid threat actors,  
tactics,  narratives,  signals,  and contexts  in  a  machine-interpretable  manner,  nor  do they enable 
automated inference about the relationships among these elements.
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RELATED DEVELOPMENTS AND CASE STUDIES

1.1 COMMERCIAL PRODUCTS

1.1.1 BABEL STREET

NAME OF THE SOLUTION

DESCRIPTION OF THE FUNCTIONALITY

The Babel Street technology platform uses AI to conduct continuous, multilingual searches across 
thousands of global and local publicly available information (PAI) sources in over 200 languages. This 
allows for the swift identification and interpretation of international threats. 
Here are the key functionalities:

1. Data analysis: The platform for adaptable text analytics and identity matching is designed to 
identify individuals, analyse languages, extract and connect information, and interpret content. 
Users can explore the data through various analytical perspectives, including geospatial, 
temporal, sentiment, significance, reach, popularity, key influences, concepts, named entities, 
trends, data types, and topics of interest.

2. Knowledge visualization: User can customize user dashboard and build charts based upon 
sentiment heat maps, volume and sentiment trends, prominent authors, languages, trending 
concepts and themes 

3. Data import and integration: Imports and integrates data from various sources, such as third-
party data, customer data, databases, 30+ social media sites, text files.

4. Collaboration and information sharing: Analysts can collaborate in real-time, share filters and 
key insights across analytical cohorts: Subscribe to human-curated data cannels, tag documents 
for joint, combined, and inter-agency operations

REFERENCE TO CAPABILITY GAP/NEED

- Describe the use of the solution in reference to the gaps/need
Use-case 1: Safety and security of public events: Security practitioners face numerous challenges in 
ensuring the safety and security of public events. These challenges include maintaining situational 
awareness across both physical and digital dimensions and responding promptly to emerging threats.

Babel Street's technology  help address these challenges by leveraging publicly available information (PAI) 
along with other resources. Their approach integrates real-time data, surveillance, and advanced analytical 
tools, enabling security teams to achieve a high level of situational awareness. This comprehensive strategy 
allows security teams to anticipate and respond quickly to potential threats, ensuring a secure environment 
for all attendees.

Use-case 2:  Border Security:  Security practitioners in border control face significant challenges 
due to outdated technology and limited data, which impede their ability to intercept illegal goods and 
persons. Additionally, the complexity of multilingual data makes it difficult to detect terrorism, 
transnational crime, cybercrime, intellectual property (IP) theft, and counterfeit goods.

Babel Street's advanced AI and analytics technology offer solutions to these challenges. Their platform 
enhances cross-border screening by utilizing multilingual predictive analytics and text analytics, leading to 
better decision-making. Babel Street Insights helps identify threats and detect IP infringements, theft, and 
economic espionage. Furthermore, Babel Street Rossete rapidly screens names against watchlists in 
multiple languages and scripts, improving overall border security.

Use-Case 3:  Enhanced Executive Protection through Advanced Technology: Security practitioners 
face growing challenges in executive protection. However, Babel Street's cutting-edge technology, which 
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leverages big data and publicly available information (PAI), significantly enhances their capabilities. By 
uncovering digital footprints, validating intent, and identifying legitimate threats in various languages, 
Babel Street's advanced tools enable security teams to proactively address potential risks. 

Use Case 4: Enhanced Due Diligence with AI Technology:  Financial institutions face significant 
challenges in ensuring compliance with regulations that require all organizations, not just financial 
institutions, to screen against watchlists to avoid engaging with sanctioned parties. Failure to comply can 
result in substantial fines and reputational damage.

Babel Street's AI-driven solutions help overcome these challenges by enhancing sanctions screening and 
know-your-customer (KYC) activities. Their Rosette technology provides advanced name screening, 
adverse media monitoring, and due diligence with a highly accurate matching system. Additionally, Rosette 
Extract and Link Information uncovers complex relationships involved in money laundering, further 
improving compliance and security measures.

Use-case 5: Cybersecurity: Security practitioners face significant challenges in cybersecurity, as 
adversaries employ increasingly sophisticated tactics that threaten the integrity and reliability of IT systems 
and the broader information ecosystem.Babel Street's technology helps address these challenges by 
providing advanced tools that enhance the effectiveness of cybersecurity measures. Their AI-driven 
solutions improve the protection of critical systems and data, ensuring robust defense against complex cyber 
threats and maintaining the integrity and reliability of the information ecosystem

PRACTITIONERS
- Provide applicable JRC domains for which the idea is valuable:

Civil Security Domain:
 Public Safety
 National security
 Crime prevention and investigation
 Cybersecurity

 

Defense Domain: 

 

 Geopolitical and Military Intelligence
 Cyber defense
 Military Stratcom units

-
. 

- Provide the level of practitioners in the same discipline:
o I) ministry level (administration): 

 National government bodies and ministries responsible for internal security, 
information technology, and public administration. 

 Policymakers involved in drafting and implementing laws related to cybersecurity 
and misinformation.

o II) local level (cities and regions): 
- City and regional law enforcement agencies managing local security and 

misinformation threats. 
- Municipal IT departments responsible for implementing and maintaining AI tools in 

local governance
o III) support functions to ministry and local levels (incl. Europe’s third sector): 
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 Research institutions and universities collaborating on AI and cybersecurity 
projects. 

 Non-governmental organizations (NGOs) providing support and advocacy on 
misinformation and digital safety. 

 Private sector companies offering technical support and solutions for 
cybersecurity and misinformation detection

- Provide the expected end-users of the idea (such as NGO’s, private citizens, private companies, 
media outlets, police, firefighting departments

All of them: 
- Law Enforcement Agencies (LEAs): Primary users for implementing AI-based tools to 

detect and manage misinformation. 
- Government Ministries: Administrative bodies at the national level utilizing these 

tools for policy enforcement and public safety. 
- Municipal Governments: Local authorities using the solutions to handle regional and 

city-level misinformation issues. 
- NGOs: Organizations focused on digital rights, misinformation awareness, and public 

education. 
- Private Citizens: Individuals benefiting from increased digital safety and reliable 

information verification. 
- Private Companies: Corporations involved in cybersecurity, digital content 

verification, and AI technology development. 
- Media Outlets: News agencies and media companies using these tools to ensure the 

authenticity of their content. 
- Firefighting Departments: Emergency services that may use misinformation 

detection tools during crisis management and public safety operations.
-

STATE OF THE ART

- Indication of current Technology Readiness Level (TRL 1-9 index): 

- In which stage is the solution (research, technology, available innovation, proven innovation):
Technology is tools on the production level

-  Expected time to TRL-9. 
TRL9

- Expected time to market.
0

DESCRIPTION OF USE CASE(S)
Case study: using PAI to detect Russian disinformation
The Babel Street platform’s capabilities have been successfully utilised in real -world application to uncover 
a propaganda and disinformation campaign targeting Kyiv in the year preceding the Russian invasion of  
Ukraine in February 2022. 
The tracking of this activity started on January 2021, thirteen months before the war commenced. The findings 
concluded that Russia was systematically constructing a justification for war against Ukraine.

Analysts of Babel Street has been consistently monitoring a vast array of social media content since early 
2021, uncovering a Kremlin-led information campaign that alleged Western aggression against Russia’s 
Kaliningrad Oblast. Moscow accused NATO and the European Union (EU) of threatening Russia by 
creating instability in Kaliningrad’s economic and political situation.
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While the specific intent of this information campaign was unclear, it likely served President Putin’s 
objectives by bolstering domestic support for the war and providing justification for the invasion of 
Ukraine. Although it did not indicate an imminent military threat to NATO, it was probably aimed at 
undermining the unity of the alliance. Analysts identified several key areas in the disinformation messaging 
about Kaliningrad. These messages, propagated through state-controlled media outlets in Russia and pro-
Russian accounts on social media, claimed that NATO and the EU posed an increasing threat to Kaliningrad 
since early March 2021. 

Three main topics emerged from this campaign: Sanctions were purportedly causing fuel and food shortages 
and increasing travel restrictions.

NATO military exercises near Kaliningrad were portrayed as provocative and aggressive.
Plans to expand the alliance to include Sweden and Finland were depicted as destabilizing the balance of 
power in the Baltic region.

Using Babel Street Insights along with advanced social network analysis tool Synthesis, analysts identified 
key voices and influencers from the online chatter. By monitoring social network Vkontakte, Babel Street 
was able to track the latest claims and threats generated by a range of pro-Russian accounts (shown in red 
below).

In summary: while Putin's intentions concerning Kaliningrad were unclear, the significant increase in anti-
Ukrainian messaging spread by pro-Russian networks on social media during March, April, and May 2022 
indicates the importance of ongoing monitoring. 
 
OSINT tools, particularly Babel Street Insights and Synthesis, are well-equipped to offer advanced indicators 
of Russian intentions.

IMPACT ON COUNTERING HYBRID THREATS
- Describe how the idea contributes to countering hybrid threats; relate this to one or more 

capability gaps and needs. 

OSINT tools like Babel Street Insights and Synthesis are important assets in the fight against hybrid threats. 
They provide the necessary capabilities to detect, analyse, and respond to disinformation and other non-
traditional tactics, ensuring a proactive and informed approach to national security and defence agencies.

 Detection and Tracing of Misinformation: 

Capability Gap: 
-  Security practitioners often struggle to integrate data from diverse sources, including social media, 

news outlets, and open-source intelligence, to get a comprehensive view of hybrid threats involving 
misinformation.
 Security practitioners often struggle with real time monitoring and analysis, identification of 

misinformation compaigns distinguishing between genuine information and orchestrated 
misinformation campaigns.

  Misinformation is disseminated across multiple languages and platforms, requiring linguistic 
expertise and technological tools capable of processing diverse content sources.

 Hybrid threats continually evolve with new tactics such as deepfakes, bot networks, and content 
manipulation. Security practitioners must adapt their detection and response strategies to 
counter these evolving threats effectively.

 

Solution:
  AI tool set of Babel Street addresses critical capability gaps in security practitioners' ability to 

detect and trace misinformation within the context of countering hybrid threats. By offering 
advanced data integration, real-time monitoring, multilingual support, and sophisticated threat 
detection capabilities, Babel Street technology enables proactive identification and mitigation of 
hybrid threats that include misinformation campaigns. 
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Impact: 
 This capability enhances the situational awareness and decision making of LEAs, armed with 

comprehensive insights, practitioners can make informed decisions and develop effective 
response strategies tailored to the specific characteristics of hybrid threats they face.

 Categorization and Validation of Misinformation: 

Capability Gap: 

 The sheer volume and rapid dissemination of misinformation make it difficult for practitioners to 
keep up with identifying and categorizing false information before it spreads widely. Delayed 
identification allows misinformation to gain traction and influence public perception or behaviour 
before countermeasures can be implemented.

 Verifying the authenticity and credibility of sources behind misinformation is challenging, 
especially when false information mimics legitimate sources or utilizes anonymous or obscured 
identities. 

Solution: 
 Babel Street technology integrates data from multiple sources and employs advanced analytics to 

process large volumes of information swiftly and accurately. 
Impact: 

 This capability enables security practitioners to gain a comprehensive view of misinformation 
campaigns, facilitating categorization based on patterns and trends identified through AI-driven 
analysis.

 
 Operational Scenarios and Requirements: 

Capability Gap: 
 Barriers to information sharing (e.g., data silos, legal constraints) hinder collective intelligence 

gathering and joint efforts to counter hybrid threats effectively. Timely and secure information 
sharing across agencies, sectors, and jurisdictions is crucial for comprehensive threat assessment 
and coordinated response.

Solution: 
 Babel Street technology enables secure information sharing and collaboration through encrypted 

communication channels and permission-based access controls.
Impact: 

 Integrated workflows and centralized data management enhance interoperability among 
agencies and sectors, fostering collective intelligence gathering and joint response efforts.

 Resilience/defensive/offensive
Resilience: 

 Building Resilience: By providing tools that can detect and analyse 
misinformation, the Babel Street technology helps to build resilience of 
our societies against hybrid treats and disinformation  campaigns. 

 Impact: Strengthens the overall resilience of LEAs and other stakeholders 
against hybrid threats by ensuring they are better prepared to identify 
and counter misinformation. 

·  Defensive: 
 Defensive Capabilities: The solutions developed enhance defensive 

capabilities by allowing LEAs to proactively monitor and counter 
misinformation campaigns. 

 Impact: Reduces the effectiveness of hybrid threats by preventing the 
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spread of misinformation and maintaining public trust in official 
communications. 

1.1.2 WEBIQ

NAME OF THE SOLUTION
OSINT based suite of tools for LEA

DESCRIPTION OF THE FUNCTIONALITY
A comprehensive suite of tools has been introduced to the market, specifically designed 

to meet the unique demands of Law Enforcement Agencies (LEAs), Intelligence 
Agencies, government organizations, and threat intelligence firms. This specialized suite 

includes the following key solutions: the Voyager platform, DarkCloud, Atlas (a child 
protection tool), IRIS (a screening intelligence tool), and Hash Check Services, which 

focuses on content safety and moderation.
 

Outlined below are the primary functionalities of these tools:
 

Voyager platform
 

The OSIN platform facilitates the analysis and integration of intelligence by supporting 
large datasets, providing customizable analytics, enabling on-demand data acquisition 
from online sources, offering comprehensive API integration, and featuring robust user 

interface applications to seamlessly incorporate intelligence into daily operations.
Core Functionalities: 

 
· Monitoring: Voyager is scalable and fast tool, allowing operators to focus on 

specific patterns and topics. It helps monitor threats, events, evidence, and 
subjects in real-time across various online sources, including Telegram channels, 

social media, chat boards, and hidden chat rooms on the Darknet. Voyager's 
advanced filters and notification system automatically alert users when relevant 

information is found, enabling quick action. 
· Investigations: Investigation teams use Voyager to search, analyze, and prioritize 

online data, uncovering crucial clues. Voyager helps with daily OSINT tasks by 
offering powerful user interface tools. These tools allow teams to create 
comprehensive views of entities, share insights, collaborate on evidence, 

investigate risk patterns with historical and real-time data, and produce dynamic 
dashboards and reports. They can also export data and screenshots for evidence.

· Insights: To make informed strategic decisions, organizations need a 
comprehensive view. Voyager helps users create insightful, dynamic dashboards 

that integrate information from various sources
· Visual Media Analytics: Analysts who need to interpret and track extensive visual 

data can leverage Voyager's advanced visual search features. These features 
utilize the latest AI models for semantic search and audio transcription, along 
with industry-standard perceptual hash, EXIF, and OCR search capabilities, to 
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swiftly uncover crucial evidence.
DarkCloud 

 
The OSINT solution for accessing and investigating Dark Web data safely and forensically.

Core functionalities: 
· Threat Intelligence Conduct comprehensive searches of the Dark Web to identify 

references to critical assets, facilities, infrastructure, brand names, and key 
individuals. Utilize this information to evaluate potential risks.

· Investigations Carry out detailed inquiries into criminal networks, propaganda 
and misinformation efforts, the trade of illegal goods, and the identification of 

significant actors involved.
· Situational Awareness Develop a thorough understanding of a specific location, 

event, or topic by analysing relevant activities and discussions on the Dark Web.
 

Atlas-Child protection solution
 
Atlas  supports  investigators  in  establishing  a  distinctive  online  information  profile, 
gathering essential evidence, identifying online threats, and enhancing investigations by 
integrating various data points. 

Core functionalities:

· For Investigations: Gain secure access to organized OSINT datasets derived from 
Dark Web CSE forums, chat rooms, Telegram channels, and relevant Clear Web 
sites. These datasets, which exclude images, are accessible through Web-IQ’s 

secure user interface, featuring advanced search functionalities and translation 
tools.

· Strategic Information: Obtain strategic insights into the online dissemination of 
Child Sexual Abuse Material (CSAM) through scans conducted in accordance with 

EU privacy regulations.
· Risk Assessments: Real-time OSINT tools specific to CSE, which include 

immediate checks for identification and risk indicators across various online open 
sources.

IRIS-Screening intelligence

A  GDPR-compliant  automated  screening  tool  that  helps  organizations  improve  risk 
assessments using OSINT. It performs real-time searches across various internet sources, 
reduces false positives through advanced filters, and provides clear, relevant information 
for anti-fraud, risk management, and KYC needs. Unlike standard media providers with 
limited sources, our tool offers extensive coverage of news about local SMEs and their 
stakeholders.
 
Hash Check Services- Content safety and moderation 
Analysts  needing  to  interpret  and  track  extensive  visual  data  can  leverage  Voyager's 
advanced visual search features. These features utilize the latest AI models for semantic 
search and audio transcription, along with industry-standard perceptual hash, EXIF, and 
OCR  search  capabilities,  to  swiftly  uncover  crucial  evidence.  The  streamlined  user 
interface  enables  investigators  to  review  images  and  videos  efficiently,  making  the 
discovery of visual evidence quick and effective.
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REFERENCE TO CAPABILITY GAP/NEED
- Describe the use of the solution in reference to the gaps/need

1. Gap/need: Management of vast volumes of data
LEA face significant challenges in managing the vast volumes of data they collect. While 
data collection is crucial for making informed decisions, the sheer quantity can lead to 
information overload, making it increasingly difficult to generate timely and actionable 
insights. As a result, security practitioners often struggle to process and analyse this data 
effectively, hindering their ability to respond swiftly and accurately to emerging threats
 

2. Gap/need: Detecting and processing online Child Sexual Abuse (CSE) content:
Law Enforcement Agencies (LEAs) face several key challenges in detecting and 
processing online CSE content:

· Vast and Dispersed Data: CSE content is spread across numerous platforms, making it difficult for 
LEAs to track and analyze in a timely manner.

· Encrypted Communications: Platforms like Telegram and Discord use encryption, complicating 
efforts to intercept and monitor illicit communications.

· Fast-Paced Platforms: Rapid and dynamic conversations in chat rooms make it challenging to 
capture relevant content before it disappears.

· Evolving Tactics: Perpetrators continuously adapt their methods to evade detection, requiring 
LEAs to stay equally adaptive.

 
3. Gap/need: Clustering (online) information

Typically , mis/disinformation does not come in the form of a single piece of content. It is 
a part of a larger narrative that is shared over timeand rebublished in different versions 
and formats across different online channels. 

Detecting, calssifying and acting on each individual peace of 
misinformation/disinformation is not only time consuming, but also missis a bigger 
picture that alows investigators get insight in the reputation of the sourcse of 
narrative, the influence of certain communities,and the timeline of spreading  and 
trends in adoption and impact on public opinion

PRACTITIONERS
- Provide applicable JRC domains for which the idea is valuable:

. 
- Provide the level of practitioners in the same discipline:

o I) Ministry Level (Administration):
o National government ministries responsible for internal security, 

cybersecurity, and public administration.
o II) Local Level (Cities and Regions):
o Regional and municipal law enforcement agencies and local government 

bodies.
o III) Support Functions to Ministry and Local Levels (Including Europe’s Third 

Sector):
o Research institutions, universities, NGOs, and private sector companies.
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- Provide the expected end-users of the idea (such as NGO’s, private citizens, private 

companies, media outlets, police, firefighting departments
All of them:
· Law Enforcement Agencies (LEAs): Primary users who implement the tools to 

detect, analyze, and respond to misinformation and information threats.
· Government Ministries: National and regional government bodies using the 

platform for strategic planning and response coordination.
· Municipal Governments: Local authorities employing the solutions to safeguard 

their communities against misinformation.
· Non-Governmental Organizations (NGOs): Organizations focusing on digital 

rights, misinformation awareness, and public education.
· Private Citizens: Individuals benefiting indirectly through increased digital safety 

and accurate information.
· Private Companies: Businesses in cybersecurity, AI technology, and media that 

integrate these tools into their operations.
· Media Outlets: News agencies and media companies using the platform to verify 

the authenticity of their content and protect against misinformation.

STATE OF THE ART

- Indication of current Technology Readiness Level (TRL 1-9 index): 

Market ready solution, TRL-9

- In which stage is the solution (research, technology, available innovation, proven innovation):

-  Expected time to TRL-9. 

- Expected time to market.

DESCRIPTION OF USE CASE(S)
- Use case 1: Clustering (online) information

The use case is focuses on the clustering of multimodal online data with the purpose 
of connecting information that is about the same story. The connection can be 
established based on the elements of the entity (pease of information like post , 
image, video) such as time of posting, time of event described online sourcse, 
physical locations mentioned, topic and sentiment towards the topic. The solution is 
focused around extracting these facts about entities and mainly about resolving 
entity resolution to link entities together. However, the solution that can cluster 
related information is not available in the market. Web-IQ is looking for the solution 
that address the following functionalities:

- Extract relevant features from online entities like posts, images, videos
- Perform entity resolution on this data to find clusters of information about the same story, narrative, 

event
- Extract characteristics of the cluster (narrative) to give insight in the source,distribution and trends of 

the story. 
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- Use Case 2: Monitoring Military Blogs on the Ukraine Conflict
As the Ukraine conflict evolves, many individuals rely on social media platforms like 
Telegram to track developments on the front lines. To meet this demand, Web-IQ’s 
targeted Telegram datasets expand by over 500,000 messages daily. However, 
reading each new message or receiving alerts for every mention of hostile actions is 
time-consuming and impractical for staying informed.To address this challenge, 
Web-IQ introduced a new situational awareness view. This feature highlights content 
that may impact public safety, showing areas of interest, key phrases, user 
involvement, and significant changes in message volume. Users can navigate directly 
to search results to explore the underlying data. The update frequency is near real-
time, enabling rapid decision-making in incident rooms.

- Use Case 3: Misuse of generative AI for child abuse
Web-IQ’s Atlas solution has been expanded to address the growing threat of 
generative AI in creating and distributing child abuse. Atlas solution is expanded in 
technical capabilities and scope, broadening coverage to include monitoring of 
platforms like Telegram, Discord, and darknet chatrooms, tracking AI-generated 
abusive content. Uses machine learning to detect and flag realistic AI-generated CSE 
content. Provides immediate alerts, allowing LEAs to respond swiftly to new content. 
Analyses discussions around AI-generated content, linking them to specific threats.

-
IMPACT ON COUNTERING HYBRID THREATS

- Describe how the idea contributes to countering hybrid threats; relate this to one or more 
capability gaps and needs. 

The Voyager platform can be considered as an effective tool for countering hybrid 
threats like disinformation and misinformation by offering features for monitoring, 
investigation, and analysis:

- Monitoring: Voyager tracks data from various online sources in real-time, helping 
detect false narratives early and enabling quick responses. Alerts notify users when 
relevant information is found.

- Investigations: Voyager aids in identifying disinformation networks and entities by 
analysing online data, offering insights with historical and real-time views, and 
supporting evidence-based reporting.

- Insights: Dynamic dashboards provide a comprehensive view of disinformation 
trends, enabling informed decision-making.

- Visual Media Analytics: Advanced tools detect and verify manipulated visual 
content, helping to counter visual misinformation.

- Resilience/defensive/offensive
The Voyager platform is key to building resilience and enhancing both defensive and 
offensive capabilities against hybrid threats: 

- Building Resilience:
o Early Threat Detection: Voyager scans online sources, offering real-time alerts 
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for emerging risks.
o Informed Decisions: Dynamic dashboards help organizations adapt to 

evolving threats.
o Countering Misinformation: Voyager analyzes disinformation spread, aiding 

targeted responses to maintain public trust.
- Enhancing Defensive Capabilities:

o Risk Assessment: Investigative tools uncover threat actors and vulnerabilities.
o Evidence Collection: The platform attributes attacks, supporting precise 

defensive actions.
o Content Verification: AI tools detect manipulated media, safeguarding against 

false information.
- Strengthening Offensive Capabilities:

o Proactive Threat Hunting: Voyager tracks hostile activities, enabling 
preemptive disruption.

o Counter-Operations: Insights help dismantle harmful disinformation networks
o Collaboration: Supports intelligence sharing and joint actions against hybrid 

threats.
-

1.2 HIGH TRL R&D CASES

1.2.1 STARLIGHT

NAME OF THE SOLUTION

DESCRIPTION OF THE FUNCTIONALITY

Solution  is  designed  to  address  specific  aspects  of  misinformation  detection  and 
counteraction. Here are the main functionalities described:

1. Bot Detection: Identifies bots on social networks, particularly Twitter, to mitigate 
the spread of misinformation.

2. Clickbait  Detection:  Detects  clickbait  articles  using  NLP  and  information 
divergence measures.

3. Spam Detection and Sentiment Analysis:  Uses entropy estimators to identify 
anomalous behavior in information sources and analyze sentiments.

4. Author Attribution: Identifies writing styles to distinguish between groups, such 
as COVID-19 negationists and non-negationists.

5. Meta-Detection Engine: Uses neural network architectures (RNN, GRU, LSTM, 
BERT) for predicting and detecting misinformation, providing content credibility 
scores.

6. Defalsify-ai: Detects image manipulation, deep fake videos, fake faces, symbols, 
and toxic language. It also performs geolocation and metadata analysis.
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REFERENCE TO CAPABILITY 
GAP/NEED

- Describe the use of the solution in reference 
to the gaps/need

o   Detection and Tracing of 
Misinformation: Using AI to trace the 
source of misinformation and identify 
its origins.

o   Categorization and Validation: 
Using AI to categorize misinformation 
and validate it against reliable sources 
such as trusted media and 
intelligence data.

o   Operational Scenarios: Addressing 
specific operational needs such as 
verifying the authenticity of images 
and videos, detecting deep fakes, and 
identifying bots and troll activity on 
social networks.

- Applicable JRC domains as stated by the 
gaps/needs: 

o   Cybersecurity: Protecting against 
adversarial AI and misinformation 
campaigns.

o   Digital Forensics: Analyzing digital 
content to detect manipulation and 
false information.

o   AI and Machine Learning: 
Developing AI tools to automate the 
detection and analysis of 
misinformation.

- Applicable core theme(s) as stated by the 
gap/need:

o   Secure and Resilient civilians
o   Cyber and Future Technologies
o   Strategic communication

TYPE OF SOLUTION
- Technical

Solution is designed as technical solution
- Social/Human

NA
- Organizational/Process

NA
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PRACTITIONERS
- Provide applicable JRC domains for which the idea is valuable:

Cybersecurity: Protection against misinformation and adversarial AI.
Digital Forensics: Techniques and tools for analyzing and verifying digital content.
AI and Machine Learning: Application of AI to automate misinformation detection and validation.
Law Enforcement and Public Safety: Enhancing LEA capabilities to maintain public order and safety.

- Provide the level of practitioners in the same discipline:
o   I) Ministry Level (Administration):

 National government bodies and ministries responsible for internal security, 
information technology, and public administration.

 Policymakers involved in drafting and implementing laws related to cybersecurity 
and misinformation.

o   II) Local Level (Cities and Regions):
 City and regional law enforcement agencies managing local security and 

misinformation threats.
 Municipal IT departments responsible for implementing and maintaining AI tools in 

local governance.
o   III) Support Functions to Ministry and Local Levels (Including Europe’s Third Sector):

 Research institutions and universities collaborating on AI and cybersecurity projects.
 Non-governmental organizations (NGOs) providing support and advocacy on 

misinformation and digital safety.
 Private sector companies offering technical support and solutions for cybersecurity 

and misinformation detection.

- Provide the expected end-users of the idea (such as NGO’s, private citizens, private companies, 
media outlets, police, firefighting departments

All of them:
o Law Enforcement Agencies (LEAs): Primary users for implementing AI-based tools to detect 

and manage misinformation.
o Government Ministries: Administrative bodies at the national level utilizing these tools for 

policy enforcement and public safety.
o Municipal Governments: Local authorities using the solutions to handle regional and city-

level misinformation issues.
o NGOs: Organizations focused on digital rights, misinformation awareness, and public 

education.
o Private Citizens: Individuals benefiting from increased digital safety and reliable information 

verification.
o Private Companies: Corporations involved in cybersecurity, digital content verification, and AI 

technology development.
o Media Outlets: News agencies and media companies using these tools to ensure the 

authenticity of their content.
o Firefighting Departments: Emergency services that may use misinformation detection tools 

during crisis management and public safety operations.

STATE OF THE ART

- Indication of current Technology Readiness Level (TRL 1-9 index): 
The solutions appear to be in various stages of development, ranging from TRL 4 to TRL 6.
 TRL 4: Technology validated in a lab.
 TRL 5: Technology validated in a relevant environment.
 TRL 6: Technology demonstrated in a relevant environment.

- In which stage is the solution (research, technology, available innovation, proven innovation):
Solution for most of the components is in the “Technology Development” stage: Developing 



Hipster Market Solutions Analysis

Dissemination level: PUBLIC  p. 19

prototypes and validating them in relevant environments.
Available Innovation stage: Some solutions may already be in the prototype or pilot stage, available 
for initial use. Certain components, like NLP models for clickbait detection or sentiment analysis, may 
already be proven and in use within controlled environments.

-  Expected time to TRL-9. 
1 to 3 Years: Depending on the current TRL, the timeline to reach TRL-9 (actual system proven in 
operational environment) can vary. At the end of the project overall solution will be minimum TRL 7: 
System prototype demonstration in an operational environment.

- Expected time to market.
2 to 4 Years: The time to market will depend on the successful transition through the TRL stages, 
regulatory approvals, and integration into operational environments by LEAs and other stakeholders. 
The timeline considers additional time for widespread adoption

DESCRIPTION OF USE CASE(S)
Analysis of Terrorist Content Online and Detection of Misinformation
This use case focuses on the detection and analysis of terrorist content online. It involves 
using AI to identify and trace misinformation that could be related to terrorist activities. 
The goal is to ensure that any terrorist propaganda or false information is quickly identified, 
analyzed, and countered.

 Key Functionalities:
o Detection and Tracing: Using AI to trace the source of  misinformation 

related to terrorism.
o Categorization and Validation: Categorizing misinformation and validating 

it against reliable intelligence sources.
o Operational  Requirements:  Ensuring the  authenticity  of  content  used in 

intelligence reports and situational awareness.
Operational Situations and Challenges

 Current Operational Situation:
o LEAs  are  facing  challenges  in  accurately  identifying  and  verifying 

misinformation related to terrorist activities.
o There is a need for efficient tools that can quickly detect and trace the origin 

of such misinformation.
 Desired Solution and Functionalities:

o Bot Detection: Identifying bots that disseminate misinformation on social 
networks.

o Clickbait Detection: Detecting clickbait articles that may mislead the public 
or law enforcement.

o Spam Detection  and Sentiment  Analysis:  Identifying  spam content  and 
analyzing the sentiment to understand the potential impact.

o Author Attribution: Recognizing the writing styles of different authors to 
distinguish between credible and non-credible sources.

o Meta-Detection Engine: Providing an overarching AI-based solution for 
predicting  and  detecting  misinformation,  including  content  credibility 
scoring.

IMPACT ON COUNTERING HYBRID THREATS
- Describe how the idea contributes to countering hybrid threats; relate this to one or more 

capability gaps and needs. 

STARLIGHT project's solutions significantly contribute to countering hybrid threats by 
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addressing multiple capability gaps and needs related to misinformation detection and 
analysis:

1. Detection and Tracing of Misinformation:

o Capability Gap: Difficulty in identifying and tracing the origins of 
misinformation campaigns that are part of hybrid threats.

o Solution: The AI tools developed in the STARLIGHT project can detect 
and trace the source of misinformation, allowing LEAs to identify the 
actors behind these campaigns and take appropriate action.

o Impact: This capability enhances the situational awareness of LEAs, 
enabling them to respond more effectively to hybrid threats.

2. Categorization and Validation of Misinformation:

o Capability Gap: Lack of efficient methods to categorize and validate 
misinformation against reliable sources.

o Solution: AI models in the STARLIGHT project can categorize 
misinformation and validate it against trusted media and intelligence 
sources.

o Impact: Ensures that LEAs and other stakeholders have access to accurate 
information, reducing the impact of misinformation on public perception 
and decision-making processes.

3. Operational Scenarios and Requirements:

o Capability Gap: Inability to efficiently verify the authenticity of digital 
content used in hybrid threat scenarios.

o Solution: The project's tools include functionalities such as deep fake 
detection, bot detection, and sentiment analysis, which are crucial for 
verifying digital content.

o Impact: Enhances the reliability of intelligence and operational data, 
enabling more informed and timely responses to hybrid threats.

- Resilience/defensive/offensive
  Resilience:

 Building Resilience: By providing tools that can detect and analyze 
misinformation, the STARLIGHT project helps build resilience in information 
systems and public discourse.

 Impact: Strengthens the overall resilience of LEAs and other stakeholders against 
hybrid threats by ensuring they are better prepared to identify and counter 
misinformation.

  Defensive:
 Defensive Capabilities: The solutions developed enhance defensive capabilities 

by allowing LEAs to proactively monitor and counter misinformation campaigns.
 Impact: Reduces the effectiveness of hybrid threats by preventing the spread of 

misinformation and maintaining public trust in official communications.

ENABLING TECHNOLOGY
- Which technologies are critical in fielding the 

RESTRICTIONS FOR USE
- Are there any restrictions with respect to using 
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idea?

Artificial  Intelligence  (AI)  and  Machine 
Learning (ML)

 Deep Learning Models:  Utilization 
of neural network architectures like 
RNN (Recurrent Neural Networks), 
GRU (Gated Recurrent Units), LSTM 
(Long  Short-Term  Memory),  and 
BERT  (Bidirectional  Encoder 
Representations  from 
Transformers) for tasks such as text 
analysis,  sentiment  analysis,  and 
content validation.

 Natural  Language  Processing 
(NLP):  Techniques  for  processing 
and  understanding  human 
language,  crucial  for  detecting 
clickbait,  spam,  sentiment,  and 
author attribution.

2. Data Analytics

 Big  Data  Technologies:  Tools  and 
frameworks  for  handling  large 
volumes of data from social media 
and  other  sources,  enabling  real-
time analysis and decision-making.

 Entropy  Estimators:  Used  for 
identifying  anomalous  behavior  in 
information  sources,  contributing 
to  spam  detection  and  sentiment 
analysis.

3. Cybersecurity

 Bot  Detection  Algorithms: 
Technologies  designed  to  identify 
bots on social networks, helping to 
mitigate  the  spread  of 
misinformation.

 Deep  Fake  Detection:  Advanced 
algorithms  for  detecting 
manipulated  media,  ensuring  the 
authenticity of videos and images.

4. Image and Video Analysis

 Image  Manipulation  Detection: 
Techniques  based  on  U-Net 

the solutions, e.g.: legal, ethical, security, etc.? 
Legal Restrictions

 GDPR Compliance:  The  solutions 
must comply with the General Data 
Protection Regulation (GDPR). 

 AI ACT compliance: must comply 
with  the  Artificial  Intelligence  Act 
starting from 2024 August.

 Data  Privacy  Laws:  Different 
jurisdictions may have varying data 
privacy laws that must be adhered to 
when deploying these solutions. It's 
essential to ensure compliance with 
local laws regarding data collection, 
storage, and usage.

2. Ethical Restrictions
 Bias  and  Fairness:  AI  and  ML 

models used in the solutions must be 
trained and validated to avoid biases 
that could lead to unfair treatment or 
discrimination.  Ethical 
considerations  must  guide  the 
development  and  deployment  of 
these technologies to ensure they are 
used responsibly.

 Informed Consent: When using data 
from  individuals,  it  is  crucial  to 
obtain  informed  consent,  ensuring 
that users are aware of how their data 
will  be  used  and  the  potential 
implications.

3. Security Restrictions
 Data Security: Ensuring the security 

of the data processed by the AI tools 
is  paramount.  This  includes 
implementing  robust  cybersecurity 
measures  to  protect  data  from 
unauthorized  access,  breaches,  and 
other security threats.

 Operational  Security:  The 
deployment of these solutions must 
not  compromise  the  operational 
security of the LEAs. This involves 
securing the infrastructure on which 
these tools run and ensuring that they 
are not susceptible to exploitation by 
adversaries.

4. Operational Restrictions
 Resource  Requirements:  Some 

solutions  require  significant 
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architecture for detecting whether 
an  image  has  been  altered  (e.g., 
splicing, copy-move, removal).

 Geolocation  Estimation:  Neural 
networks  trained  to  estimate  the 
location of photos based on image 
content alone, without metadata.

5. Data Integration and Interoperability

 REST APIs and Kafka: Technologies 
that enable tools to communicate 
and  share  data  efficiently, 
facilitating  the  integration  of 
various  AI  tools  within  the 
STARLIGHT framework.

 Docker and Containerization: Using 
Docker  images  and  Docker 
Compose  files  to  ensure  easy 
deployment and scalability of the AI 
tools  across  different 
environments.

6. Ethical and Legal Compliance

 GDPR  Compliance  Technologies: 
Ensuring  that  all  data  processing 
activities comply with the General 
Data  Protection  Regulation, 
protecting  personal  data  and 
privacy.

 Transparency  and  Accountability 
Tools:  Systems  to  ensure  that  AI 
decisions  are  transparent  and 
accountable, fostering trust among 
users and stakeholders.

computational  resources,  including 
specialized hardware such as GPUs. 

 Integration Challenges: Integrating 
the  solutions  into  existing  systems 
and workflows of LEAs may present 
challenges.  This  includes  ensuring 
compatibility  with  existing 
technologies and the ability to scale 
as needed.

COSTS
- Indication of costs: 
- Differentiate if possible in development, 

procurement and exploitation

Final Development Costs
 Research and Development (R&D):

o Personnel  Costs:  Salaries  for 
researchers,  developers,  data 
scientists, and project managers 
involved  in  creating  the  AI 

COUNTERMEASURES
- Are there any potential countermeasures that 

could degrade the effectiveness of the 
solution?

Advanced Misinformation Techniques:

 Deep Fakes and AI-Generated 
Content: As AI technology 
advances, the sophistication of deep 
fakes and AI-generated 
misinformation can increase, 
potentially outpacing the current 
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models and tools.
o Technology  and  Tools:  Costs 

for  software  licenses, 
development  tools,  and 
platforms  used  for  AI  and 
machine learning model training 
and testing.

o Data  Acquisition:  Expenses 
related  to  acquiring  and 
preparing  datasets  for  training 
and validating AI models.

o Infrastructure: Costs for high-
performance  computing 
resources,  including  cloud 
services or on-premises servers 
equipped with GPUs necessary 
for training complex models.

 Estimated Costs: €100,000 - €500,000
Procurement Costs
 Software Licenses:

o AI  Tools  and  Libraries: 
Licenses for proprietary AI tools 
and  libraries  that  may  be 
required  for  development  or 
deployment.

o Security Software: Licenses for 
cybersecurity  tools  to  ensure 
the  secure  operation  of  the 
solutions.

 Hardware:
o Servers  and  Storage: 

Procurement  of  high-
performance servers and storage 
solutions.

o Networking  Equipment: 
Equipment necessary to support 
the  deployment  of  solutions 
across multiple locations.

 Integration Services:
o Consultancy:  Fees  for 

consulting services to assist with 
the integration of AI tools into 
existing systems.

o Training:  Costs  for  training 
personnel  on  how  to  use  and 
maintain the new AI tools and 
solutions.

 Estimated Costs: €50,000 - €200,000
3. Exploitation Costs
 Operational Costs:

detection capabilities of the 
STARLIGHT tools.

 Adversarial Attacks: Techniques 
that subtly alter data to deceive AI 
models (adversarial examples) can 
reduce the accuracy of 
misinformation detection.

Evasion Tactics:

 Bot Behavior Modification: 
Malicious actors may change the 
behavior patterns of bots to evade 
detection, such as altering posting 
times, content styles, or using more 
sophisticated human-like 
interactions.

 Content Obfuscation: Techniques 
like image manipulation, 
steganography, or using coded 
language can make it harder for AI 
models to detect and analyze 
misinformation.

Data Manipulation:

 Data Poisoning: Introducing false 
data into the training datasets used 
by AI models can degrade their 
performance and reliability.

 Information Overload: Flooding 
networks with high volumes of both 
genuine and false information can 
overwhelm AI systems and reduce 
their effectiveness.

Privacy and Legal Constraints:

 Data Access Restrictions: Changes 
in data privacy laws or restrictions 
on data access can limit the amount 
and type of data available for 
training and deploying AI models, 
impacting their effectiveness.

- How durable is the idea (how long is the idea 
expected to be effective/useful?)

Technological Durability:

 Continuous Improvement: The AI 
models and tools need regular 
updates and improvements to keep 
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o Maintenance  and  Support: 
Ongoing  costs  for  maintaining 
the  AI  tools  and  providing 
support to users.

o Data  Management:  Costs 
associated  with  the  continuous 
collection,  storage,  and 
management of data.

o Compliance  and  Auditing: 
Regular  audits  and compliance 
checks  to  ensure  adherence  to 
legal and ethical standards.

 Cloud Services:
o Computing  Power:  Costs  for 

cloud  computing  resources 
required for running AI models 
and processing data in real-time.

o Data  Storage:  Ongoing 
expenses  for  storing  large 
volumes of data securely in the 
cloud.

 Personnel:
o Operational Staff: Salaries for 

staff responsible for monitoring 
and operating the AI tools.

o Continuous  Training:  Costs 
for ongoing training programs to 
keep  staff  updated  on  new 
features and best practices.

 Estimated Costs:  €30,000 - €100,000 
annually

up with evolving threats. This 
includes retraining models with new 
data, refining algorithms, and 
incorporating feedback from real-
world deployments.

 Adaptability: The solutions must be 
adaptable to new types of 
misinformation and emerging 
threats. This requires a flexible 
architecture that can integrate new 
detection techniques and data 
sources.

Expected Lifespan:

 Short-term (1-2 years): The initial 
deployment phase will be highly 
effective as the AI models leverage 
the latest available data and 
techniques.

 Medium-term (3-5 years): The 
effectiveness will depend on 
continuous updates and the ability to 
adapt to new misinformation tactics 
and technologies. Regular model 
retraining and system upgrades will 
be essential.

 Long-term (5+ years): The core 
concepts of using AI for 
misinformation detection will 
remain valuable, but the specific 
models and techniques will need 
significant evolution to stay 
relevant. Long-term durability will 
depend on sustained investment in 
R&D and the ability to anticipate 
and counter new threats.

MISCELLANEOUS
Any additional remarks/disclaimers/comments/information you might want to 
provide 

1.2.2 NAAS

NAME OF THE SOLUTION
NAAS (Narrative Analysis and Alerting System) Platform

DESCRIPTION OF THE FUNCTIONALITY
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The  NAASP  is  designed  for  collecting,  processing,  and  analyzing  electronic  space 
information to recognize information effect phenomena. Here are the main functionalities:

1. Source Specification and Collection:
o Specifying  Sources:  Analysts  can  define  sources  such  as  RSS  feeds, 

websites, Telegram channels, YouTube channels, PDFs, and more.
o Collecting Articles: The platform uses crawlers to extract article links and 

check for new content regularly.
2. Processing Articles:

o Scraping Information: Web scrapers visit the links and extract article text 
and images. Dedicated scrapers can be configured for specific sites.

o Language Determination:  Identifies  the language of  the articles if  not 
already specified.

3. Storing Articles:
o Database  Management:  Articles  are  stored  in  a  database  with  their 

metadata for further processing.
4. Analyzing Articles:

o Text Vectorization: Converts text into vector format for semantic analysis.
o Entity Extraction: Identifies and extracts entities such as names, locations, 

and organizations from the text.
o Emotion  and  Sentiment  Analysis:  Determines  the  emotions  and 

sentiments expressed in the articles.
o Moral  Foundations  and  Channel  Credibility:  Assesses  the  moral 

foundations of the content and the credibility of the sources.
o Semantic Clustering: Groups articles based on their semantic similarity.
o Trending  Topics:  Identifies  and  highlights  trending  topics  within  the 

collected data.
5. Visualization and User Interface:

o Dashboard Access: Users can access the NAASP dashboard to view active 
projects, narratives, phenomena, and events.

o Narrative  Analysis:  Users  can analyze  narratives  for  relevance,  count, 
emotions, likes, and other parameters.  They can also visualize narrative 
dynamics and trends.

o Infographics  and  Graphical  Representation:  Provides  graphical 
representations of data for better understanding and analysis.

6. Security and Performance:
o Intranet Operation: Most services can run on an intranet, reducing the 

attack surface.
o Docker and Kafka Integration:  Uses  Docker  for  containerization and 

Apache Kafka for microservice communication, making the system scalable 
and secure.

REFERENCE TO CAPABILITY 
GAP/NEED

- Describe the use of the solution in reference 
to the gaps/need

- Detection and Tracing of Misinformation: 
LEAs struggle to identify and trace the 
sources of misinformation effectively.

- Categorization and Validation of 
Misinformation: Difficulty in categorizing and 

TYPE OF SOLUTION
- Technical

The solution is mostly technical
- Social/Human

- Organizational/Process
-
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validating the authenticity of information 
from various sources.

- Operational and Technical Integration: Lack of 
integrated tools for comprehensive analysis 
of information threats.

- Applicable JRC domains as stated by the 
gaps/needs: 

o Cybersecurity
o Digital Forensics
o Strategic communication
o Online Policing

-
- Applicable core theme(s) as stated by the 

gap/need:
o Secure and Resilient society
o Strategic communication
o Cyber and Future Technologies

PRACTITIONERS
- Provide applicable JRC domains for which the idea is valuable:

. 
- Provide the level of practitioners in the same discipline:

o I) Ministry Level (Administration):
o National government ministries responsible for internal security, cybersecurity, and public 

administration.
o II) Local Level (Cities and Regions):
o Regional and municipal law enforcement agencies and local government bodies.
o III) Support Functions to Ministry and Local Levels (Including Europe’s Third Sector):
o Research institutions, universities, NGOs, and private sector companies.

- Provide the expected end-users of the idea (such as NGO’s, private citizens, private companies, 
media outlets, police, firefighting departments
All of them:
 Law Enforcement Agencies (LEAs): Primary users who implement the tools to detect, analyze, 

and respond to misinformation and information threats.
 Government Ministries: National and regional government bodies using the platform for 

strategic planning and response coordination.
 Municipal Governments: Local authorities employing the solutions to safeguard their 

communities against misinformation.
 Non-Governmental Organizations (NGOs): Organizations focusing on digital rights, 

misinformation awareness, and public education.
 Private Citizens: Individuals benefiting indirectly through increased digital safety and accurate 

information.
 Private Companies: Businesses in cybersecurity, AI technology, and media that integrate these 

tools into their operations.
 Media Outlets: News agencies and media companies using the platform to verify the authenticity 

of their content and protect against misinformation.
 Firefighting Departments: Emergency services using the platform during crisis management to 

ensure the accuracy of information and coordination of response efforts.
STATE OF THE ART

- Indication of Current Technology Readiness Level (TRL 1-9 Index)
- The NAAS Platform (NAASP) is at TRL 8, the system prototype has been demonstrated in an 

operational environment
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- Stage of the Solution
- The solution is currently in the stage of proven innovation. The platform has completed development, 

has undergone functional testing, and is operationally used for information analysis and monitoring
- Expected Time to TRL-9
- The time required to reach TRL-9, is estimated to be 1 to 2 years. This will involve extensive 

operational testing and validation activities, user feedback integration, and further refinements to 
ensure robustness and reliability under real-world condition

- Expected Time to Market
- expected to be ready for market within 1 to 3 years. This timeline includes further development for 

commercial readiness, intellectual property management, and securing necessary certifications and 
endorsements for widespread use

-

DESCRIPTION OF USE CASE(S)
- Use Case 1: Detection of Misinformation

This use case focuses on leveraging AI to detect and trace the sources of misinformation related to  
terrorist activities. The system categorizes misinformation and validates it against reliable sources. The 
primary  objective  is  to  enhance  the  situational  awareness  of  LEAs  by  identifying  and  analyzing  
misinformation that could support terrorist propaganda or recruitment efforts.

- Use Case 2: Verification of Digital Content Authenticity
Investigators collect images and videos posted by individuals on social media, suspected to be fake 
news  or  manipulated  content.  The  NAAS  Platform  (NAASP)  helps  identify  the  whereabouts  of 
individuals, verify if videos are tampered using deepfake technology, and check if profile pictures are 
real  or  generated  by  AI  tools  like  ThisPersonDoesNotExist.  This  ensures  the  authenticity  of  the 
information used in threat assessments and situational awareness.

- Use Case 3: Situation Awareness Center - Real-time Verification of Information During Crises
For  operations  centers  monitoring  events  such  as  the  Ukrainian  war,  the  platform  verifies  the 
authenticity of images and videos used in communication, analyse intent of the posts and key actors  
involved. It ensures that the content is genuine before analysts proceed with further analysis, thus  
maintaining the reliability of the situational awareness picture.

-
IMPACT ON COUNTERING HYBRID THREATS

- Describe how the idea contributes to countering hybrid threats; relate this to one or more 
capability gaps and needs. 
The NAAS Platform (NAASP) contributes to countering hybrid threats by addressing critical capability 
gaps in the detection and management of misinformation and information manipulation:

o Detection and Tracing of Misinformation:NAASP uses AI to detect and trace the source of 
misinformation, enhancing the ability of LEAs to identify malicious actors and mitigate the 
spread of false information.

o Categorization and Validation of Misinformation:NAASP categorizes misinformation and 
validates it against trusted media and intelligence sources, ensuring the accuracy of 
information used in decision-making.

o Operational and Technical Integration:NAASP integrates various AI tools for a holistic 
approach to information analysis, including image and video analysis, bot detection, and 
deep fake detection.

- Resilience/defensive/offensive
All of them in different ways of application:
 Resilience: providing tools that detect and analyze misinformation, NAASP helps build resilience 

in information systems and public discourse. Strengthens the overall resilience of LEAs and other 
stakeholders against hybrid threats, ensuring they are better prepared to identify and counter 
misinformation.
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 Defensive: Enhances defensive capabilities by allowing LEAs to proactively monitor and counter 
misinformation campaigns.

 Offensive: Supports offensive operations by identifying and disrupting the sources of 
misinformation.

ENABLING TECHNOLOGY
- Which technologies are critical in fielding the 

idea?

- Deep  Learning  Models:  Utilization  of 
advanced neural  network architectures such 
as  RNN  (Recurrent  Neural  Networks),  GRU 
(Gated  Recurrent  Units),  LSTM  (Long  Short-
Term  Memory),  and  BERT  (Bidirectional 
Encoder Representations from Transformers) 
for  tasks  such  as  text  analysis,  sentiment 
analysis, and content validation.

- Big Data Technologies: Tools and frameworks 
for  handling  large  volumes  of  data  from 
various  sources,  enabling  real-time  analysis 
and decision-making.

- Entropy  Estimators:  Used  for  identifying 
anomalous  behavior  in  information sources, 
contributing to spam detection and sentiment 
analysis.

- Geolocation  Estimation:  Neural  networks 
trained  to  estimate  the  location  of  photos 
based  on  image  content  alone,  without 
metadata.

- Microservices  Architecture:  Allows  for  the 
flexible  integration  and  scaling  of  various 
analytical  components  as  independent 
services.

RESTRICTIONS FOR USE
- Are there any restrictions with respect to using 

the solutions, e.g.: legal, ethical, security, etc.? 
- GDPR Compliance: The NAAS Platform (NAASP) 

must comply with the General  Data Protection 
Regulation  (GDPR)  when  processing  personal 
data.

- Bias and Fairness: The AI and ML models used 
must be trained and validated to avoid biases that 
could lead to unfair treatment or discrimination. 
Ethical considerations are crucial in ensuring that 
the  solutions  are  used  responsibly  and 
transparently.

- Transparency and Accountability: The platform 
must ensure that AI decisions are transparent and 
accountable. This involves providing explanations 
for AI decisions and maintaining logs for auditing 
purposes.

- Data Security: Strong cybersecurity measures are 
required  to  protect  data  from  unauthorized 
access, breaches, and other security threats.

- Operational Security: The deployment must not 
compromise the operational security of the LEAs

- Resource  Requirements:  Implementing  the 
solution  requires  significant  computational 
resources, including specialized hardware such as 
GPUs. Ensuring that the necessary data storage is 
available.

COSTS
- Indication of costs: 

80.000Eur
- Differentiate if possible in development, 

procurement and exploitation

COUNTERMEASURES
- Are there any potential countermeasures that 

could degrade the effectiveness of the solution?
The same list as for STARLIGHT solution

- How durable is the idea (how long is the idea 
expected to be effective/useful?)
The same list as for STARLIGHT solution

MISCELLANEOUS
Any additional remarks/disclaimers/comments/information you might want to 
provide 

1.3 PAN-EUROPEAN INITIATIVES

1.3.1 EEAS FIMI ANALYSIS INFRASTRUCTURE

The European Union's response to hybrid threats focuses on situational awareness, resilience, 
and response to such threats. The aim is to improve early detection, enhance the resilience of 
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critical infrastructure, and foster coordinated responses from EU member states and 
institutions.

Key Actions and Progress:

1. Hybrid Risk Survey: Member States launched a survey to assess vulnerabilities to 
hybrid threats. A report was presented to the COREPER based on the survey's 
findings.

2. EU Hybrid Fusion Cell: Established within the EU Intelligence and Situation Centre, 
this cell achieved full operational capacity in July 2017. It analyzes classified 
intelligence and open-source information related to hybrid threats, sharing reports 
across EU institutions and Member States.

3. Strategic Communications: Acknowledged as crucial, particularly in combating 
disinformation. The EU’s East Stratcom Task Force focuses on strategic 
communications in the Eastern Partnership region and Russia, enhancing resilience 
against disinformation.

4. Critical Infrastructure Resilience: A draft manual on vulnerability indicators and 
resilience for critical infrastructures has been developed. The final version is expected 
in late 2018.

5. Energy Security: Efforts include the implementation of the Security of Gas Supply 
Regulation and the development of the Risk Preparedness Regulation for electricity. 
Initiatives also focus on resilience of nuclear infrastructures and defense-related 
critical energy infrastructures.

6. Transport Security: Analyzing trends in maritime security, enhancing 
interoperability of customs systems to prevent illicit entry of CBRN materials, and 
adapting the Trans-European network for civilian-military dual-use.

7. Space Assets Resilience: The EU Space Programme integrates security aspects, 
ensuring the protection of critical infrastructures relying on satellite navigation.

8. Health Preparedness: Initiatives include the Chimera exercise to test response 
planning to deliberate releases of communicable diseases and cyber-attacks on critical 
infrastructures.

9. Cybersecurity and Defense: The establishment of the EU-NATO Cyber Defence 
Centre of Excellence and fostering interoperability through joint exercises and 
information sharing.

10. Financial Sector Resilience: The Fintech Action Plan aims to improve information 
sharing on cyber threats among financial market players.

11. Counter-Terrorist Financing and Radicalization: Measures include harmonizing 
sanctions for money-laundering and strengthening actions against illegal content 
online.

12. Cooperation with Neighbourhood Regions and Third Countries: Efforts to build 
capacities and resilience in partner countries, conducting hybrid risk surveys, and 
enhancing cybersecurity in critical infrastructures.

13. Crisis Response and Recovery: The establishment of an EU Operational Protocol for 
crisis response to hybrid attacks, tested in exercises with NATO.

14. EU-NATO Cooperation: Enhanced cooperation in situational awareness, strategic 
communications, and crisis response, with joint exercises and coordinated efforts to 
counter hybrid threats.

1.3.2 VIGINUM
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Between September and December 2023, VIGINUM examined 193 sites that disseminate 
pro-Russian content across various Western countries, including France, following the 
invasion of Ukraine. This network, which relays content from social media accounts of 
Russian actors, Russian news agencies, and local institutions, aims to present Russia's "special 
military operation" positively and denigrate Ukraine and its leaders.

Key points from the report include:

1. Network Structure: The network is divided into three ecosystems:
o "Pravda" Ecosystem: Targets Western countries like France, Germany, 

Austria, Switzerland, Poland, Spain, the UK, and the US, with similar technical 
characteristics and pro-Kremlin narratives.

o "-news.ru" Ecosystem: Focuses on Russian-speaking audiences in Ukraine, 
targeting specific strategic locations.

o "Historical" Ecosystem: Targets Russian and Ukrainian audiences with 
apolitical content mixed with pro-Russian narratives.

2. Techniques: The network uses several techniques, including careful source selection, 
massive content automation, and search engine optimization, to reach a wide audience.

3. Content Distribution: The network does not produce original content but copies and 
pastes from selected sources. This content is then published at high volumes on 
various platforms, particularly Telegram and VK.

4. Audience Targeting: Different ecosystems target specific audiences, with the 
"Pravda" ecosystem focusing on Western countries and the "-news.ru" ecosystem on 
Ukrainian territories. The content aims to amplify local resentment towards Ukrainian 
authorities and support Russian military operations.

5. Errors and Automation: The report highlights several automation errors, such as 
untranslated content and automated translations, suggesting the involvement of 
Russian-speaking actors.

6. Impact: The network's activities contribute to polarizing public debate in targeted 
countries and spreading misleading narratives. Despite its extensive efforts, the 
network's audience reach remains relatively low, with an average traffic of about 
31,000 visits per month in November 2023.

7. Detection and Analysis: VIGINUM used technical analyses, including IP address 
tracing and graphic charter comparisons, to identify and map the network. The report 
also details the network's operational strategies and technical characteristics.

Overall, the report concludes that the "Portal Kombat" network constitutes a significant 
instance of foreign digital interference, with its activities closely linked to the ongoing 
conflict between Russia and Ukraine. The network's expansion towards international 
audiences, particularly Western countries, marks a strategic move to influence global public 
opinion and support Russia's geopolitical objectives.

To mitigate the threat posed by the "Portal Kombat" pro-Russian propaganda network, several 
countermeasures can be implemented. These measures should involve a combination of 
technical, regulatory, and educational strategies. Here are some specific actions that can be 
taken:

Technical Measures

1. Enhanced Detection and Monitoring
o Use AI and Machine Learning: Employ advanced AI and machine learning 

algorithms to detect and monitor suspicious content and behavior patterns 
across social media and websites.

o Network Analysis: Continuously analyze network traffic to identify and 
isolate malicious actors and content dissemination patterns.
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2. Strengthened Cybersecurity Protocols
o Improve DNS Filtering: Use DNS filtering to block access to known 

propaganda websites and related IP addresses.
o Enhance Firewall Rules: Update firewall rules to prevent connections from 

and to known malicious servers, particularly those associated with the "Portal 
Kombat" network.

3. Content Verification Tools
o Implement Fact-Checking Systems: Integrate automated fact-checking tools 

into social media platforms and search engines to flag or demote content that is 
identified as misinformation.

o Metadata Analysis: Use metadata and context-checking algorithms to identify 
and warn users about manipulated or contextually misleading content.

Regulatory Measures

1. Stricter Regulations on Online Content
o Transparency Requirements: Enforce regulations that require websites and 

social media platforms to disclose the origin of their content and funding 
sources.

o Accountability for Platforms: Hold social media platforms accountable for 
the spread of misinformation by enforcing penalties for non-compliance with 
content moderation guidelines.

2. International Collaboration
o Joint Task Forces: Create international task forces to collaborate on 

identifying and mitigating propaganda campaigns.
o Information Sharing: Establish protocols for sharing information about 

detected threats and effective countermeasures between countries.
Educational Measures

1. Public Awareness Campaigns
o Media Literacy: Launch public campaigns to improve media literacy, helping 

individuals recognize and critically evaluate misinformation.
o Educational Programs: Implement educational programs in schools and 

universities to teach critical thinking and digital literacy skills.
2. Promotion of Reliable Sources

o Highlight Credible Media: Promote the visibility of credible news sources 
and provide tools for users to access verified information easily.

o Community Engagement: Encourage community engagement and discussion 
around identifying and combating misinformation.

Strategic Measures

1. Proactive Engagement
o Counter-Narratives: Develop and disseminate counter-narratives to challenge 

and debunk misinformation propagated by the network.
o Rapid Response Teams: Establish rapid response teams to quickly address 

emerging misinformation and propaganda campaigns.
2. Legal Actions

o Prosecute Malicious Actors: Take legal action against individuals and 
organizations found to be intentionally spreading propaganda and 
misinformation.

o Strengthen Legal Frameworks: Enhance existing legal frameworks to better 
address the challenges posed by digital misinformation and foreign 
interference.
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Technical Collaboration

1. Tech Industry Cooperation
o Collaborate with Tech Companies: Work closely with tech companies to 

improve algorithms for detecting and removing fake accounts and coordinated 
inauthentic behavior.

o API Access for Research: Provide API access to academic and independent 
researchers for studying and developing new countermeasures against 
misinformation.

Requirements for HIPSTER platform based on the use case:

These functionalities should cover detection, analysis, response, and reporting. Here are the 
key functionalities required:

Data Collection, Aggregation and Advanced Analytics

 Multisource Data Aggregation: Collect data from various sources, including social 
media platforms, news websites, forums, and other online media.

 Sentiment Analysis: Assess the sentiment of the content to detect negative or 
polarizing narratives.

 Topic Modeling: Identify key themes and topics being propagated by the network.
 Social Network Analysis (SNA): Map and analyze the relationships and interactions 

between entities (accounts, pages, websites) within the network.
 Influence and Reach Analysis: Identify key influencers and assess the reach and 

impact of their content.
 Behavioral Analysis: Detect unusual behavior patterns indicative of coordinated 

inauthentic activity (e.g., sudden spikes in content posting, synchronized activity).
 Automated Content Classification: Automatically classify content as propaganda, 

misinformation, or disinformation based on predefined criteria.
Visualization and Reporting

 Geospatial Analysis: Visualize the geographic distribution of the propaganda 
network's activity.

 Customizable Reports: Generate detailed reports with actionable insights tailored to 
different stakeholders.

 Real-time Alerts: Send real-time alerts to relevant stakeholders when new 
propaganda campaigns are detected. Allow users to set customizable thresholds for 
alerts based on specific criteria (e.g., volume of content, sentiment).

Collaboration and Sharing

 Secure Collaboration Tools: Enable secure collaboration among analysts and 
between organizations.

 Information Sharing Protocols: Implement protocols for sharing information with 
external partners and stakeholders.

1.4 CROSS-SECTORIAL DEVELOPMENTS

1.4.1 EU – NATO FUSSION CELL

EU-NATO cooperation in countering hybrid threats, emphasizing the need for a whole-of-
society approach given the 'sub-threshold' challenges posed by hybrid threats.

Key targets:
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1. Situational Awareness: Improved through staff-to-staff information sharing between 
the EU Hybrid Fusion Cell and NATO’s counterparts. Enhanced relations at the staff 
level and development of shared situational pictures.

2. Strategic Communication: Increased cooperation to combat disinformation, sharing 
strategic communication frameworks, and supporting partner countries' StratCom 
capabilities.

3. Crisis Response: Synchronization of EU and NATO crisis response activities, 
including joint exercises and high-level retreats to enhance coordination.

4. Cybersecurity and Defense: Strengthened cooperation in cyber defense, including 
joint exercises, training, and development of interoperable standards. The creation of a 
joint EU-NATO cyber threat information hub is suggested.

5. Resilience: Continuous efforts to bolster resilience against hybrid threats, with 
specific attention to protecting both civilian and military infrastructures.

6. Assessment and Recommendations: The report suggests that while progress has 
been made, more bold steps are required to achieve close cooperation. It highlights the 
need for a common understanding of responsibilities and improved information 
sharing mechanisms, including the potential establishment of a joint communication 
platform for classified information.
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CONLUSIONS

The Market Solutions Analysis demonstrates that although significant progress has been made across  
commercial OSINT platforms, high-TRL research solutions, and pan-European institutional initiatives, 
none  of  the  existing  systems  provide  the  integrated,  semantically  coherent,  and  cross-domain 
analytical capabilities required to detect and interpret contemporary hybrid threats. The reviewed 
technologies illustrate clear strengths within their respective domains, yet they also reveal structural  
limitations that prevent them from fully addressing the operational challenges posed by adversarial 
state  and  non-state  actors  who  increasingly  rely  on  coordinated,  multi-layered  influence  and 
destabilisation strategies.
Commercial solutions such as Babel Street and WebIQ exhibit high operational maturity, strong data  
ingestion capabilities, advanced AI-driven multimedia analytics, and robust support for investigative 
workflows.  These  platforms  deliver  valuable  tactical  insights  and  situational  awareness  for  law 
enforcement, security services, and private-sector intelligence teams. However, their design reflects a 
domain-centric logic in which functionalities—OSINT, SoCMINT, dark web analysis, image intelligence, 
or  alerting—operate as  discrete modules.  None of  these systems incorporate a unified semantic 
architecture that can reason across domains or connect disparate digital signals into higher-order  
hybrid threat narratives. As a result, they remain highly effective for modular analysis but insufficient  
for detecting orchestrated influence campaigns or hybrid operations involving cyber, informational,  
psychological, and geopolitical components.
High-TRL research solutions demonstrate notable innovation in misinformation detection, narrative 
clustering, multimodal classification, content authenticity verification, and transparency-enhanced AI. 
Tools  like  Starlight  or  NAAS  push  forward  the  boundaries  of  automated  content  analysis  and 
adversarial  media  verification.  However,  these  research-driven systems typically  lack  operational 
scalability, semantic fusion capabilities, and integrated reasoning engines. They remain focused on 
solving specific problems—such as identifying deepfakes, clustering linguistic patterns, or detecting 
bot behaviour—rather than providing holistic intelligence frameworks. Their analytical outputs, while 
sophisticated,  are  not  embedded within  broader  knowledge structures  that  would enable  cross-
domain interpretation or systematic hybrid threat attribution.
Pan-European institutional bodies present a third category of solutions, emphasizing multi-source 
intelligence  workflows,  strategic  communication  monitoring,  and  coordinated  disinformation 
response. Initiatives such as VIGINUM, EEAS FIMI,  and the EU Hybrid Fusion Cell  have advanced 
methodological practices and elevated hybrid threats to the strategic policy agenda. However, these 
institutions also face limitations. Their analytical work remains highly manual, resource-intensive, and 
dependent on human expertise, with limited technological support for automating large-scale cross-
domain signal correlation or semantic reasoning. Moreover, institutional fragmentation across EU and 
NATO bodies limits interoperability, operational coherence, and the ability to produce integrated, real-
time threat assessments.
Across all evaluated categories, several systemic limitations recur:

1. the absence of ontology-based knowledge representation;
2. the lack of cross-domain reasoning mechanisms;
3. insufficient semantic interoperability among data types and analytical outputs;
4. limited automation of hybrid threat fusion processes;
5. inadequate explainability and transparency in AI-driven components; and
6. insufficient alignment with emerging European regulatory frameworks, particularly the AI Act.

New solutions should be explicitly designed to address these limitations through a unified ontology-
driven hybrid threat detection framework that integrates OSINT, SoCMINT, cyber indicators, NLP,  
behavioural modelling, and narrative analytics into a coherent analytical environment. By enabling 
machine-interpretable representation of actors, behaviours, tactics, narratives, signals, and contextual 
variables, HIPSTer offers capabilities that extend beyond the domain-specific strengths of existing 
tools. Its architecture supports semantic reasoning, automated cross-domain fusion, early-warning 
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signal detection, narrative evolution mapping, and explainable AI outputs—features that are essential 
for operationally relevant hybrid threat detection in European public-safety contexts.



Hipster Market Solutions Analysis

Dissemination level: PUBLIC  p. 36

1. REFERENCES

Bay, S., Fredheim, R., et al. (2020). Government responses to malicious use of social media. 
Riga: NATO StratCom COE.

DISARM Foundation. (2023). DISARM Red Framework. Disinformation Analysis & Risk 
Management.

European Centre of Excellence for Countering Hybrid Threats. (2019). The landscape of 
hybrid threats. Helsinki: Hybrid CoE.

European Commission. (2021). Tackling foreign information manipulation and interference 
(FIMI): A European approach. Brussels.

European Commission. (2022). Code of Practice on Disinformation. Brussels: European 
Commission.

European External Action Service. (2023). First EEAS Report on Foreign Information 
Manipulation and Interference Threats. Brussels: EEAS.

European External Action Service. (2024). Second EEAS Report on Foreign Information 
Manipulation and Interference Threats. Brussels: EEAS.

European External Action Service. (2025). Third EEAS Report on Foreign Information 
Manipulation and Interference Threats. Brussels: EEAS.

European Union Agency for Cybersecurity (ENISA). (2022). Threat landscape for 
information manipulation. Athens: ENISA.

European Union. (2016). Regulation (EU) 2016/679 of the European Parliament and of the 
Council on the protection of natural persons with regard to the processing of personal 
data (General Data Protection Regulation). Official Journal of the European Union.

European Union. (2022). Directive (EU) 2022/2555 of the European Parliament and of the 
Council on measures for a high common level of cybersecurity across the Union 
(NIS2 Directive). Official Journal of the European Union.

European Union. (2022). Regulation (EU) 2022/2065 of the European Parliament and of the 
Council on a Single Market For Digital Services (Digital Services Act). Official 
Journal of the European Union.

European Union. (2024). Regulation (EU) 2024/1689 of the European Parliament and of the 
Council on artificial intelligence (Artificial Intelligence Act). Official Journal of the 
European Union.

François, C., Nimmo, B., & Eib, C. S. (2019). The IRA copypasta campaign. Graphika 
Report.

Joint Research Centre. (2023). CORE: A conceptual framework for analysing hybrid threats. 
Publications Office of the European Union.

Michie, S., Atkins, L., & West, R. (2014). The Behaviour Change Wheel: A guide to 
designing interventions. London: Silverback.

NATO Strategic Communications Centre of Excellence. (2018). Hybrid threats: A strategic 
communications perspective. Riga: NATO StratCom CoE.

NATO. (2014). AJP-3.10 Allied Joint Doctrine for Information Operations. NATO 
Standardization Office.

NATO. (2017). Allied joint doctrine for countering hybrid threats (AJP-3 study draft). NATO 
Standardization Office.



Hipster Market Solutions Analysis

Dissemination level: PUBLIC  p. 37

NATO. (2018). AJP-2 Allied Joint Doctrine for Intelligence, Counter-Intelligence and 
Security. NATO Standardization Office.

NATO. (2019). AJP-5 Allied Joint Doctrine for the Planning of Operations (Edition A, 
Version 2). NATO Standardization Office.

Pamment, J., Nothhaft, H., & Fjällhed, A. (2018). Countering Information Influence 
Activities: The State of the Art. Lund University.

Wardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary 
framework for research and policymaking. Strasbourg: Council of Europe.


	DISCLAIMER
	TABLE OF CONTENT
	TABLES
	Executive Summary
	Introduction
	Related developments and case studies
	1.1 Commercial products
	1.1.1 Babel Street
	1.1.2 WebIQ

	1.2 High TRL R&D cases
	1.2.1 Starlight
	1.2.2 NAAS

	1.3 Pan-European initiatives
	1.3.1 EEAS FIMI analysis infrastructure
	1.3.2 Viginum

	1.4 Cross-sectorial developments
	1.4.1 EU – NATO fussion cell


	Conlusions
	1. References

