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EXECUTIVE SUMMARY

This document presents the L3CE research work methodology developed and applied within the 
HIPSTer project to advance scientific understanding of hybrid threats, information operations, and 
psychological influence mechanisms. The methodology is grounded in interdisciplinary framework that 
combines  empirical  case  reconstruction,  comparative  technological  assessment,  state-of-the-art 
(SOTA) research, ontological modelling, and the creation of an integrated indicator-based analytical  
system. The objective of this methodological framework is to generate new knowledge, systematise 
complex  threat  phenomena,  and  provide  validated  research  outputs  that  directly  support  the 
development of the HIPSTer technological platform.
The methodology begins with an extensive use case analysis, through which L3CE investigates real-
world manifestations of hybrid, information, and psychological operations. These analyses reconstruct 
operational mechanisms, narrative structures, behavioural dynamics, actor networks, and escalation 
pathways.  By systematically examining historical  cases,  the research identifies recurring features,  
causal mechanisms, and early-stage weak signals characteristic of influence campaigns and hybrid  
threat activities.
The second methodological component consists of a structured assessment of existing technological 
and analytical  solutions.  Through comparative benchmarking,  L3CE evaluates the capabilities and 
limitations  of  commercial,  governmental,  and  research-based  systems  used  in  OSINT,  SocMINT,  
narrative analysis, and hybrid threat detection. This assessment reveals methodological gaps in existing 
tools and provides a scientific justification for the technological innovations pursued in HIPSTer.
A  comprehensive  SOTA  review  complements  these  empirical  and  comparative  activities.  L3CE 
systematically analyse the most recent developments in data science, NLP, machine learning, social  
sciences,  behavioural  research,  and  European  regulatory  frameworks.  This  ensures  that  the 
methodological foundations of HIPSTer align with current scientific debates, technological frontiers,  
and legal obligations, particularly concerning GDPR and the emerging EU AI regulatory landscape.
At the conceptual  core of  the methodology lies the creation of  a  formal  ontological  framework. 
Through structured modelling, L3CE transforms empirical insights and theoretical constructs into a 
machine-readable  representation  of  actors,  behaviours,  indicators,  narratives,  relationships,  and 
operational contexts. This ontology provides the conceptual backbone for semantic analysis, indicator 
extraction, risk scoring, and ML-driven detection processes within the HIPSTer system.
Building upon this ontological structure, L3CE develops an integrated methodology for constructing 
hybrid  threat,  information  operation,  and  psychological  influence  indicators.  Indicators  are 
conceptualised as multidimensional analytical entities reflecting operational, cognitive, behavioural,  
and informational dimensions of malign activity. The methodology defines procedures for identifying, 
prioritising,  and correlating indicators,  forming the basis  for  HIPSTer’s  analytical  models  and risk  
assessment workflows.
The research methodology leads towards synthesis of insights, conclusions, and recommendations. 
Insights  highlight  emerging  adversarial  behaviours,  platform-specific  manipulation strategies,  and 
novel  societal  vulnerabilities.  Conclusions validate causal  mechanisms and indicator relationships,  
while  recommendations  translate  scientific  findings  into  actionable  guidance  for  technological  
development, system design, operational workflows, and policy considerations.
Overall, the L3CE research methodology constitutes a robust scientific foundation for the HIPSTer 
platform, ensuring that the system is conceptually grounded, empirically validated, methodologically  
rigorous, and compliant with European regulatory expectations. It enables HIPSTer to function not 
merely as a technical tool, but as a coherent, interdisciplinary analytical system capable of addressing 
the growing complexity of hybrid threats in contemporary digital ecosystems.
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INTRODUCTION 

The  HIPSTer  project  addresses  a  rapidly  evolving  security  landscape  in  which  hybrid  threats,  
information operations, and psychological influence campaigns increasingly challenge the stability, 
resilience, and decision-making processes of democratic societies. These threats are characterised by 
their complexity, cross-domain nature, and ability to exploit technological, informational, cognitive, 
and societal vulnerabilities. As malign state and non-state actors expand their digital capabilities and 
refine influence techniques, the need for advanced analytical frameworks and scientifically grounded 
tools  capable  of  detecting,  interpreting,  and  contextualising  such  activities  becomes  critically 
important.

L3CE, as a research and technology organisation specialising in security innovation and interdisciplinary 
analysis. The objective of the L3CE research methodology is to produce new knowledge, conceptual  
frameworks, and validated analytical structures that can support early detection of hybrid threats, 
enable systematic understanding of influence mechanisms, and inform technological design decisions. 
This methodological effort is aligned with the overarching MTEP goals of generating original insights,  
systematising  complex  socio-technical  phenomena,  and  creating  actionable  models  suitable  for 
technological implementation.

The methodological framework adopted by L3CE reflects the multi-layered nature of hybrid threats.  
Such threats cannot be adequately understood through purely technical or purely social-scientific 
approaches. Instead, they require an integrative analytical perspective capable of merging behavioural 
insights,  narrative  patterns,  psychological  mechanisms,  digital  platform  dynamics,  data  science 
techniques, and regulatory considerations. For this reason, the L3CE methodology combines empirical 
use case analysis, comparative assessments of existing technological solutions, exhaustive state-of-
the-art (SOTA) research, ontological modelling, and the formulation of an integrated indicator-based 
analytical system.

The introduction of use case analysis ensures that the methodology is anchored in real-world evidence 
and grounded in observable patterns of malign influence. The evaluation of existing solutions provides 
an understanding of current methodological limitations and identifies the innovation opportunities for 
HIPSTer. The SOTA review situates the research within contemporary academic, technological, and 
regulatory debates and ensures alignment with the most recent advances in data analytics, artificial 
intelligence,  psychology,  and  information  operations  research.  The  creation  of  an  ontological 
framework transforms empirical and theoretical insights into structured, machine-readable knowledge 
models  that  can  support  analytical  automation.  Finally,  the  integrated  indicators  methodology 
converts  socio-technical  complexity  into  operationally  relevant  analytical  constructs  suitable  for 
prototype development and deployment.

This report outlines each of these methodological components in detail, demonstrating their scientific 
foundations, internal logic, and relevance to the HIPSTer project. Throughout the research process, 
L3CE emphasises methodological rigor, interdisciplinarity, empirical grounding, reproducibility, and 
keeping in mind necessary alignment with European regulatory standards, including the General Data 
Protection  Regulation  (GDPR)  and  the  emerging  EU  Artificial  Intelligence  Act.  The  resulting 
methodology provides a comprehensive and robust scientific basis for developing a next-generation 
analytical system capable of enhancing situational awareness, strengthening institutional resilience, 
and supporting decision-makers in navigating contemporary hybrid threat environments.
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L3CE RESEARCH WORK METHODOLOGY

1.1 USE CASE ANALYSIS ON THE PHENOMENA

The first and foundational component of l3ce’s research methodology is the rigorous analysis of use 
cases  representing  real-world  manifestations  of  hybrid,  information,  and  psychological  influence 
operations. This activity is grounded in the empirical approach described in the hipster interim case 
study  report,  where  complex  phenomena such  as  geopolitical  influence  campaigns,  coordinated 
disinformation  activities,  targeted  psychological  operations,  and  digitally  mediated  societal 
manipulation are examined in depth.

The use case analysis begins with the systematic reconstruction of historical and contemporary events 
in  which  malign  state  or  non-state  actors  attempted  to  influence  societal  behaviour  or  political 
decision-making  through  information  manipulation,  narrative  engineering,  or  hybrid  operations. 
Examples include the annexation of crimea in 2014, the russian military and informational involvement 
in syria, and ongoing influence campaigns conducted across russian and chinese digital ecosystems.  
These cases are not treated as isolated episodes but as interconnected phenomena in a broader 
strategic and operational continuum. Each case is meticulously decomposed into its temporal phases,  
operational mechanisms, actor networks, technological tools, and psychological components.

L3ce applies a multi-source analytical framework that triangulates open-source intelligence (osint), 
social media intelligence (socmint), media monitoring, public communication analysis, and behavioural 
signal analysis. This allows researchers to examine how malign influence campaigns originate, evolve, 
amplify, and ultimately impact targeted audiences or institutions. By analysing the pathways through 
which these phenomena unfold, l3ce identifies both overt and subtle indicators, weak signals, actor 
behaviours, communication artefacts, dissemination patterns, and psychological triggers.

The scientific value of  this  stage lies  in  its  ability  to  transform complex,  high-dimensional  socio-
technical  processes  into  structured analytical  objects  that  can  later  be  formalised  in  ontologies,  
mapped to machine-learning features, or represented as hybrid-threat indicators. In this way, use case 
analysis becomes the empirical foundation for all further methodological stages.

1.2 SOLUTIONS ASSESSMENT

The second methodological component involves the systematic assessment of existing technological, 
analytical, and methodological solutions used internationally to identify, analyse, or counter hybrid 
threats and influence operations. L3ce evaluates a broad spectrum of commercial, governmental, and 
research-based tools to determine their capabilities, limitations, and relevance to the hipster project.

This assessment is conducted through a structured benchmarking approach that compares analytical 
depth, automation potential, computational methods, data ingestion capabilities, narrative detection 
performance, user interface design, and compliance with european regulatory frameworks such as 
gdpr and the ai act. The evaluation includes high-profile platforms such as babel street, webiq, palantir 
gotham, ibm i2 analyst’s notebook, and government-developed frameworks including those of viginum 
or nato strategic communications centre of excellence.

Rather  than  evaluating  these  tools  superficially,  l3ce  examines  the  underlying  methodological 
assumptions upon which they are built, such as the predominance of keyword-based approaches,  
shallow pattern recognition, limited contextual  analysis,  and the insufficient integration of social, 
psychological,  and  narrative  dimensions.  The  results  of  this  assessment  reveal  critical  gaps  that 
contemporary tools are unable to address effectively, such as automated cross-platform narrative 
evolution  tracking,  early-stage  weak-signal  detection,  or  attribution  modelling  in  hybrid  threat 
contexts.
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These findings are then used to define the functional requirements and innovation directions for  
hipster. Thus, solution assessment does not merely document the capabilities of existing systems but  
provides scientific justification for the novelty and necessity of the hipster technological approach.

1.3 STATE-OF-THE-ART (SOTA) REVIEW

The third methodological pillar consists of an extensive sota analysis across all domains relevant to 
hybrid threats, information operations, and digital influence. This review encompasses technological, 
social-scientific, cognitive, regulatory, and methodological dimensions.

L3ce conducts a continuous and systematic examination of academic literature, policy documents, 
technical research, operational guidelines, and industry reports. The technological sota focuses on 
advances in osint automation, socmint extraction, nlp and llm-based text understanding, multimodal  
data fusion, anomaly detection, sentiment and emotion analysis, and generative ai’s role in threat 
detection. Special attention is given to the limitations and risks associated with ai-driven content 
analysis, such as hallucination, bias, opacity, and explainability constraints.

In parallel, l3ce evaluates the sota in social sciences and behavioural research, including psychological 
influence  theories,  cognitive  manipulation  models,  propaganda  and  narrative  studies,  online 
radicalisation pathways, and societal resilience frameworks. These scientific fields provide essential 
conceptual tools for understanding how information operations succeed or fail and how indicators of 
influence attempts emerge.

Finally, the sota review includes a detailed analysis of evolving regulatory environments, particularly  
in connection to gdpr, the upcoming eu artificial intelligence act,  and emerging jurisprudence on 
personal data processing in osint contexts. These regulatory elements directly influence system design 
and  determine  which  analytical  functions  must  incorporate  privacy-by-design  and  algorithmic 
transparency requirements.

The sota review ensures that hipster is built upon the most advanced, validated knowledge available 
and that the system’s conceptual underpinnings are scientifically and legally sound.

1.4 ONTOLOGICAL FRAMEWORK CREATION

A central scientific contribution of l3ce to the hipster project is the development of a formal ontological 
framework  for  hybrid  threats,  information  operations,  and  psychological  influence  mechanisms. 
Ontology creation is performed as a multi-stage analytical and conceptual modelling process that 
transforms  empirical  observations  and  theoretical  constructs  into  structured,  machine-readable 
representations.

The ontology begins with the identification of key concepts, actors, signals, behaviours, operational 
phases, and contextual elements derived from use case analysis, sota insights, and ssh theory. Each  
concept is defined precisely, described in relational terms, and linked to other entities in a logical  
hierarchy or semantic network.

Relationships within the ontology capture causal chains, temporal dependencies, behavioural triggers, 
narrative flows, amplification mechanisms, actor interactions, and escalation pathways. Through this 
process, the ontology becomes an explanatory model that reflects the complex dynamics of hybrid  
threat ecosystems.

The resulting ontological framework supports several core functions within hipster: it informs the 
design  of  machine-learning  features;  supports  automated  indicator  extraction;  enables  semantic 
linking of heterogeneous data streams; structures analyst workflows; and provides a backbone for  
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dashboard visualisation and scenario reconstruction. It therefore constitutes both a scientific output  
and a practical infrastructure element for the system.

1.5 INTEGRATED METHODOLOGY FOR INDICATORS OF HYBRID THREATS, INFORMATION 
OPERATIONS, AND PSYCHOLOGICAL INFLUENCE

Drawing upon the previous methodological stages, l3ce develops a comprehensive and integrated 
methodology  for  constructing  risk  and  behaviour  indicators  related  to  hybrid  threats,  malign 
information  operations,  and  psychological  influence  campaigns.  This  methodological  framework 
unifies  social-scientific  theory,  empirical  evidence,  linguistic  analysis,  behavioural  modelling,  and 
technological integration.

Indicators  are  conceptualised  not  merely  as  discrete  observable  signals  but  as  multidimensional 
constructs reflecting operational, psychological, informational, and contextual layers. Each indicator is 
derived  from  validated  patterns  identified  in  case  studies  and  supported  by  sota  insights.  The 
methodology  ensures  that  indicators  capture  narrative  structures,  actor  intentions,  amplification 
patterns, audience engagement shifts, emotional and cognitive levers, and cross-platform behavioural 
anomalies.

The integrated methodology further establishes procedures for indicator prioritisation, weighting,  
correlation, and scoring. These procedures form the basis for risk assessment models, early-warning 
systems,  and  automated  detection  mechanisms  within  hipster.  As  a  scientific  contribution,  the 
methodology demonstrates how hybrid threats can be operationalised into quantifiable analytical  
components while preserving their inherent socio-technical complexity.

1.6 INSIGHTS, CONCLUSIONS, AND RECOMMENDATIONS

The  final  component  of  l3ce’s  research  methodology  is  the  systematic  generation  of  insights, 
conclusions,  and  recommendations  that  guide  further  technological  development  and  inform 
stakeholders.  Insights  are  derived  from  the  comprehensive  synthesis  of  empirical  observations,  
theoretical insights, indicator modelling outcomes, and system testing feedback.

These  insights  frequently  reveal  emerging  behavioural  trends,  evolving  malign  actor  techniques,  
narrative  innovations,  platform-specific  manipulative  practices,  and  new  societal  vulnerabilities. 
Conclusions  distil  these  findings  into  scientifically  grounded  statements  that  explain  causal  
mechanisms,  validate  indicator  relationships,  and  support  the  justification  of  methodological  
decisions.

Recommendations translate research outcomes into actionable guidelines for system development, 
policy formulation, operational workflows, analyst training, and regulatory compliance. They ensure 
that  hipster  evolves  as  an  evidence-based,  context-aware,  and  operationally  relevant  tool  for 
addressing hybrid threats.
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CONLUSIONS AND NEXT STEPS

The  research  work  conducted  by  L3CE  within  the  HIPSTer  project  has  established  a  rigorous, 
empirically  grounded,  and  interdisciplinary  foundation  for  understanding,  modelling,  and 
operationalising  hybrid  threats,  information  operations,  and  psychological  influence  campaigns. 
Through a combination of use case analysis, comparative evaluation of existing solutions, state-of-the-
art research, ontological modelling, and the development of an integrated indicator methodology, L3CE 
has  produced  a  coherent  analytical  framework  capable  of  supporting  advanced  technological 
development and practical implementation.

The ontological  framework developed by L3CE demonstrates  the feasibility  of  formalising socio-
technical phenomena in a manner that is both scientifically sound and operationally actionable. By 
structuring complex threat mechanisms into machine-readable knowledge models, the project lays the 
groundwork for automated analysis, scalable indicator detection, and real-time situational awareness. 
The integrated indicator methodology further translates theoretical insights and empirical evidence into 
quantifiable analytical constructs, enabling structured risk assessment, early-warning capabilities, and 
cross-platform monitoring.

Looking forward, the next steps in the HIPSTer research and development process will focus on several 
strategic  directions.  The  first  priority  is  the  operationalisation  of  the  ontological  and  indicator 
frameworks within the technological architecture of the HIPSTer prototype. This will involve close 
collaboration with platform developers to ensure that conceptual models are translated into functional 
algorithms, data structures, detection rules, and user interface components. The second priority is the 
extensive  validation  and  refinement  of  the  methodology  through  simulation  environments,  pilot 
deployments, and iterative testing with practitioners from law enforcement agencies, governmental 
bodies, and other relevant stakeholders. These activities will provide empirical feedback necessary to  
strengthen robustness, enhance usability, and calibrate analytical thresholds.

In addition, the project will continue to expand its research on emerging hybrid threat vectors, new 
narrative  propagation  mechanisms,  and  evolving  behavioural  patterns  in  digital  environments. 
Continuous SOTA monitoring will remain essential to ensuring that HIPSTer remains aligned with rapid 
technological transformations and ongoing geopolitical dynamics. 

In conclusion, the methodological work carried out by L3CE provides a solid scientific and operational 
foundation for the HIPSTer platform. The next phase of the project will focus on transforming these 
methodological achievements into a high-readiness technological system capable of supporting national 
and international stakeholders in detecting, analysing, and mitigating hybrid threats in an increasingly 
contested information environment.
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